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YcnoBHbIe 0003HaYeHUsA

B n1aHHOM pyKOBOACTBE NPHUHSATHI CAEAYIOIINE 0003HAUCHNUS:

Oo0o3HauYeHHeE

YT1o0 o3HaUaeT

3Hak «O0paTuTe BHUMAHUE.

Basic Settings — Network
Settings

ITpu onmcannu HacTpoiiku yepe3 Web-unrepdeiic,
KypCHBOM yKa3bIBacTCs IyTh K Web-cTpaHuiie

DEFAULT

[Homyx’upHbIM IIPUPTOB BBHIIEIAETCS KAKOU-TNO0
3HAYaIlMi napameTp, 3Ha4YE€HNUE, HA3BAHUE KHOIIKU U
T.J.

#IPADDRESS=[192.168.0.1]

[pudTom Courier New BBIIEIAIOTCS TTapaMeTPhl B
datine HacTpoek

<VALUE>

VYTII0BBIE CKOOKHM 3aMEHSIOTCSA Ha 3HAYECHUE
NIEPEMEHHON B KOHCOJIBHOM KOMaH/Ie

config syslog state <STATE>

KoHcospHas kOMaH1a BBIIEIAETCS Oy KUPHBIM
KYPCHUBOM

config syslog state enable

Pesynprar BBIITOTHEHUS KOHCOJIBHOM KOMaH/1bl
BBIJICIIIETCS KyPCUBOM

bnoku unrerpanuu Teleport. PykoBoacTBO mo 3KcITyaTauu
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UHCcTpyKUuMA no 6e3onacHOCTU

JlaHHast MHCTPYKIMS 1O 0€30MaCHOCTH pacCMaTpUBAET 00IKE TpaBuiIa

pabotsl ¢ obopyaoBanuem TFortis.

JI71sl CHYDKEHMSI pUCKa HaHECEHHs] (PU3MUYECKOro Bpeia, MOpaKeHUs

ANEKTPUYECKUM TOKOM U 0KOTOB YEIOBEKA, a TAKXKE BBIXOJIA U3 CTPOS
000pyI0BaHus, HEOOXOIMMO COOIIOATh CIIEAYIOUIUE MEPHI MTPETOCTOPOKHOCTH:

- TBepI0 NpUAEPKUBANTECH YKA3AHUN MAPKUPOBKHU.

* He o6cnyxuBaiite yCcTpOHCTBO MpU OTCYTCTBUH JIOKYMEHTALIUU HA HETO.

* Tonbko 0OyUEHHBIN CEPBUCHBIN CIIEIIUATUCT MOKET 00CITYKHBATh
BHYTPEHHHE KOMIIOHEHTHI yCTPOMCTBA.

* [Ipu BO3HUKHOBEHHH JFOOOTO M3 CIEIYIONUX YCIOBHH HEOOXOIUMO
OTKIIFOUUTH YCTPOMCTBO OT JJIEKTPUUECKON PO3ETKH, 3aMEHUTH BBILIEIIINNA U3
CTPOSI MOAYJIb I CBSI3aThCA C CEPBUCHOM CITyKOOM:

* [loBpexaeHue kabens 3IeKTPONUTaAHUS, Y TMHUTEIS UIIW IITETCEIs.

* [lonaganue MOCTOPOHHETO NIPEAMETA BHYTPb yCTPOUCTBA.

* YcTpoilcTBO ObLIO OIBEPKEHO IEUCTBUIO BOJIBI.

* [loBpexieHrEe WK NMaJEHUE YCTPOUCTBA.

* YcTpoilcTBO paboTaeT HEKOPPEKTHO MPU TOYHOM COOJTIOIEHUN
WHCTPYKIHH MO 3KCIUTyaTaluu.

» JlepxkuTe yCTpOWCTBO BAAJIM OT PAaJMATOPOB M UCTOYHUKOB TEIUIA, a
Takke n30eraiTe MEepeKphITUS BEHTUISIIMOHHBIX OTBEPCTUM, MPEAHA3HAYCHHBIX IS
OXJIAXKICHUSL.

* He nmponuBaiiTe nuiy Win >XKUAKOCTH HA KOMIIOHEHTBI CUCTEMbI, W HUKOT1a
He paboTaiiTe C yCTPOMCTBOM BO BIIQXXHOW OKpyskaromie cpeae. Ecim cucrema
OblJ1a MOABEPrHYTAa BO3ACHCTBHUIO BIArd, TO HEOOXOJIMMO OOPATUTHCS K
CHEHHAIINCTAM CEPBUCHOIO LIEHTPA.

* He nmomemaiite HUKAKMX NPEAMETOB B OTBEPCTUS CHUCTEMBI. DTO MOMKET
IIPUBECTH K BO3TOPAHUIO HIIM BJIEKTPUUECKOMY pas3psiiy B CBS3HM C 3aMbIKAHUEM
BHYTPEHHUX KOMIIOHEHTOB CUCTEMBI.

» Mcnosb3yiiTe JaHHOE YCTPOKUCTBO TOJIBKO COBMECTHO C
CepTUPHUIIMPOBAHHBIM 000PYI0BAHUEM.

* Ilpexne yeM CHATh KOPIYC YCTPONCTBA WM PUKOCHYTHCS K €T0
BHYTPEHHUM KOMIIOHEHTaM, HEOOXOJAMMO OTKIIOUUTH MUTAHUE U AaTh YCTPOUCTBY
JIOCTATOYHO BPEMEHU HA OXJIAKICHHUE.

* He ucnonb3yiite yCTpOMCTBO C ICTOYHUKAMH IMUTAHUSA, XapaKTEPUCTUKN
KOTOPBIX OTJIMYHBI OT 0003HAUYEHHBIX Ha SIPJIBIKE C JIEKTPUUECKUMHU ITapaMeTpaMu.

* Y6eaurech, UTO XapaKTEPUCTUKU MUTAHUS TOJKIIOYAEMbIX YCTPOUCTB
COOTBETCTBYIOT HOPMaM, IEUCTBYIOIIUM B JAHHON MECTHOCTHU.

* Ucnonb3yiiTe TOMBKO MOAXOAsIINE culoBbie kabenu. CuioBoii kabeinb

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTayuu 4
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JIOJIKEH COOTBETCTBOBATh XapaKTEPUCTUKAM HAINPSKEHUS U TOKA, HEOOXOIUMBIM
JUTSl TaHHOT'O YCTPOMCTBA.

* XapakTepUCTUKUA HAINpPsDKEHUS M TOKAa KaOemns JOKHBI ObITH OOJbLIE,
YeM MOIIHOCTb, yKa3aHHasi Ha yCTpPOWCTBe.

* UtoOBl n30€xkaTh yaapa 3JIEKTPUYECKUM TOKOM, HpuU padoTe c
YCTPOMUCTBOM TOJIb3YWTECh 3a3€MJIEHHBIMH JIOJKHBIM 00pa30M AJIEKTPUUECKUMU
pO3eTKaMU U KaOeJIsIMHU.

» CoOmroiaiiTe XapaKTepUCTUKKU KaOelsi-yJIMHUATENS U IIWHBI MMUTAHUS.

VY nocroBepbTech, 4TO OO HOMHHAJIBHBINA TOK BCEX YCTPOMCTB, MOAKIIOYEHHBIX
K KaOeIto-y/UIMHUTEITIO UK IIIMHE MUTaHMsl, He MpeBbimaeT JTuMuT 80%
HOMMHAJIHOTO TOKa Ka0elis-yATUHUTENS WIN IIUHBI TUTaHUS.

* [l obecriedeHust 3alUThl CUCTEMBI OT BHE3AITHBIX KPATKOBPEMEHHBIX
CKAYKOB 3JICKTPOIUTAHUS UCIIOIb3yHTE OrpaHUYUTENb HANIPSKEHUs, OPMUPOBATEN
JIMHUU WK UCTOYHUK Oecniepeboiinoro nutanus (UPS).

biioku nunterpamuu Teleport. PykoBoACTBO MO AKCIUTyaTayuu 5
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1 HazHauyeHue

bnoku nnrerpaunu TFortis Teleport npennasHadeHsl A1 HHTETPALIMH
koMMyTaTopoB TFortis PSW ¢ oxpanHbsiMu cucteMaMmu. Bioku UMEIOT AUCKPETHBIE
BXO/JIbI U peJieiiHble BbIX01bl, NOPT RS-485 u nopt Ethernet.

bnoku unrterpanuu Teleport BRIMOMHSIOT caeayromue GyHKINN:

TpaHcisnuio RS-485 uepes Ethernet

npeodpazoBanue RS-485 B Ethernet

TPaAHCIISIINIO «CYXUX KOHTakTOB» uepe3 Ethernet
nepenayy aBapuiHbIX COOBITHI OT KOMMyTaTopoB PSW
YAAQJIEHHOE YIIPABJICHUE aBTOMAaTUKON

biioku nunterpamuu Teleport. PykoBoACTBO MO AKCILTyaTamyuu 6
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1.1 BapuaHmsbI npuMeHeHuUsi
1. Tpancasuus RS-485 uepe3 Ethernet

1.1 UnTerpanusi BUuieoOHA0/II01eHISI M CUCTEMbI OXPaHbI lepUMeETpPa

IlBa ycrtpoiictBa: Teleport-1 u Teleport-2 MmO3BONMAIOT OPraHMU30BaThH
«BUpTyanbHBIA KaHam» RS-485 moBepx ceru Ethernet. Ilpum stom
UCIIOJIB3YETCSl y’KE€ TOTOBas TPAHCTIOPTHAS MH(PPACTPYKTypa W OTCYTCTBYIOT
orpaHu4eHusi Ha JUIMHY JUHUM RS-485. Takum oOpa3om, Npu HaIUYUU YKe
CYLIECTBYIOIIEH CHUCTEMBbI BHJICOHAONIOJCHMS, MOXHO OYEHb IPOCTO
pa3BepHYTh cCUCTeMy oxpanbl iepuMerpa. biok Teleport-2, momumo mopta RS-
485, MO3BOJSAET MO/IABATh MUTAHUE HA U3BEIIATENN, & CAM MPU 3TOM MUTAETCA
0 TOMY K€ Kabelto, 0 KOTOpOMY MOAKII0YaeTcsi K kommyTtaropy (o PoE).

TELEPORT-2

TELEPORT-1

Puc. 1.1 [Ipumenenue 6 cucmemax oxpanvl nepumempa

biioku nunterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTayuu 7
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1.2 YnanenHoe ynpasJjieHue ycTpolcTBaMu ¢ uHTepgeiicom RS-485
AHaIOrMYHO MPUMEHEHUIO C CUCTEMAaMH OXPaHbl IEPUMETPA, MOKHO
MCIOJIb30BaTh BO3MOXKHOCTh TpaHcisaiuu RS-485 uepes Ethernet ania ynpasnenus

WCIIOJIHUTEIbHBIMU YCTPOMCTBAMH, HAIPUMED, CEPBONPUBOIOM HEKOTOPBIX
MOBOPOTHBIX KaMEP, KOTOPHIE yAAJICHbl Ha 3HAUUTEIBHOE PACCTOSIHUE OT CEPBEpA.

Teleport-2
I

PSW

RES-485

Teleport-1 ——

R5-485

Puc. 1.2 Ilpumenenue 6 ynpasnenuu ycmpoticmeamu ¢ unmepgeticom RS-485

1.3 MOHUTOPHMHTI 3JIEKTPOCYECTYHKOB

JInst ynanéHHOro CUMTHIBAHUS MMOKA3aHHUM O PACXO0JI€ DJIEKTPOIHEPIUU Ha
00BEKTE MOXKHO MCIOJI30BaTh CUETUUKHU ¢ MHTEep(deiicom RS-485.

R5-485

T e
b T

Teleport-2
I
> I
g E PSW
e = Iz
Teleport-1 ——

Puc. 1.3 [Ipumenenue ¢ monumopumnze 31eKmpoCcuémuurKos

bnoku unrerpanuu Teleport. PykoBoacTBO 1o 3KcITyaTauu
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1.4 IIpeoopazoBanue RS-485 B Ethernet

CymiecTByeT U Jpyroil BapuaHT OCYLIECTBUTH MOAKIIOYEHUE H3BEIIATENCH,
paboraromux yepe3 RS-485 k cepsepy. B 61okax unrerpanuu Teleport mpoucxoaut
dopmupoBanue FEthernet ¢peiima, comepxamiero naHHele u3 mnopra RS-485.
OOpaTHyI0 pacmaKoOBKY MOKHO MPOU3BOIUTH Ha IPYroM OJOKEe WHTETpaIuu, J1u00 B
MPUJIOKEHUU BEPXHEro YPOBHS. (KaK MpeAcTaBiIeHO Ha puc. 1.4)

o

Teleport-2
I

RS-485
24B

PSW

——
S

’:I_
Ethemet
e e

Puc. 1.4 Ilpeobpazosanue RS-485 6 Ethernet

Kpowme Toro, pazpaborana nporpamma TFortis Administrator, koTopas
3aIlyCKaeTCsl Ha CEpBEPE U OCYLIECTBIISIET TPAHCISLMIO JAHHBIX B BUPTYaJIbHbBIN
COM-nopr. [logkiroueHne mporpaMmsl Jj1si MOHUTOPUHTA U3BEIATENIEH
MPOUCXOJUT K 3TOMY MOPTY.

RS5-4B5 R5-485

. Virtual
bl e COM-nopT

TELEPORT2 Administrator

Puc. 1.5 Ilpeobpazosanue RS-485 6 Ethernet

biioku unterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTayuu 9
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2. Tpancasimusi «CyXuX KOHTAKTOB)

2.1 KOHTpPoJIb HECAHKIIMOHUPOBAHHOIO J0CTYNA K IIKadam

KommyTtaTtopsr TFortis PSW umeror nuckperHble BXOJbI, K KOTOPBIM MOKHO
MOJKJIIOYHUTH JIIOObIE JTaTYUKHU TUIA «CYXOH KOHTAaKT», HalpUMEp TepPKOHBI,
KOHIICBUKH, JUIsl OpraHU3alMH KOHTPOJs BCKphITHS IKadoB. CurHai o
BCKPBITUU TiepeAaéTcsi KOMMYTaTOpOM Ha OJOK wuHTerpanmuu. T.e. mpu
cpabaThIBAaHUM BXOJla HAa KOMMYTATope, cCpabaThIBaeT COOTBETCTBYIOIIUN
BbIXOJ Ha biioke uHTErpanuu.

Lkad Lkad
L~ M~
: PSW : PSW
[ D]
T_ - .T KoHueson
— 11 BbKIlOYaTeNb

Teleport-1 ——

Puc. 1.6 Konmponws eckpvimusi wukagos

KommyTarop ThRortis PSW
E wkady CrossBox-1

BuTtaA napa

%"om i ﬂ |

Kommytatop TFortis SWU-16 Bnok uHTerpayum CurHan-10
TFortis TELEPORT-1 MCO «OpuoH=

Puc 1.7 Bapuanm opeanuzayuu mpancisyuu CUSHAIO08 6CKPbIMUSL WKADA Om KOMMYMAmopos
TFortis PSW 6 UCO "Opuon”.

biioku unterpamuu Teleport. PykoBoaCTBO M0 AKCILTyaTamiu 10
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2.2 YaanéHHoe ynpasJjieHHe aBTOMATHKOM

Tpancnauuio BXOJa OJHOTO YCTPOMCTBA Ha BBIXOJ JAPYroro MOXKHO
UCIIOJB30BaTh U ISl YAAIEHHOTO YIPABICHUS HMCIOJHUTEIbHBIMU MEXaHH3MaMHU.
Opnako, cienyer HMMETh BBHAY, UYTO BCTPOCHHBIE BBIXOJHBIE pEJI€ SBISIOTCS
MaJIOMOITHBIMH. J[JI1 KOMMYyTalyi MOIIHOW HAarpy3Kd HEOO0XOIUMO HCIIOJIb30BaTh
JIOTIOJIHUTENIbHBIE KOMMYTallHOHHBIE YCTPOUCTBA (KOHTAKTOPHI).

Mpoxexrop

T— = Teleport-2 @4 Teleport-2

M| — |
e PSW
S

PSW

Teleport-1 ——

Puc. 1.8 Ynpaesnenue ucnonnumenbrvimu mexaHuzmamu

3. Tpancasiuus aBapuiiHBIX COOBITHH OT KOMMYTAaTOpPOB PSW
KommytaTopel TFortis ¢GopMHpyIOT psAll COOBITHI, KOTOpPbIE MOTYT OBITh
nepeanbl Ha 0s10ku uHTerpanuu Teleport:
* 3aBHCaHUE KaMEPbI
* Ilponano nutanue 220B
* OOpBIB ONTUKH U JIP.
M yxe Ha CTOpOHE cepBepa 3TU COOBITUS NPeoOpa3yrTCss B JIOTMYECKUE
COCTOSIHMSI BBIXOJIOB Osioka Teleport , KOTOpble MOXHO TOAKIIOYUTH K
KOHTPOJUIEPY OXPaHBbl.

Wkad Wkadp

PSW PSW

2205\/
/' \

't

Teleport-1 — X

Puc. 1.9 Tpaucnayus asaputineix coobimuii

biioku unterpamuu Teleport. PykoBoACTBO M0 dKCILTyaTaiyuu 11
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2 TexHnuyeckue XapaKTepPUCTHKH

2.1 bnok unmeepayuu Teleport-1

Ethernet

10/100Base-Tx ¢ pazbemom RJ-45 — 1.
noanepxkka Auto-MDIX
nojajaepxkka ynpasiuenus: notrokoM IEEE 802.3x

RS-485

ckopoctb 710 115 200 6ut/cexk.
najabHOCTh 10 100 M

TEPMUHHUPYIOIIHI pe3UCTOP BCTPOeHHBIN — 120 Om

0e3 raIbBAHNYECKOU pa3BsI3KU

Bxoasbl

KOJIMYECTBO — 3 IIIT.

3aMKHYTO€ cocTosinue — Menee 200 Om.
pasoMKHyTOe cocTosiHue — 60see 50 kKOM.
0e3 raIbBAHNYECKOM Pa3BsI3KU

Buixoasbl

KOJIMYECTBO — 9 1IT.

HOPMAaJIbHO Pa30MKHYThIA KOHTAKT
KOMMYyTHpyeMoe Hanpsbkenue — 30B
KOMMYTHUPYEMBIH TOK — SOMA
cornpoTuBiieHUE KaHaiia — 10 Om
rajibBaHMYECKas pa3Bsi3Ka

IMurauue

Hanpspbkenue nutanus — 12/24B (ot 9B o 27B)

Makc. notpebisiemasi MOITHOCTh — He 6osee 3BT.

Koncrpykuus

106x90x58 MM (mupuHa 6 MoayJiei)
Macca He 0onee 0,3 xr
kperienne Ha DIN peiiky (35 Mm)

Haae:xxHocThb

HapaboTka Ha oTka3 He MeHee 50 000 yacoB

YciaoBus

IKCILIyaTallun

TeMrneparypa oT mioc 5 1o mitoc 40 °C
OTHOCHUTEIJIbHOM BIAXKHOCTH Bo3ayxa 10 80 %

XpaHeHue

temrneparypa oT muHyc 50 no muroc 50 °C
OTHOCHUTEJIbHOM BJIAXKHOCTH Bo3ayxa 10 80 %

bnoku unrerpanuu Teleport. PykoBoacTBO Mo 3KcITyaTauu
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2.2 bnok unmeepayuu Teleport-2

e 10/100Base-Tx c pazbemom RJ-45 — 1.
Ethernet * mopaepxka Auto-MDIX
* nojuepkka ynpasisieHus notokom IEEE 802.3x

e ckopocTh 10 115 200 6ut/cex.

* JanbHOCTH He Ooisiee 100 M

RS-485 * TEPMUHUPYIOUIUN PE3UCTOP BCTPOEHHBIN — 120 OM
(C BO3MOKHOCTBIO OTKITFOUEHUS )

*  C raJIbBAHMYECKOU Pa3BsA3KOU

* KOJHAYECTBO — S MIT.

* 3aMKHyTO€ cocTosinne — meHnee 200 Om.

* pa3oMKHyTOe cocTosinue — 6osee 50 kOm.
* C TaJIbBAHUYECKOMN pa3BsA3KOU

Bxoabl

* KOJMYeCTBO — | mT.

* HOPMaJIbHO PA30MKHYTbII KOHTaKT
Boixoabl * KOMMYTHpyeMmoe HamnpsbkeHue — 250B
* KOMMYTHPYEMBII TOK — 150MA

* C TaIbBAHWYECKOMN Pa3Bs3KOU

e IEEE802.3af Class 3 (13Br1)

IMuranue * BBIXOJl IUTaHUsA AJIA BHEIHUX ycTpoucTB: 24VDC (6B1)
C TaJIbBAHUYECKOM pa3Bsi3koil u 3amuton ot K3

* xopmyc [P66
Koncrpykuus e 240x160x90 mM (6e3 yuyeTa BBOJIOB)
* Macca He Ooiee 0,3 kr

HanexHocTn e Hapabotka Ha otka3 He MeHee 50 000 yacos
YciaoBus * TemmepaTypa or MuHyc 55 no mtoc 50 °C
SKCILTyaTalluu * OTHOCHUTEJIbHAS BIAXHOCTh Bo3ayxa 110 80 %

e TtemnepaTtypa or Munyc 50 g0 mroc 50 °C
XpaHeHue patyp Y A

* OTHOCHUTEJIbHOM BIAXKHOCTH Bo3ayxa 10 80 %

bnoku unrerpanuu Teleport. PykoBoacTBO Mo 3KcITyaTauu
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2.3 Iloooeporicusaemule hynkuyuu u npomoKo.ivt

* TpaHcnsuus cOCTOSTHUA BXOJI0OB Ha BBIXO/Ibl YAAIEHHOTO YCTPOUCTBA

e Tpancmsamus nanueix u3 RS485 mo Ethernet Ha yganénHoe ycTpoilcTBO min B
npunoxenue TFortis Administrator (BupryansHoe yBenuueHue
npoTsHKEHHOCTH JnHUU RS485)

* Tlognepxka 10 32 yaain€HHBIX yCTPOMCTB

* Bcerpoennsiit Web-untepdetic

e Modbus RTU, ASCII, TCP kauent

* Telnet

e MoHuTOpUHT 110 SNMP v1, v3
e« SNTP

e SMTP

* Syslog

* CHUCTEMHBIN KypHaI

« DNS

* ypaanéuubii Ping
* CHUCTEMa HACTPOUKHU COOBITUI MH(GOPMHUPOBAHUS
» oo6nosnenue [10 yepe3 TFTP

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiyuu 14
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3 OnucaHue

3.1 BHewHuUlU sud

Beixoasl
1 2 3 4 5 6 7 8 9

{ P S S s
OOOOOOO00 || OOOOOOOOO

[I Bnox wHTerpaws  TELEFPORT-1

( ETHERMET

weuT (OO o
I:I L= iz s T Boriis
v

[
|:| 1 2 3 & & [ 7 8 a
C— 9" awmnOEOEEOOOD
[ ]
—

OO®O®O®O® OOOOOOQ‘@O‘

| |
N 12 3

|
A ° KHonka
RS-485 Bxogkl

& o— +
MutaHne
RESET/DEFAULT 12. 24VDC

Puc.3.1. Buemnwuii Bug Teleport- 1

WNuawkaTtop PoE KHonka Hxamnep 120 Om
Tamnep RESET/DEFAULT MHaunkatopbl

] o] o of o o0

ool odedededededod
i i i i i
|
RS-485 Bxonbl Bbixoa
10/100Base-Tx
BbIX0og nuTaHus

PoE
24VDC @

iSRS s

Puc.3.2. Buemnuii Bug Teleport-2 (co CHATOM KpbIIKOM)

biioku nunterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTamyuu 15
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3.2 CeemoduoOHasi uHOuUKauyusi

bnoku unaTerpanuu Teleport-1 u Teleport-2 UMEIOT CBETOMOTHY IO
uHauKanuo Ha nuieBoi nanenu (Teleport-1) wnu Ha neuatHoit mate(Teleport-2),
KOTOpas oToOpaxkaeT paboTy yCTPONCTBA U COCTOSIHUS BXOJOB M BBIXOJIOB.

Nunukarop RUN otoOpaxkaer pesxkum pabOThl yCTPOMCTRBA.

Nunnkatop ETHERNET coBmemaer ”HAMKATOP JIMHKA U AaKTUBHOCTH 4€pe3
nopt Ethernet.

Nunukarop RS485 orobpaxaer akTuBHOCTh Ha nHTepdeiice RS485.

Nunuxatopsl INPUT oTtoOpaxkaroT TeKyllee COCTOSIHUE BXOI0B YCTPOMCTBA.
Ecnu BX01 HAXOUTCSl B 3aMKHYTOM COCTOSIHUM — COOTBETCTBYIOIIMI UHIUKATOPD
TOPUT, €CJIU B PA30MKHYTOM — HE TOPHUT.

Nunukatopel OUTPUT otoOpaxkaroT TEKyIee COCTOSIHUE BBIXOJI0B
ycrpoiicTBa. Eciau BXoa HAXOQUTCA B 3aMKHYTOM COCTOSIHUM — COOTBETCTBYIOLIUIA
WHJIMKaTOp TOPHT, €CIIA B Pa30MKHYTOM — HE TOPUT.

JlaHHBIE MHIUKATOPBI MOTYT OBITH MOJIE3HBIMU B TIPOLIECCE HACTPOUKHU U
HaJIaJIK! YCTPOMCTBA.

Tabnuma 3.1 HaznaueHne HHIUKAaTOPOB

CocTosiHue HHAUKATOpA Cocrosinue yCTpOﬁCTBa

Nupukarop RUN muraer  YcTpolicTBo paboTaeT Ha 3aBOACKUX HACTPOMKAX.
(uHTEepBaT 4 CEKYH/IbI)

Nunukatop RUN Muraer VYcrpoiicTBo paboTaeT HOpMalibHO, HACTPONKH OTIUYHBI
(uaTepBan 1 cexyHna) OT 3aBOJICKUX

Nunukarop ETHERNET Tloansrt nunk Ha unrepdetice Ethernet, Ho oOmena
HEMPEPHIBHO TOPUT JAHHBIMHU HET

Nupukarop ETHERNET IIpoucxoaut oomen nannbix uyepe3 Ethernet
MUTAET

Nunnkatop RS485 [Tpoucxoaut oomeH nanubix yepe3 RS485

MUTAET

Nunukaropsl RUN u JlnarHocTupoBaHa HEMCIIPABHOCTH HA aIlapaTHOM WIIH
RS485 murator nporpaMmMHOM ypoBHe. OOpaTUTECh B CITyk)OY
CUHXPOHHO TEXHUYECKOU MOJACPKKH.

biioku nunterpamuu Teleport. PykoBoACTBO M0 AKCIUTyaTayuu 16
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3.3 KHonka c6poca HacmpoekK u nepesazpy3ku

bW TFortis Teleport umeet oany kHonky cOpoca - RESET.

B Teleport-1 xHomnka yTormieHa BHyTpb Kopryca (cM. puc. 3.1), 1is Toro,
9TOOBI €€ HaXKaTh, BOCTIOJIB3YUTECh TOHKMM HEMETAITHYECKUM MTPEIMETOM.

B Teleport-2 xHonka pacnoJiaraeTcsi Ha I€4aTHoM 1iate (cM. puc. 3.2), 1
TOT'0, 4TOOBI €€ HaXKaTh, HEOOXOJUMO CHTh KPBILIKY KOpITyca.

e Jlna nepesarpy3ku HaxkmuTe KHONKY RESET Ha 3-5 cexyna.
e Jlns copoca Hactpoek HaxxmuTe KHOTIKY RESET na 15-20 cexyH.

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTayuu 17
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4 MoHTax v noaKkn4veHue

4.1 Moumax 6n10ka Teleport-1

bnoku unrterpauuu Teleport-1 npenHa3HaveHbl 11l yCTAaHOBKH Ha
crangapTHyto DIN-peliky mmpunoi 35 mm. JIJisi yCTaHOBKHA HEOOXOIUMO
ucnoisibzoBaTh DIN-peliky nnuHoii He Menee 106MM (mrpuHa 6 cCTaHAapTHBIX
moxayieit). DIN-peiika pacnosaraeTcs ropu30HTaIbHO.

Teleport-1 pacmonaratot B OTaIuIMBa€MOM TTOMEIIICHUH Ha YAAJIICHUU OT
VMCTOYHHMKOB CUJIBHOT'O HAarpeBa WM oxJax1eHus. [I0CKOoIbKy yCTpOWCTBO HE UMEET
raJbBaHUYECKOMN Pa3BA3KU U CEPHbE3HOM 3aIUTHI OT UMITYJIbCHBIX IIEPEHAIPSKCHUN
no Ethernet, Bxogam u RS-485, pekomenayeTcss MUHUMH3UPOBATH JAJTUHY
MOIKJTFOYaeMbIX KaOeTbHBIX JTUHUIN. PeKOMeHIyeTcs HCTIOIh30BaTh MUTAHUE OT
OecniepeOOMHBIX CTOYHUKOB MUTAHUA € BbIXoAoM 12..24B.

Pexomennyercs opranmuzanus 3azemiueHus. Hanmnune 3a3emiieHus mo3BOJIAT
YBEJIIMYUTH IOMEXOYCTOMYUBOCTh YCTPOMCTBA.

Hoaxarouyenune JUHUA CyXuX KOHTAaKTOB M Ethernet

Bxozpl ycTpoiicTBa HE UMEIOT raIbBAHUYECKOMN pa3Bs3KU(KAK MEKITY
YIPABJISIFOIIM MUKPOKOHTPOJIEPOM, TaK U MEXKLy co00il). [ToaTomy mipu
MOJKJIIOYCHUH TaTYUKOB, CIEIyET UMETh B BUJY, UTO BCE BXOJIbI UMEIOT 2 KOHTAKTAa,
OJIMH U3 KOTOPBIX — oOmuii. Ha puc. 4.1 u Ha 610Kke 001Mii moTeHIHaI 0003HAUYEH
TouKOi. KOHTaKThI, 0003HAUYCHHBIE TOUKON «3BOHSATCS» MEXKITYy COOOM.

OUTPUT
1 2 3 4 5 6 7 8 9

-4 L L L L L L L
CDCDCDCDC+DCDCDCDCD

Bnok uHterpaumm TELEPORT-1

(© @ clo Ols oo CllNeleeeelel -
|~

||

A BGND 123

RS-485 INPUT RESET/DEFAULT POWER
12..24V

Puc. 4.1 Pacnonooicenue 6x0006 u 6b1x0008

biioku unterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTaiuu 18
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BBIX0/IbI YCTPOMCTBA HMEIOT TAJIbBAHUYECKYO Pa3Bs3Ky, K HUM JaHHOE
TpeOOBaHKHE HE OTHOCHUTCS.

JInst cHYDKEHUSI BIUSHUS TIOMEX, PEKOMEHAYETCS CHUKATD JITUHY JIMHUI
BX0J0B, BbIX010B U Ethernet.

[Monkmouenust RS-485 ocymecTisiercs kabeaem, TUIIA «BUTAs Mapay.
Hanuuue nunuu ni1s BeipaBHuBaHus noteHnuana (GND) sBisieTcst 00513aTeIbHBIM.
Tepmunupyromue peauctopsl (120 oM) yxe yCcTaHOBIIEHBI BHYTPH KOpITyca,
YCTaHOBKA JIOTIOJHUTENbHBIX PE3UCTOPOB HE TpeOyeTcsl.

[ToakimroueHune K cepBepy WIM UEHTPATbHOMY KOMMYTATOPY OCYILECTBIISETCS
UTP wmu FTP natu-kopaom.

3anpemaeT05I IMpOKJIaaKa JIMHUU BJ1OJIb BBICOKOBOJIbTHBIX JIMHUU
QJICKTPOIINTAHHNA.

bioku unterpamuu Teleport. PykoBoACTBO MO AKCIUTyaTauu 19
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4.2 Moumax 6noka Teleport-2

Teleport-2 nonmyckaeT yCTaHOBKY B YIUYHBIX YCIOBUSAX Ha JIFOOBIX
METaNTMYECKUX/HEMETAIUTMYECKUX MTOBEPXHOCTSX, PSIZIOM C KOHTPOJUIEpAMU OXPaHBI
MepuMeTpa, T.K. KOPITyC YCTPOMCTBA 00ECTIEUMBAECT 3aIUTY OT IMBUIK U Biaru [P66.
OpnHako, ycTaHOBKA PSAOM ¢ KoMMyTaropaMu PSW B yJlIHUHBIX METaTINYECKUX
mkadax c 3anmuroit He Hibke [P54, mo3BoseT yBeIMUnTh yI00CTBO MOHTaXa U
o0ecrneurBaeT XOPOUIYI0 BaH/1aI03aIIUIIIEHHOCTb.

Teleport-2 mpegycmaTpuBaeT KperuieHUe K 3aHel (anblI-CTeHKE YIHYHOTO
mkagda TFortis CrossBox-2 u CrossBox-3 uepe3 MoHTaxkHyto naneinbs PSW-11
http://www.tfortis.ru/producty/dopoborudovanie/mounting_support_psw-11/

Puc.4.1. Monmaosic b610ka 6 wikaghy

Kpemnnenue 610Kka K mepexoIHOM MIIaCTUHE OCYIIECTBIsIeTCS BUHTaMu M4(He
MOCTABJIAIOTCS). BUHTHI KpernieHus MepexoAHON MIACTUHBI MOCTABIISIOTCS B
KOMIUJIEKTE C MOHTQKHOM TLJTACTUHOM.

Takoke 1omyckaeTcss MOHTaX U BHe mikada. /[ MOHTa)ka UCTIONb3YIOTCA
BUHTHI M4 uu yHUBEpCAIIbHBIE CAMOPE3bl AMAMETPOM 4 MM.

Opranuzanus 3a3eMJIeHUA

Hanuuwne 3a3emiienus o6s3arensHo. [Ipy oTCyTCTBUM 3a3eMIIeHUs, a
TaK>Xe MPU HEKAYECTBEHHO BBIITOJIHEHHOM 33a3€MJIEHUH KOMITOHEHTHI
IPO303alIuThl HE PAOOTAIOT MK pabOTAIOT HE B ITOJTHOM O00BEME.
Hanuuue 3a3emiieHus MO3BOJISET CYIIECTBEHHO MOBBICUTh
YCTOMYMBOCTH YCTPOMCTBA K 3JIEKTPOMArHUTHBIM UMITYJILCHBIM ITOMEXaM.
3a3eMIIeHUE OCYILECTBIISIETCS. YEPE3 KIIEMMY 3a3€MJICHUS WIIH IITUIIbKY
3azemiieHus (puc. 3.2).
3azemiienue uepes 3kpaH FTP kaOens e nomyckaercs!
ConpoTuBneHue 3a3eMicHUS He 0oJiee 4 oM.

biioku nunterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTayuu 20
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IMoakarwuyenne JMHUN Cyxux KOHTAKTOB U Ethernet

BXozp1 ¥ BBIXOJBI YCTPONCTBA UMEIOT raJIbBAHUYECKYIO PA3BSI3KY U
YCTOMYMBBI K UMITYJIbCHBIM MoMexaMm. OAHAKO, ISl CHUKEHUS BIUSHUS [IOMEX,
PEKOMEHTyeTCsI CHIDKATD JUTMHY JJUHUHN BXOJI0B, BBIX0A0B, RS-485 u Ethernet.

[ToaxmroueHust RS-485 ocymecTBusercs kabeneM, TUIIA «BUTAS TTapay.
Hanuuue nunuu n1s BeipaBHuBaHus noteHnuana (GND) sBisieTcst 00513aTeIbHBIM.
Tepmunupytomue peauctopsl (120 oM) yke yCTaHOBIIEHBI BHYTPU YCTPOUCTBA,
YCTaHOBKA JOTOJHUTENbHBIX pE3UCTOPOB HE TpeOyeTcs. CyliecTByeT BO3MOKHOCTh
OTKJIIOYNTHh TEPMUHUPYIOIIUE pe3UCTOpPBL. [10 yMOTUaHUIO PE3UCTOPHI OAKIIOYEHBI.

[Togxmouenune k POE kommyTaTOpy OCyIIECTBASIETCA MPU TOMOLIU
kadecTBeHHOTO yauuHoro FTP kaGens.

3amnpeniaercs NpoKIaaKa JUHUN BIOJIb BEICOKOBOJIbTHBIX JIMHUMN
AJIEKTPOIUTAHHUS.

BrIxoas! ycTpoMCTBa HE pacCUYMTAaHbl HA KOMMYTALUIO MOIIHON
Harpy3ku. MakcumanbHas Harpyska Ha nopt 150MA 250V.

I'epmeTusanus BBOA0OB

Y CTpONCTBO MOCTABIIACTCS ¢ KOMIUIEKTOM IeépMOBBOIOB. IIpu ycranoBke
BBOJIOB, UX HEOOXO0IMMO HAJEXHO 3aTsAHYTh. Hencnonpzyemblie BBObI HEOOXOUMO
3arepMeTU3UpPOBaTh F€PMETUKOM WIIH IJIACTUKOBBIM TPUOKOM.
Hapy1ienuss B MOHTaKe FépMOBBOJIOB HE TapaHTUPYIOT COOTBETCTBUE YCTPOUCTBA
KJj1accy 3amuThl [P66.

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTamiu 21
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5 Hactpouka

5.1 Ulnmepdpelcnl ynpasrneHus

bnoku unrterpauuu TFortis Teleport uMeroT HECKOIBKO BApHAHTOB
yaanéunoro ynpasnenus: WEB-untepdetic, Telnet, SNMP, npu nomorniu
dbupmennoit yrunuthel TFortis Administrator.

WEB-unTepdeiic coaepxut HanboJsiee MoTHbIN HabOp KOHTPOIHPYEMBIX
napameTpoB, CHA0KEHHBIX TTOJIPOOHBIMU PA3BSICHEHUSIMU U KPATKOU CITPABKOM.
WuTepdeiic mpencraBieH Ha PyCCKOM U aHTJIMMCKOM si3bIkax. [lonkirouenne k
BO3MOJKHO ITpH IoMoIy oosraHoro Web-0pay3sepa.

Telnet mpencraBnsieT coO0¥ aNbTepHATUBHYIO POPMY KOHGUTYPHUPOBAHUS
yCTPOICTBA MOCPEICTBOM KOHCOJILHOTO MPUIIOKEHH Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYnpasnenue nocpeactsoM SNMP Ha naHHBI MOMEHT PEAIM30BAHO B
TECTOBOM BapHaHTE, U HE BCE KOMAH/IbI TIOJIIEPKUBAIOTCS B MIOJTHOM 00bEME.
Pexomenayercsa ucnonb3oBatb SNMP 11711 MOHUTOPUHTA, & HE JIJ1 YIIPABJICHUS.

[Tpu nomomm nporpammsl TFortis Administrator MOXHO OCYIIECTBIIATh
HIMPOKOBEIIATEIbHBIN ITOUCK YCTPONUCTB U IUCTAHIIMOHHYIO HACTPOUKY.
Hcnonb3zoBanue mporpaMmbl MOXKET ObITh TIOJIE3HBIM, KOT'/1a HEU3BECTHBI CETEBBIC
HacTpoiiku biokoB unTerparuu Teleport, a Takke KOraa NpucyTCTBYeET
nyonupoBanue [P anpecos (B ciiydae, korja B CeTH NPUCYTCTBYIOT HECKOJIBKO
YCTPOMCTB ¢ OAMHAKOBbIMU [P anpecamu, crangapTHbIE METOIBI HACTPOUKH TaKUE
Kak HacTpoika uepe3 Web-unrepdeiic, He IPUMEHUMBI).

5.2 Umo Hy»HO 3Hamb rnepeod noOK/IIOYEHUEM

Ooparure BHUMaHue!

Brixoibl ycTpoiicTBa HE paccUyuTaHbl HA KOMMYTAIIMIO MOIIIHOM
Harpy3ku. MakcumanbHas Harpy3ka Ha nopT 100MA 250V (ans
Teleport-2) u 50MA 30B (ansa Teleport-1).

brok nnaterpamuu Teleport-2 comepxut Beixoa 24 VDC mis nutaHus
nepupepuitHbIX ycTpoiicTB. MakcuMainbHas MOIIHOCTb BBIX0J1a —
6BT.
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5.3 YnpaeneHue yepe3 WEB-uHmepaelic

5.3.1 NepBoOe nogknoyYeHue, ObLICTPbLIN CTaAPT

[Tpu nepBoM BrirOYeHUH, 010K MHTEerpanuu (b1) umeer cnenyromue ceTeBbie
HACTPOWKH MO YMOJIYaHUIO:

IP anpec: 192.168.0.1
Macka nojiceTu: 255.255.255.0
Jlorun/ITaposnb HE 3aJ1aHbI
DHCP xnuent BBIKJIFOYCH
Telnet BKJIFOYCH
SNMP BBIKJTIOUCH

[lepen noaktoueHrEeM yOEIUTECh, UTO CETEBask KapTa KOMIBIOTEPA HAXOIUTCS
B TOM e MOJCETH, 4To U 010Kk uHTerparuu Teleport (192.168.0.%).

3anycture Web-0paysep u B agpecHoit ctpoke BBeaute [P anpec 192.168.0.1
puc 5.3.1.1)

a' ||@ hitpy//192.168.0.1/ * B O X||@ Fort-Telecom PSW... 3
i

Puc. 5.3.1.1. MopakntoyeHne k A
HOCJ’IG IIOOKIOYCHHA, MBI JOJIKHBI I10IIACTh HAa I''IaBHYIO CTPAHHUIY Web—

unrepdeiica.(puc 5.3.1.2)
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@ T Forti ) Outputs 1

RS485 Down Inputs 1 2
Teleport-1 -

m an Main (l'1apHas cTpannna)

v Basic Settings

S Devics tane TLP1-2 [ Edt I[1aEHA% CTPAHHIIA COTEPKUT CEOTHYIO

HHbopMalmo:
v RS485 Device location 1 | Edit *| Device name - yetporicTaa
i o| Device locatiof™ MecTacmonoskeHHe yeTpoicTse
Contact information 3 Edit ¢| Contact inf i HTAKTE 05CTY it
v Inputs/Out, its —J Oprammzam;
of Serial number Jkepritl¥i HoMep yCTpOHCTE:
v Events Sl mmber 0 o| Firmware versi 1Sl IPOTPAMMEOTO

gbecrreuenns

m Firmware version 0B.0B ‘ Update = ¢ Bootloader version - Bepcrs 3arpy3unka

of MAC - ®usmecknif anpec yerpoiicTsa

Diagnostic Tools Bootloader version 01.02 : of IP - cetesoit anpec yetpoitersa
MAC €0:11:A6:00:00:01 o| Mask - macxa TIOHCETH
m ; ¢| Gateway - ceTeBoif anpec mmosa
P 192.168.0.2 Edit o DNS - cetesoii anpec DNS-cepeepa
v Update/Backup of DHCP - pesxny paGoter DHCP: crarmecknuiil
— ) 1 255.255.255.0 [Edit] ynpec m DHCP wrment,
v Reboot/Default of System Up Time - npc}m‘mxmenmocu pabojrer
Telnet Enabled Edit MMYTATOpa ¢ MOMEHTA BRITIOYEHHA
o| Time, Date - BpeMs i aTa, IOTYYEHHEIE TIO
System Up Time 0d. 06h. 20m. 10s, IR

o Syslog - oTnpaska coobmerHi 0 COBEITHSX 110
S S

Puc. 5.3.1.2. Web-unrepdeiic

Web-unTepdeiic MOKHO pa3zienuTh Ha 4 30HbI - (hperiMa, Kak MoKa3aHo Ha
pucyske 5.3.1.2:

1 - 6G0KOBOE MEHIO, Yepe3 HEro OCYIIECTBISECTCS JOCTYII K Pa3IMYHbIM
rpynmnamM HaCTPOUKH

2 - OCHOBHOM (ppeiimM, coepKaIIuii TpyIIy HaCTPOEK

3 - cripaBKa IO JaHHBIM HAaCTpOMKaM

4 - manka ¢ COCTOSTHHEM BXOJIOB M BBIXOJIOB (aBTOMaTHYECKH OOHOBIISIETCS
kaxabie 10 cexyHn)

IIpumeyanue: npu 3aBOJACKUX HACTPOMKAX JIOTHMH U MApOJIb JUJIS JOCTyNa K web-
UHTEP(ENCY HE YCTAaHOBJIEH, B MOCIEAYIOIIEM PEKOMEHYETCSI OTPAHUYUTh JOCTYII,
YCTaHOBUB JIOTHH U Napoib. [Ipu 3TOM Kaxk10€ mocneayomue MoAKII0YEHUE K
OyJeT CONMPOBOXKIATHCA CTAHJAPTHBIM JUATOTOBBIM OKHOM ayTEHTU(UKALIIH.

[Tocne noakmtoueHust k web-unrepdeiicy, nepeitném k Hactpoiike. Ho nmepen
ATUM MBI JOJDKHBI YETKO MPEACTABISATh ce0e KapTy CETH, IJe Kakue 0JI0KU
pacroJiararorcs, U Kakue (yHKIIMH HECYT.

PaccMmoTpum Ha npumepe CTpyKTypbhl, Kak Ha puc. 5.3.1.3.
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Puc. 5.3.1.3. ctpykTypa cuctemsl

Ha naHHOM npuMepe paccMaTpHUBaEeTCA CHCTEMA OXPaHbl IEPUMETPA, KOTOpas
3HAYMTENIFHO yJajeHa OT cepBepa coopa u 0opadotku uapopmanuu (CCON).
KoHnTtposiep oxpaHbl epuMeTpa OCyIIECTBISAET KOHTPOJIb 32 UyBCTBUTEIbHBIMU
KaOeThbHBIMH 3JIEMEHTAMH U OTIOBEIIAET O CpadaThIBAHUH YePe3 CTAHIAPTHBIN
IBYXNpoBoAHOU nHTEepderic RS-485. Takxke 1o nepuMeTpy paccTaBlIeHbl KaMephl
BUJICOHAOI0ICHU S, TOAKIIOUeHHbIe K kKomMyTaTtopy TFortis PSW. Dta cBsizka
obopynoBanusi popMupyet Y3en oxpanbl. [Ipy IpuMEeHEHUN TaKOU CUCTEMBI MBI
TOJDKHBL coefuHuTh CepBep U Y3enl. OnHako ObIBaeT Tak, YTO YAAJIEHHOCTh ¥Y3J1a OT
CepBepa MOKET ObITh O4€HB 0OJIBbIION. EAMHCTBEHHBIM PEIICHUEM MOXKET CTaTh
MPUMEHEHHUE ONTOBOJIOKOHHBIX JTUHUM cBsi3u 1j1s1 cetu Ethernet. A nst RS-485 B
TaKOM CJIydyae MO>KHO peain30BaTh BUPTYaJbHBIN KaHal - «TpyOy» uepe3 Ethernet.

Ha ycrpoiictBe Teleport-2 ocymectBisgercs npeodpazoBanue RS-485 —
Ethernet. Jlanasie mpoxoast uyepe3 kommyTtaTop y3ia — TFortis PSW, a 3aTtem 1o
OTITHUKE Yepe3 IEHTPaIbHBIM KOMMYTATOP, 3aTeM B Teleport-1, rae ocymecTBiusercs
obpaTtHoe npeodpazoBanne Ethernet — RS-485.

Jlist opranu3anuy BUPTyalnbHOTo KaHana RS-485 mexnay nByms
yctporictBamu Teleport-1 u Teleport-2 nx He0OX0IUMO HACTPOUTb.

B o61em ciydae mporiecc HaCTpOUKH BBITTISIUT CIAEAYIOLUIUM 00pa3oM:
1. Kondurypupyem cereBbie HACTPOUKH
2. IlponuckiBaem ynanénnoe ycrpoictso (g Teleport-1 — sto Teleport-2
¥ Ha00O0pOT )
3. Hactpoiika nopta RS-485 B pexxuM MapHOro COEIUHEHUS C Y IATEHHBIM
YCTPOMCTBOM.
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CeTreBble HACTPOIIKH

B cereBbix HacTpoiikax bioka nHTerpannn HeoOX0AMMO 334aTh YHUKAIbHBIN B
npenenax nojcetu [P aapec. Jomyctum, uto Teleport-1 umeer IP 192.168.0.1, a
Teleport-2 192.168.0.2. MensieM 3TH 1MoJIs, KaK Moka3aHo Ha puc. 5.3.1.4, muis yero B
6oxkoBoM MeHIO BeiOUpaeM Basic Settings — Network Settings

MAC [co J{11 Jlas Jloo Jloo Jlot |
P [192 168 o[+ ]

Mask (255 | 255 | 265 0|
Gateway [255 (255 |[25 |[255 |
DN [255 [255 J/255 J[255 |
DHCP Mode

Puc. 5.3.1.4 cereBble HacTpoiiku ycTpoiicTBa Teleport-1

Cnmcok ynajaéHHbIX yCTPOCTB

s Toro, utoOwl Teleport-1 “3nan” o Teleport-2, a Teleport-2 3nan o Teleport-
1 ux HEOOXOIUMO IIO3HAKOMUTHY. /{7151 4ero Ha Kak/ioM yCTPONCTBE CYyIIECTBYET
CIIUCOK yJAJIEHHBIX YCTPOUCTB. B HETr0O 3aHOCATCS BCE YCTPOMCTBA, C KOTOPBIMHU
MOJKET B3aMMOJICMICTBOBATH JIOKAJIbHOE YCTPOUCTBO.

PaccmoTtpum Ha nmpumepe Teleport-1. /{5 Hero ynan€HHBIM yCTPOWCTBOM
oynet Teleport-2. [Toatomy 3axonum Ha web-untepdeiic Teleport-1, Bo Bkiiagke
Teleport Settings — Remote Devices. Kak Bugum noka cCnucok mycr, 3aHOCHM TyZAa
Teleport-2, ykazeiBas ero [P agpec, Tun (Teleport-2) u mosib3oBaTenbckoe onucaHue,
10 KOTOPOMY €ro Jierye ono3Hasars. Haxumaem Apply.

Remote Devices

Devices List
Name | Type | IP Address

Device list is empty

Add New Remote Device

Name |OI'I|.—‘IC&HHE |

Type Teleport-2 W

IP Address [[192 [[168 [0 |2 |

Apply

Puc. 5.3.1.5 nacrpoiika ynanéuusix ycrpoicts Teleport-1
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Kaxk mb1 Buaum Ha puc. 5.3.1.6, Teleport-2 1o6aBieH B CIIHCOK.

Devices List

Name Type IP Address

1 | ommcanne | Teleport-2 | 192.168.0.2 |  Info Edit Delete

Puc. 5.3.1.6 criucok ynanéuusix ycrpoiicts Teleport-1

AHaNOTUYHYI0 HACTPOUKY MPOU3BOANM U Ha web-unrepderice Teleport-2.
Devices List

Name Type IP Address

1 | ommcanme? | Teleport-1 | 192.168.0.1 | Info Edit Delete

Add New Remote Device

Name ‘ ‘
Type
PaAddress|| || | || |
Apply

Puc. 5.3.1.7 nactpoiika ynan€uusix ycrpoicts Teleport-2

Hacrpoiika nopra RS-485

Jlnst HacTpoiiku nopta RS-485 3axoaum Ha Bkinaaky RS-485 — RS-485
Settings
RS-485 Settings
Baudrate | 9600 ~

Parity Disable ~
DataBits | 8 ~

StopBits | 1 ~

Operation mode

Mode RS-485 -> Ethernet ~

Remote Devices OIIHCAaHHE

Puc. 5.3.1.7 mactpoiika mopta RS-485 Teleport-1
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B paznene RS485 Settings Mbl yka3biBaeM HACTPONKH MOPTA, TAKUE K€, KAK U
y KOHTpoJlIepa oXpaHbl liepuMerpa. B pazaene Operation mode yka3biBaeTcs
pexxum padoTsl mopta. Hac unTepecyer pexxum nepenaun nannubix mo Ethernet,
no3toMy BeiOupaeM pexkum RS485->Ethernet. B cniucke Remote Devices
yKa3bIBa€M BCE YCTPONCTBA, HA KOTOpbIE OyIyT TpaHCIAUPOBAThCA JaHHbIE. B Hamem
clly4ae TaM TOJIbKO OfHa 3anmuch — Teleport-2, mo3ToMy U BeIOMpaeM e€ yCTaHOBKOM
rasiouku. Haxxumaem Apply s npuMeneHust HacTpoek. Te ke caMmble HACTPOUKHU
IIPOBOJUM U Ha IPYTOM yCTPOMCTBE.

Ha stom Hactpolika 3aBepiiena. Jlanusie n3 nopra RS485 konTposuiepa
OXpaHbl epuMeTpa OyAyT Npo3pavHo AocTaBisAThCsA B mopT RS485 cepsepa CCOU.

5.3.1.1 Cmpamezausi Hacmpouku

B npenpinymem pazzaene Obu1 pacCCMOTPEH MPOLIECC HACTPOUKH Ha KOHKPETHOM
IpUMEPE, & BECH MPOLIECC HACTPOMKHA MOKHO Pa30UTh HA HECKOJIBKO KIIFOUEBBIX
JTAIoB.

1. YcraHoBKa ceTeBBIX HACTpoOeK (3a1anne yHukansHoro [P agpeca B mpenenax
TIOZICETH, YCTAaHOBKA MAaCKH H ILTI03a).

2. YcTraHOBKa JIOTMHA M MAPOJIS JIJIsl OTPAHUYEHHUSI IOCTYTA K HACTPOHKAM.
3. Co3paHue cIUCKa yAAJEHHBIX YCTPOMCTB.

4. Hacrpoiika Bx010B, BbIX0/10B, RS-485. YkazaHue pe:xxuMoB paboThI,
yAQJIEHHBIX YCTPOUCTB.

5. Hactpoiika mouuTopunra. Jlyis yao0cTBa aIMUHUCTPUPOBAHUS] MOYKHO
HACTPOUTH OTIPABKY COOBITHI uepe3 mpoTokoisl Syslog, SMTP, SNMP,
CUHXPOHHU3UPOBATh BHYTPEHHUE Yachl uepe3 npotokos SNTP.
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5.3.2 CeTeBble HaCTPOMUKMU

Basic Settings — Network Settings
B nanHom paszerne yka3bpIBarOTCSi OCHOBHBIEC CETEBBIC HACTPONKH OJI0Ka MHTETPAIUH.

MAC: co 11 A5 04 00 02
IP: 192 168 O 2

Mask 255 2556 255 O

Gateway 255 255 255 255

DNS 200 255 255 255

DHCP Mode Disable ~

Puc. 5.3.2.1 CereBble HACTPOUKHU

MAC - ®usnueckuii aipec yCTpoMCcTBa UCTIONB3YETCs ISl HACHTU(DUKALIUN
ycTpoiicTBa B ceTH. be3 kpaliHeil He0OX0AMMOCTH, HE peKoMeH1yeM MeHsITh MAC
aJipec, NOCKOJIbKY OH FapaHTUPOBAHO 00ECIIEUNBAET YHUKAIBHOCTh YCTPOKCTBA B
cetu. [locneanue 2 Oaiita 3aBojckoro MAC aapeca COCTaBISIOT CEpUMHBIN HOMED
ycrporictBa. 3aBojickoii MAC aapec HaHECEH Ha HAKJICHKE U pa3MENIeH Ha KOpIyce.

IP - CeteBoit aapec ycrporictBa. [Ipu padoTe B npeaenax oJHON MOACETH
HE00X0IMMO 00€CTIeUNTh YHUKAILHOCTh CETEBOTO ajipeca.

Mask - Macka noacetu

Gateway - CerteBoii azipec 1nuito3a. Eciu nuito3 He HCIIOJIb3YETCs, TO OCTABbTE
3Ha4YEeHUE N0 YMOM4YaHuto: 255.255.255.255

DNS - CereBoii anpec DNS pecosnBepa. Mcnionb3yercs B HEKOTOPBIX
(GyHKUMSX U1 TPpeoOpa30BaHKs CUMBOJIBHOIO HIMEHH XOCTa B €r0 CETEBOM azipec.
Ecnu He ucnonb3yercs, TO OCTaBbTE 3HAYECHUE 110 YMONMYAHUIO: 255.255.255.255

DHCP Mode - Bb160p pexxnma padbotsl ¢ nmpotokosom DHCP:

1. Disable - DHCP otkitoueH. BU ncnonbs3yer cTaTH4ecKue CeTeBble
Hactpoiiku. (IP, Mask, Gateway u ap.)

2. Client - Bxmtouene pexxuma DHCP knuenTta. BU nonyyaet cereBbie
HaCTPOMKH aBTOMaTUYECKHU yTeEM IMpokoBemarensHoro 3anpoca kK DHCP cepsepy.
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5.3.3 HacTpomnka y4€THbIX 3anuceun nosnib3oBarenen

Basic Settings — User Accounts

B nanHOM pasznene conepxkarcs HAaCTPOUWKHM YUYETHBIX 3aIUCEH TOJIb30BaTEIIEH.
User list

User Name | Password | Access Right

1 Admin Edit

f-2

| Add New User |

Puc. 5.3.3.1 Coucok moin3oBareieii

[To ymouaHHIO €JUHCTBEHHOM YUETHOM 3alIUChIO SIBJIIETCS yUETHAS 3alKCh
aAMUHUCTPATOPa C HEYCTAaHOBJIEHHBIMU UMEHEM IOJIb30BATEINS U apoJs. T.e.
noctyn kK WEB- unrepdeiicy u Telnet mporcxoaut 6e3 ayTeHTH(DHKAIUH.

JI71st orpaHryYeHus JOCTyIa 00s13aTENBHO CIEAYET CO3/]aTh KaK MUHUMYM
OJTHOTO TI0JIb30BaTeNs ¢ npaBamu Admin. U, mpu HEOOXOIUMOCTH OJTHOTO WIIH
HECKOJIBKUX TOJIb30BaTesen ¢ mpasamu User.

Pazgenenue mpaB qocTyna ocyuiecTBiisieTcs: BbioopoM nojsi Access Right
Add/Edit user
User Name
New Password EI
Password Confirm III

Access Right Admin

[ Apply || cancel |

Puc. 5.3.3.2 HacTtpoliku uMeHH NOIb30BaTENS U apOJIs
[Tonp3oBarens ¢ mpaBamMu Admin UMeeT MaKCUMaIbHbIE TOJTHOMOYHS.
[Tosb30Barens ¢ npaBamu User UMEET OrpaHUYECHHBIE ITOJTHOMOYHS, HE MOYXKET

U3MEHATH HACTPONKH, IMEET JOCTYI K CTATUCTUKE W JUATHOCTHUECKUM
uHcTpyMeHTaMm (Ping).

[Tocne mpuMeHEHUS TapaMeTPOB, €CIIM BCE MPOIILIO YCIEITHO, 0TOOPa3HTCS
coobmienue "Parameters accepted" v moTpeOyeTCsl MPONUTH aBTOPU3AIUIO, BBEIS
JIOTHH | TIapOJIb.

[Tpu coobmennn 06 ommoKe, MOMPoOyHTE BBECTH TAHHEIE €IIIe Pas.
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IMpumeuanne 1: /[aHHbIe MO ABISAIOTCS 0053aTENbHBIMU IS 3aTIOJTHEHUS.
MaxkcumainbHast 1auHa - 20 cuMBOJIOB. SI3bIK BBOJIAa — aHTIUHUCKHM, CTIEIICIMBOJIBI
MOJIEPKUBAIOTCS

IIpumeuanmne 2: [Tons peructpo3aBUCUMEIE, T.€. €CTh pazHulla Mexay "Admin" u
"admin".

Ipumeuanmne 3: [lognepxuBaercs 10 4 yYETHBIX 3aMUCEH.

5.3.4 OnucaHue ycTtponcrtea

Basic Settings — Device Description

Device Name
Device Location

Service Company

Puc. 5.3.4.1 Onucanue yctpoiicTBa

Device Name - Ha3Banue ycrponcraa

Device Location - Pacrionoxxenue ycrponcraa

Service Company - KontakTHast nHpopMaiiusi 00CIyKrUBaroeid KOMIaHuU UIn
OTBETCTBEHHOTO JIUIIA

JlaHHBIE TIOJIS SIBJIIOTCS HEOOS3aTEIbHBIMU JIJIS1 3aIIOJTHEHMS U CITY>KaT JIUIITh
JUISL yOPOIIEeHUs MACHTU(UKAIIMK YCTpoHcTBa. MakcumanbHas JyIMHa 3anucei - 64
CHMMBOJIA TIPU UCMOJIb30BAaHUHU AHTJIMMCKOTO sA3bIKa U 32 CUMBOJIA MPU
HCII0JIb30BAHUHU PYCCKOTO.
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5.3.5 HacTpouka sa3bika web-uHtepenca

Basic Settings — Language

Language | English

E h

Puc. 5.3.5.1. Bo16op s13bika

Teleport umeeT BO3MOKHOCTh BbIOOpa si3bika 1711 Web-unTtepderica.
[TopnepxxuBaercs 2 A3bIKa: PyCCKUM U aHTTIMUCKUN. [10 yMOIYaHuIO yCTaHOBIIEH
AHTJIMHACKUHN SI3BIK, OJTHAKO €r0 MOKHO IMMOMEHATHh HA PYCCKUM, HO MIPU 3TOM HY>KHO
yOeauThCs 4TOOBI HEe ObLIO MPOOJIEM ¢ KOAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrtepdeiice ucnonnsyercs koaupoka UTF-8.
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5.3.6 HacTpouka pexxuma TpaHcnsauum

bnoku unTerpanuu Teleport BBIMOMHSIOT cieAyIONIME PEKUMBI TPAHCIISIINN:

Tpancasauuw RS-485 uepe3 Ethernet. /[ns 3Toro Mexay AByMs WU
6onee(mo 32 ycrpoiictB) Omokamm Teleport ycTtaHaBmuBaeTcs COCIUHEHHE Yepe3
Ethernet, mpu 3ToM mnepenaroTcs naHHBIE MEXTy mopramMu RS-485 Bcex OJ0KOB,
BKJIFOUEHHBIX B OJIHY TPYIILY.

* mpeoOpa3oBanue RS-485 B Ethernet. Ha cropone cepsepa
3amyckaetcss mpwiokeHue TFortis  Administrator, KoTopoe MpeaocTaBIsieT
untepdeiic BupryanbHoro COM-mnopTa, CB3aHHOTO C OAHMM WJIA HECKOJIbKUMHU
omoxamu unterpauuu Teleport. (1o 32 ycrpoiicTs). Jpyrumu ciioBaMu OpraHusyercs
«BUPTYaIbHBIA KyaHa» MEeXy BUPTyaldbHbIM COM-1opTOM 1 OJIOKOM MHTErpallyy.

°*  TPAHCIALHUI «CYXHX KOHTaKTOB» u4epe3 Ethernet u mnepexauy
aBapuMiiHbIX COOBITHII OT KOMMYyTaTopoB PSW. B stoM pexume TpaHCaupyroTcs
cocTosiHug BXOJ0B Ha Onokax Teleport wnmu Bxoasl xkommytatopoB TFortis Ha
BBIX0J1bI Apyrux 6510k0B Teleport. (1o 32 ycTpoHcTB)

5.3.6.1 HacTtpomnka cnucka yaanéHHbIX YCTPOMUCTB

Teleport Settings — Remote Devices
Devices List

Name | Type IP Address

11123 Teleport-1 | 192.168.0.1 Info Edit Delete

Add New Remote Device

Name | |
Type
IP Address | ” ” H ‘

Puc. 5.3.6.1. no6aBieHne ynanéHHbIX yCTPOUCTB

[IepBbIM 3TArIOM B HACTOMKE CBSI3KU YCTPOMCTB, UCIIOIB3YIOIIMNXCS JJIS
TPAHCISILUK COCTOSIHUS BXOJOB THIA «CYXOM KOHTAaKT» U JaHHBIX RS-485 aBnsercs
CO3/JaHUE CIIHCKA YCTPOMCTB, HA KOTOPBIE MEpeCchUIatoTCs JaHHbIe. CHCcoK
YJaJEHHBIX YCTPOUCTB 3aIIOJIHAETCS TOJIBKO B TOM BKJIAJIKE.
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B 3TOT crircok 3aHOCATCS BCE YNAIEHHBIE YCTPOMCTBA, C KOTOPBIMU MOXKET
B3aUMOJICMCTBOBATH JIOKAJIbHOE YCTPOUCTBO. MeXaHU3MBbl B3aUMOICHCTBUS
(TpaHCHSAIMK) HACTPAUBAIOTCS MO3XKE B APYTUX pasjenax.

[Ipu noGaBeHNN HOBOTO YCTPOWMCTBA 3AMOJIHSIOTCS CIEIYIONINE TIOJIS:

Name — onucanue yCTpoNCTBa, 3TO MOJIE MOKHO HE 3aMO0JIHATh, HO OHO
MO>KET IOMOYb JIJIs TaJIbHEHINeH UACHTU(UKAIINKI YCTPOUCTBA.

Type — Tun ynaj€HHOro ycTpomcTsa,

IP Address— IP anpec yan€éHHOro ycrpomcraa

Haxxatne kHonku Apply coxpaHsieT HACTPOUKH.

Knonka Edit — peraktupoBaHne HACTPOEK yIAIEHHOIO YCTPOMCTBA, a Delete —
yAAJICHHUE.

[Tpu naxxatuu Ha Info Oyner nmokazana nmoapoOHas nadopMmaius oo
YCTPOMCTBE, CTATYC COCTUHEHHSI, YUCIIO BXOA0B/BBIXOJIOB H JIp.

Remote Device Info

Name 123

Type Teleport-1
Inputs num 3

QOutputs num 9

IP Address 192.168.0.1

Connection status | Not connected
RX mngmt frames | 0

TX mngmt frames | 0

Refresh

Puc. 5.3.6.2. nonpo6Has uropmarius 00 ycTpoiicTBe
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5.3.7 HacTpouka nopta RS-485
RS-485 — RS-485 Settings

B nannoMm paszgene npousBoauTcs HacTpoiika nopta RS-485. Hactpoiiky
MO>KHO pa3JIeIuTh Ha 2 YaCTHU: HACTPOIKa (PU3NYECKUX mapaMeTpoB uHTEpdeiica u
pexKUM pabOTHI.

HacTtpoiika ¢pu3nyeckux napaMmerpoB uHTepgeiica:

* Baudrate - ckopocTb mopTa(OUT B CEKYHITY)

* Parity - npoBepka Ha 4y€THOCTh: Disable - otkmouena; Even - Yer.;Odd -
Heuer.

e Data Bits - unciio OUT JaHHBIX

* Stop Bits - yucnao cTonoBsix OUTOB

RS-485 Settings
Baudrate |W|
Parity
Data Bits
Stop Bits
Puc. 5.3.7.1. nactporika RS-485

Hactpoiika pexuma padoTsl

Operation mode

Mode RS-485 -> Ethernet | M l
Disabled

RS-485 -> Ethemet
Modbus RTU/ASCII Client

= TIgr X

Puc. 5.3.7.2. HacTpoiika pexxuma paboThl

Jlnis untepdeiica moaaepKUBaeTCs ABa pexKuMa pabOThI : TPAHCIISAIMS TaHHBIX
RS-485 yepe3 Ethernet u knmuent Modbus RTU/ASCIL.
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Pexxum Tpancasuun RS-485

B sTom pexxrMe He0oOX0AMMO YCTaHOBKOM COOTBETCTBYIOIIMX TaAJIOUYEK
yKa3aTh, C KAKUMHU YJaJEHHBIMU YCTPOMCTBAMU OPTraHU3yEeTCs CBS3b.

Operation mode

Mode RS-485 -> Ethernet -

v| TLP-11
TLP-12
TLP-13
TLP-14
TLP-15

Puc. 5.3.7.3. Hactpoiika cniucka y1aaéHHbIX YCTPOHCTB
B TakoMm cnydae naHHbIE C JIOKAJIBHOTO MOPTa YCTPOMCTBA TPAHCIUPYIOTCA HA
nopt RS-485 BeiOpannoro ynanéanoro ycrpoiictsa (TLP-11 Ha puc. Boie).

[TonpoOHee npumep HacTpoiiku paccMoTpeH B pasaene 5.3.1 (Ileproe
BKJIFOUEHHE, OBICTPBIN CTAPT)

Pexum kamenra Modbus RTU/ASCII

B stom pexume Teleport sBisiercst kmuenTom npoTtokosioB Modbus RTU wnmn
Modbus ASCII. Cama Hactpoiika npotokoia Modbus HaxoquTcs B B pazjene

5.3.10 - Hacrtpoiika Modbus.
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5.3.8 HacTpouka umncppoBbix BXoAOB

Inputs/Outputs — Inputs

Inputs
Active | Description Operation Mode Remote Device | Remote Port | Inverse | Current State
1 |,JJ.EiTL4L4K ,EI,BHH{eHMFl [Pair Connection ~v| | [123 v| [out1 v | O Open
2 |repKOH wracdpa | [Pair Connection v [ [123 v [outz v | & Open
3|0 | | Open
Apply

Puc. 5.3.8.1. HacTpoiika BXOJ0B

Bxojp1 6510ka MHTETpaliui MOTYT OBITh PETPAHCIUPOBAHBI HA BBIXOJI IPYTOrO
YJaJEHHOTO yCTPOMCTRA.

Active - pa3penienue paboTsl Bxoja. Eciu rajmodka yctaHOBI€HA BXOJT
CTAHOBUTCSI aKTUBHBIM U €TI0 COCTOSIHUE MOXKET ObITh PETPAHCIMPOBAHO HA
YJaJEHHOE YCTPOUCTBO.

Description - ormcanue Bxoaa, MOXKET OBITh UCITOIB30BAHO JIJI 00JICTYSHHUS
mporiecca HaCTPOMKH.

Pair Connection - pexxum "mapHoro coeluHeHus", COCTOsSIHUE BX0/1a OyIeT
TPaHCIMPOBATHCS HA BBIXOJ YAAJIEHHOTO yCcTpoicTBa. Ha TaHHBIM MOMEHT 3TO
€AMHCTBEHHBIN peKUM pabOThI BXOA.

Remote Device - ynanéHHoe ycTpoilCTBO, Ha KOTOpOE OyI€T TPaHCIUPOBATHCS
cocrostHie Bxona. Ecnu Bxoa akTuBeH, To HEOOX0AMMO yKa3aTh KyAa 3TOT
BXOJl PETPAHCINPOBATh, TO €CTh 33JaTh yIaJEHHOE YCTPOUCTBO.

Remote Port - HOMep BbIXOa YIAIEHHOTO YCTPOUCTBA, HA KOTOPBIN OyIeT
TPaAHCIMPOBATHCS COCTOSIHUE BXO/1a

Inverse - unBepcus Bxoaa. Ha ynanénnoe ycTpoicTBo OyeT
PETPaHCIMPOBATHCS MHBEPCHOE COCTOSIHME BX0oAa. Hanpumep, npu 3aMblKaHUU
JIaTYMKA, MTOJKJIOUYEHHOTO K 3TOMY BXOAY, BBIXOJHOE PEJIe HA yAAIEHHOM
YCTPOWCTBE OyIeT pa3MbBIKAThCS.

Current State - TeKy1iee COCTOSHUE BXOA:
Open - BXo1 pa3oMKHYT, Jorudeckui "0"
Short - Bxox 3aMKHYT, Jornueckas 1"

HacTtpoliku npuMeHSIOTCSA U COXPAHSIOTCS Nocie HaxxaTuss Apply.

Ecaun HeT He0OX0aUMOCTH B pETPAHCIISLIMY BX0/1a, HO HEOOXO0IUMO KaKUM-
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0o 06p8.30M Y3HaBaTb O COCTOAHHUHN BXOAad, TO OJIA 3TOI'O MOKHO BOCIIOJIB30BATHCA

PAOAOM CIT0COOOB:

1) mostyyeHue cooOIIEeHn 0 I3BMEHEHUH COCTOSIHUS BX0/1a MO MPOTOKOITY

Syslog, SMTP, SNMP-Traps.

2) oTIIpaBKOil 3ampocoB 1o npotokosry SNMP

3) otmpaBKkoii 3amrpocoB 1o mpoTokosry Modbus

5.3.9 HacTtpouka uncpoBbIX BbIXO40B

Inputs/Outputs — Outputs

Outputs

Description Operation Mode | Remote Device

1| || Pair Connection ~ | TLP-11

(5]

\ | Pair Connection ¥ | TLP-12 ¥

Pair Connection ~ TLP=13« *

(%]

4 ‘ ‘ Manual x
5 ‘ ‘ Manual e
6 ‘ ‘ Manual ki

7 ‘ \ Manual x

State

Short

Open

Open

Open

Err. State

Open h

Open ki

Last state ~

Puc. 5.3.9.1. HacTpolika BBIXO/IOB

biok HHTCIpaliliid COACPIKUT HCCKOJIBKO YIIPABIIICMbBIX HU3KOTOYHBIX

TBEPAOTENBHBIX PEIE.

Current State

Open
Open
Open
Open
Open
Open

Open

~

Bobixoabl MoaAepKUBatOT HECKOJIBKO peKUMOB yrpaiieHus (Operation Mode)
1. Pair Connection - Pexxum napHoro coeanHenus. B aTom pexnme

BBIXO/J] UCIIOJIb3Y€TCA ISl PETPAHCIISILIUU COCTOSIHUS BXO/1A YAAIEHHOTO
ycTpoicTBa. Ha ynanéHHom ycTpoiicTBe(c KOTOPOro He00X0uMo
peTpaHCIMpoBaTh BX0J) BX0J nepeBoautcs Takxke B Pair Connection.
J1st 3TOrO peskruMa HEOOXOUMO YKa3aTh yAANEHHOE YCTPOMCTBO B MOJIE
Remote Device. Ecnu ynanénnoe ycTpoiCTBO HE YKa3aHO, TO BBIXOJ HE
OyJIeT pearupoBaTh Ha yIpasJisiolue KoMaHpl. B 1anHOM pexume
Bbixos1 MOXKeT ObITh M3MEHEH TOJIBKO IO YNPABIISAIONIEH KOMAHIE OT

BXOJ1a.

Ecnu B x0/1€ paboThI Mpornania cBsi3b ¢ YAAUIEHHBIM yCTPOHUCTBOM, TO

COCTOSIHME BbIXO/a IepeBoauTcsa B coctosinue Err. State
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2. Manual - Pexxum pyunoro ynpasieHus. Boixoq MOXeT ObITh BpyUHYIO
YCTaHOBJICH B HY)HO€ cocTosiHue uepe3 Web-unrepdeiic unu Telnet.
Open — BBIXOIHOE peJie pa30MKHYTO.

Short — BbIXO1HOE pelie pa30MKHYTO.
Taxoke B 3TOM pexuMe TOPT MOXKET ObITh YCTAaHOBJICH B

COOTBETCTBYIOIIIEE COCTOSIHHE Uepe3 MpoTokoiasl SNMP, Modbus wimm B pexume
CETEBOI'0 KOHTPOJIEPA BXOI0B/BBIXOIOB.

JIJ1s1 MOHUTOPHHTA COCTOSIHUS BXOJIOB MOKHO MCIIOJIb30BaTh MHOKECTBO
BapUAHTOB:

1) mosrydeHue cooOIEeH 0 N3BMEHEHHUH COCTOSTHUS BBIXO/IA TIO MPOTOKOITY
Syslog, SMTP, SNMP-Traps.

2) OTHpaBKOM 3alPOCOB O COCTOSIHUU BbIX0J1a MO MpoTokosry SNMP
3) OTIIpaBKOH 3aIIpOCOB O COCTOSIHMM BbIXOJa 10 IpoTokoiy Modbus
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5.3.10 HacTpowunka Modbus
Inputs/Outputs — Outputs

Modbus Settings

Modbus State

Modbus Mode |h1cd|:|Ls TCP v|

Puc. 5.3.10.1. HacTpoiika BBIXO/10B

bnok unterpauuu Teleport moxeT 0b61TE Modbus kuentom. [lognepxuBarorcs
PEXKUMBI:

e Modbus TCP
e Modbus RTU
* Modbus ASCII

[To mpoToxory Modbus MOKHO CUUTHIBATH COCTOSIHHE BXOJIOB M BBIXOJIOB U
YIPABJISITH BBIXOAAMH.

Pexxum Modbus TCP moxeT ¢hyHKIIMOHUPOBATh HE3ABUCUMO OT JIPYTUX
poTokooB, a B pexxume Modbus RTU/ASCII tpancnsiusa RS-485 gepes Ethernet
HEBO3MOJKHA.

AJpecHoe pOCTpaHCTBO it mpoTokosia Modbus

azpec 3HAYECHHE

00001-00009 Cocrosinne mudpoBbIX BEIX0A0B 1s Teleport-1
(00001) (Teleport-2)

10001-10003 CocrostHue g poBbix Bxoa0B A Teleport-1

(10001-10005) (Teleport-2)

brok nHTerpanuu noaaepKuBaeT cieayomue GyHKIHN MPOTOKOJIA:
* (0x01) Read Coil Status — urenue 1udpoBOro BeIXoaa
* (0x02) Read Discrete Inputs — urenue 1uppoBOro Bxoaa
e (0x05) Write SingleCoil Status — 3anuch eIMHUYHOTO BBIX0]1a
* (0xOF) Write Coil Status — 3anuch rpynmbl BEIXOJOB
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5.3.11 HacTpouka pexuma ceTeBOro KOHTposnepa BXxoaos/BbIXoaoB
Teleport— PLC

bnok unrterpanuu Teleport mognepxuBaeT GyHKIMHU CETEBOTO KOHTPOJUIEpa
(ympaBieHHE BXOJJaMHU U BBIXOJaMHu).

State Disable ~

UDP Port | 7000

Period 1000

Server 1 0 0 0 0
Server 2 0 0 0 0
Server 3 0 0 0 0
Server 4 0 0 0 0

Puc. 5.3.11.1. HacTpoiika pexxuma ceTeBOro KOHTpoJIiepa

State - cocrosinue. Enable - Bxkimtouenue noanep:xxku ¢pynkuuu, Disable -
BBIKJIFOUCHHE TIOJICPIKKH (DYHKITHH.

VYrpasieHue BbIX0AaMH OCyIIeCTBsieTcs uepes http-3ampoc Buja:
xx.xx.xx.xx/digitaloutput/all/value?DO0=0& DO 1=1&D02=0, rae
XX.XX.XX.XX - I[P agpec 6ioka,
DOO0=0 - ycranoBka Bbixoja 0 B coctosinue 0(pa3oMKHYTO),
anajnornuyno DO1=1 gns Beixona 1 B cocrosinue 1(3aMKHYTO). AHAJTOTUYHO U
JUISl APYTUX BBIXOJI0B

[TonmyyeHnune cocTosSHUS BXOA0B OCYILIECTBISECTCSA MEPUOANYECKON OTIPABKOM (C
nepuojom Period, 3anaércs B Mc.) UDP nakeros na nopt UDP Port u agpeca
cepBepoB (Server 1 - Server 4). dopmaT oTIpaBKU COOTBETCTBYET (hopmary B
koHTposuiepax Advantech ADAM6066.
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5.3.12 HacTpouka cnucka coobITumn

Events — Event List

bnox unterpanuu Teleport umeeT mupokue BO3MOKHOCTH 110 00ECIICYEHUTO
yA00CTBa aIMUHUCTPUPOBaHUs. BaxkHyI0 pOJib B 3TOM UTPAET MEXaHU3M
HEMEJICHHOTO YBEJIOMJICHHS aJIMUHUCTPATOPA O TIPOU3OIIEAIINX COOBITHSIX
MOCPEJICTBOM PA3IMYHBIX MEXaHU3MOB, TakuX Kak Syslog, SMTP (e-mail) umu
SNMP Trap.

B BU umeeTcst BO3BMOXHOCTh THOKO HACTPOUTH PearnpoBaHUE TOJIHKO HA
MHTEPECYIONINE COOBITUS U TPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb BaXKHOCTHU
(Tonbko st ipoTokosia Syslog). Yposuu mensitorcst ot 0 10 7, rae 0 - HauBbICIINIMA
YPOBEHBb BAXKHOCTH.

Parametrs | State | Level

System v (4) Warning -
Inputs v (4) Warning -
Outputs v (6) Informational -

Puc. 5.3.12 Cuucox coObiTuii

OO6menpunsTa cieayromas rpajaus ypoBHEH:
* (0) Emergency: cuctema HepabOTOCIOCOOHA
* (1) Alert: cucrema TpeOyeT HEMEIJICHHOTO BMEIIATEIbCTBA
* (2) Critical: cocTosiHuE CUCTEMBI KPUTHUUECKOE
* (3) Error: coo01mieHust 0 BO3HUKIINX OIIHOKaX
* (4) Warning: npenynpexaeHusi 0 BO3MOKHBIX MpodieMax
* (5) Notice: cooO1eHHs1 0 HOPMaJIbHBIX, HO BAXKHBIX COOBITHSIX
* (6) Informational: nundopmanroHHbIE COOOIIEHUS
* (7) Debug: otnagounsie COOOIICHUS

Hcnonb3ys Takoe JIOTMUecKoe pa3/ieieHlue YPOBHEN BaXXHOCTH COOBITUMN, Ha
CTOPOHE cepBepa MOKHO MO-pa3HOMY MX 00pabaTeiBaTh. Hanmpumep, cooOmieHus o
COOBITHSIX C ypOBHEM 0,7 MOTYT IIPOCTO THCATHCS B KypHAT COOBITHIA, a COOOIICHUS
0 coOBITUAX C ypoBHEM (-3 BBIBOIATCS OMEpaTopy.

HacTtpoiiku pa3oUThl Ha NOATPYIIIBI IO KATETOPHSIM:

« System - U3MEHEHHE COCTOSHUS CUCTEMBbI(TIepe3arpy3ka, 0OHOBJIEHUE, COPOC
Ha 3aBOJICKHE YCTAHOBKH U JIp.)
« Inputs — coOpITHE TPY U3MEHEHUU COCTOSIHHUS BXOJIOB

« Outputs - coObITHE TPU U3MEHEHUU COCTOSIHUS BBIXO/IOB
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5.3.13 HacTtpowuka Telnet

Basic Settings — Telnet
Telnet Settings

State
Option Echo

TFTP Settings

State
Por

Puc. 5.3.13.1. Brirouenue Telnet u TFTP

Telnet - mpoToKoJI 71 peann3anuu yAaIEHHOIO YIPAaBICHUS CETEBbIM
o0opy0BaHUEM, OCHOBaHHBIN Ha npoTokosie TCP nopt 23.

[To ymomuanuto Telnet BKiItOUeH, MO KEITAHUIO €70 MOKHO OTKJIFOYHUTb.
Jlorun u mapons jyis goctyna k Telnet Takue ke, 4TO UCMOIB3YIOTCS JUIS OCTYIIA K
web-unrepdeiicy.

Option Echo — onust mporokosna Telnet, mo ymonuanuio onius BKIOYEHA.

Kpome Toro cyimiectByet BO3MOKHOCTh IIPOU3BOIUTH OOHOBIIEHHE MTPOILIMBKU
yepe3 Telnet, npu sTom ucnonsiyercs mporokoa TFTP.

[Tockonbky npotokon TEFTP He siBnsercs 3alMIIEHHBIM, TO OH I10 YMOJIYaHUIO
BbIKITIOUeH. [Ipy HEOOXOUMOCTH MOKHO BKITFOUUTD, & TAK)KE U3MEHHUTD
crangapTHeiii UDP nopt (69) Ha apyroii.

bonee moapo6HO KoHpUTYpHpOoBaHUe pu oMol Telnet paccMoTpeHo B
pazzene 5.4.
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5.3.14 Hactpouka SNTP
Basic Settings — SNTP

Stae

ServerIP address |[182  [168 [0 [a1 |

Server Name | |

Time Zone
Period

Puc. 5.3.14.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToko:, ¢ mOMOIIBI0 KOTOPOTO
OJIOK CHHXPOHU3HUPYET CBOM BHYTPEHHUE Yachl C BHEIITHUM CEPBEPOM TOYHOTO
BpPEMEHU.

Teleport He coEPKUT BCTPOSHHBIX YaCOB PEaIbHOIO BPEMEHH, TO3TOMY IS
MOJIYYEHHS CBEJEHUI O TEKYILLEM BPEMEHU HEOOXOAUMO UCIIOJIb30BaTh IPOTOKOII
SNTP. Ilpumenenue nporokona SNTP He siBnsercst 00si3aTeIbHBIM, OCHOBHBIE
¢bynkuun BU Hukak He cBszanbl ¢ SNTP. OgHako, Ayig ynpoueHus
aaMuHUCTpUpoBaHus Teleport moanepKuBaeT 3anuch KypHasla COObITUN B «UEPHBII
AIIUK», OTIIPABKY syslog- u e-mail- cooOuieHuit 0 COOBITUAX aAMUHUCTPATOPY CETH.
U B 511 coobIIeHUs, TIpU BKIIFOUeHHOM NpoTokosie SNTP, noGansercs mramm
BPEMEHMU, YTO B CBOIO OUYEPEb MOXKET IOMOYb aAMUHUCTPATOPY IIPHU 00CTYKUBAaHUN
CETH.

ITapameTpbl HACTPOMKU:
State — cocTosiHue
Server IP address - IP anpec SNTP cepsepa
Server Name — nomenHoe nmst SNTP cepsepa. Eciin 3aman [P agpec cepBepa
Y IOMEHHOE UMsI OTHOBPEMEHHO, TO IpuoputeT otnaércs IP anpecy
Time Zone - yacoBoii nosic (otkionenue ot UTC)
Period - nepuosa BpeMeHM CUHXPOHU3AIUU C CEPBEPOM.(B MUHYTAX)
Synchronize — npuHyuTENIbHAS CHHXPOHU3ALIMS BPEMEHHU (7151 IPOBEPKU
HaCTPOEK)
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5.3.15 HacTtpouka Syslog
Events — Syslog

Syslog — cTaHmapT oTIpaBKH COOOIIEHNUN O TPOUCXOISAIINX B CUCTEME
coOBITHSX (JI0TOB), Hcnonb3ytomuiics B [P cetsax. [Iporokoin syslog mpoct: npu
HACTYTUICHUH ONPENIeTICHHBIX coObITHH, Teleport mochlIaeT KOPOTKOE TEKCTOBOE
coobmienne, pazmepom MeHbIe 1024 6aiiT momydaremnto coobmieHus. CooOmieHus
ornpasisitorest o UDP (mopt 514). Syslog ucnonb3yeTcst ajist y100cTBa
aJIMUHUCTPUPOBaAHUs U oOecrieueHus: MH(POpMaMOHHOW 0€30MaCHOCTH.

Hmeercs BO3MOKHOCTh THOKO HACTPOUTH TOJIBKO MHTEPECYIOLINE COOBITUS U
MPUCBOUTH UM COOTBETCTBYIOLIUI ypOBEeHb BaxkHOCTH. (Bkitanka Events — Event
List ) YpoBuu mensitotrcst ot 0 10 7, rae 0 - HauBBICIIUKM YPOBEHb BaKHOCTH.

OO6menpuHsTa cleayronas rpajaius ypoBHeu:

* (0) Emergency: cucrema HepabOTOCIIOCOOHA

* (1) Alert: cucrema TpebyeT HEMEUICHHOTO BMEIIATEIhCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE

(3) Error: cooOmeHus 0 BO3HUKIINX OIIHOKaX

(4) Warning: npeaynpexaeHust 0 BO3MOXHBIX ITpo0iemMax
(5) Notice: cooOmeHns1 0 HOPMAJIBHBIX, HO BaXKHBIX COOBITHSIX
(6) Informational: undopmanrionasie cooOIICHUS

(7) Debug: oTitaiouHbIe COOOIIEHUS

Hcnonp3ys Takoe JOrHYecKoe pa3ieJieHHe YpOBHEH BaXKHOCTH COOBITUH, HA
IPUEMHOM CTOPOHE MOKHO MO-pa3HOMY UX o0pabarteiBaTh. Hanmpumep, cooOuenus o
COOBITUSIX C YPOBHEM 6,7 MOTYT MPOCTO MHUCATHCS B KYpHAJI COOBITHI, a COOOIICHUS
0 COOBITUAX C YypoBHEM (-3 BBIBOIATCS ONEPATOPYy.

®opmat Syslog coodmenus
CornacHo ctanaapty Syslog cooOiieHue umeer cienyromui popmar:
<ypoBeHb BaxkHOCTU><7aTa U Bpems><IP anpec ornpaBurens><cooOIlieHne>

IIpumeuanue: oOpaTUTe BHUMAHUE, YTO B TOJI€ </IaTa U BPEMS> MOJICTABISETCS
JaTa v BpeMsi nojiydeHHble o npotokoiny SNTP. Ecnu nanHble BpeMeHU He
nostyueHbl win SNTP He HacTpoeH, TO B moJie <aTta U BpeMs™> MOJICTaBISETCA BpeMs
B CEKYHJIaX, MPOLIE/IIEE C MOMEHTA ITOJa4y MUTAHUS.

Paccmotpum 310 Ha pumepe. IlycTs y Hac 1aHO cOOOIIEHNE, TOTYYECHHOE
nporpammoit Wireshark:
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LOCALO. WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.15.1. SNTP ne nactpoen
Kak BUIMM, BpeMs HE HACTPOEHO, MOICTABIEHO 3HAUEHNE C MOMEHTA CTapTa.

LOCALO. WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
Puc. 5.3.15.2. SNTP nacTtpoen

A Tenepb COOOIIEHHE UMEET CTaHIaPTHBIN ITAaMIT BPEMEHHU.
Hacrpoiika Syslog Ha bJioke nHTerpanuun

Hacrpolika He npecTaBiseT 0co0oi ciokHocTH. IlepBoe, uTo HYyKHO caenarh —
3TO BBIOpATh MHTEPECYIOIUE cCOOBITHS BO BKIIajike Events — Event List. Hampumep,
HAac UHTEpeCcyeT COOBITHE N3MEHEHHS BXOIOB.

Parametrs | State | Level

Swystem (4) Warning -
Inputs v (4) Warning -
Outputs (6) Informational -

Puc. 5.3.15.3. Beibupaem coObiTHE
3arem Bo Bkiaake Events — Syslog Settings Bkitoyaem paboTy ¢ MPOTOKOJIOM

Syslog u ycranasnuBaem IP aapec cepBepa, Ha KOTOPbIN Oy1yT NPUXOIUTH
COOOIIIEHUS.

State Enable -

Server IP address | 192 168 0O 104

Puc. 5.3.15.4. Hactpoiika Syslog

IHony4yenue Syslog coobdmennii

[Tocne HacTpoOiKM OJI0Ka HHTETPAIlH, TIEPEXOJUM K HACTPOUKE cepBepa.
Paccmotpum npumep st OC Windows. CytiecTByeT O0JIbIIIOE YUCIIO MPOrpaMM st
paboThI ¢ syslog-cooOmieHusiMu. BoT HEKOTOpBIE U3 HUX:

» Kiwi Syslog

«  Syslog Watcher

* Datagram SyslogServer Suite

* syslogbroadband

* LogZilla

» Syslog Server Free Tool
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OcranoBuM cBoit BEIOOp Ha nporpamme Kiwi Log Viewer - 3o GecrimaTHas
ynpoieHHas Bepcust nporpammbl Kiwi Syslog Server. Ho Tem He MeHee oHa
yJIOBJICTBOPSIET MIOCTABJICHHBIM 3aa9aM.

Anpec nns 3arpy3ku - http://www.kiwisyslog.com/downloads.aspx

YcTaHOBKa MporpaMMbl HE OTIIHYAETCS 0COO0H CIIOKHOCTHIO, €IMHCTBEHHOE, B
okHe Chose Operating Mode ycranoBure Install as Service (B atom ciyuae Kiwi
Syslog ycTtanoBuTCs Kak ciyx6a: Oyaer 3amyckaTthes pu crapte OC u pe3uIeHTHO
CHUJIETh B Tpee)

@ Kiwi Syslog Daemon 8.3.48 Installer |ilihj

= Choose Operating Mode
WI ; The program can be run as a Service or Application

@ Install Kiwi Syslog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for a user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

" Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back |[ MNext > J| Cancel

Puc. 5.3.15.5. YcranoBka nporpammel Kiwi Syslog

[Tocne ycranoBKkH, 3anmyckante nporpammy. [1o ymMoirqaHuio B TIIABHOM OKHE
OymyT oToOpakaThCsi BCE MPUHSATHIE COOOIIEHUS. DTU COOOIIECHUS TTUTITYTCS B
TEKCTOBBIH (haiin. Taxke ecTh BO3MOKHOCTh HACTPOUTH MEPECHUTKY Ha email.

Ciwi Syslog Daemon (Version 8.3.48) -.LIE' .Lf
Edit View Help

Date Time Priority Hostname  Message
09-20-2013 10:34:54 LocallWaming 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: port_link.FE 3.state.="1"
09-20-2013 10:24:53 Local0.Debug 192.168.0.1 Sep 20 10:32:50 192.168.0.1 [3.2.0.0.1] trap: stp.topology_change.="1"
09-20-2013 10:34:50 LocallWamning 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: port.link_FE 3.state.="D"

| ¥

";]l

100% 3 MPH 10:36  09-20-2013

Puc. 5.3.15.6. UnTepoeiic mporpammsl Kiwi Syslog
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5.3.15.1 Cnucok coobuweHunn Syslog

Web-interface authentication: Ok

Ta6mmma 5.3.1. Crincok Syslog coobmenunii

Bxonx na WEB-unTepdetic ¢ mapoiem

Update firmware x.x.X

Oo6HoBnenue 110

Default settings

COpoc HacTpOeK Ha 3aBOJICKUE YCTAHOBKHU

Clear ARP cash

Quuctrka ARP x»31ma

Start after power reset

CTapT IIOCJIC CHATHA IIMTaHUA

Start after reset

Crapt mocnie mepesarpysku

Output 1 is changed

Breixon 1 u3sMeHWI COCTOSIHUE

Input 1 is changed

AKxTHBeH BxoJ | (¢ ykazaHUEM TEKYLIETO
COCTOSIHMS)

Tamper is changed

CpaboTay JaT4rK BCKPBITHS KOpITtyca (Jist
Teleport-2)
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5.3.16 Hacrtpoiika SMTP
Events — SMTP

Kparkuii ciicok TepMHUHOB.

SMTP — (Simple Mail Transfer Protocol) mpoTokosn nepegaun e-mail
coobmrenwnii mo cetu. SMTP ucnonb3yercs s nepenadu COOOIICHUI Ha ITOYTOBBIN
cepsep. st momydenust cooOIIeHnii ¢ MOYTOBOTO CepBepa KIMEHTCKUE
MPWIOKEHUS OOBIYHO UCIONIB3YIOT TPoToKoabl POP 6o IMAP.

ITapamMeTpbl HACTPOHKU:

State — cocrositnue SMTP

Server IP address - IP anpec nouroBoro cepsepa

Server domain name - TOMEHHOE UMsI IOYTOBOTO CEpBEpa

Port - Homep TCP nopta, uepe3 KOTOpbIii MPpoUCXoauT oTiipaBka nucem (0 - 65534).
ITo ymomuanuto 25.

Sender e-mail address - mouToBsIif afipec oTnpaButens. B mucbMe oToOpaxkaeTcs B
nosne From

Receiver e-mail address - moutoBblil aapec nosyyareind. B nmucbme orodpaxaercs B
nosne To. J[J1g HOMOMHUTENBHBIX BO3MOXHOCTEN MOJIB30BaTENEH TOCTYITHO 10 3
MIOJTy4YaTeIIeH.

Subject - Tema nucbMma.

Login, Password - 1oruH 1 mapoJib, €CIu OYTOBBINA cepBep TPEOYyeT MpoLeaypy
ayTeHTU(PUKALIUU.

Ecnu 3Tu nosis 3anofiHeHbl, aBTOMAaTUYECKH BKITIOYAETCS MEXaHU3M
ayTeHTUuQUKanuu ¢ cepBepoM. Eciu mosst octaBieHbl MyCThIMU, TO JEHCTBYET
MexaHu3M 0e3 ayTeHTU(UKAIUH.

BbU Teleport nognepxxuBaetr metoapl ayreHTHGukanmuu AUTH PLAIN u AUTH
LOGIN.

[To ymonmuanuto, ecnu ykazad [P aapec cepBepa, cooOIIEeHUSI HAMPABIISIIOTCS HA
9TOT aapec. /s ucrnonb30BaHus JOMEHHOTO UMEHH, ycraHoBuTe Server IP address
B 0.0.0.0 u ykaxxute JOMEHHOE M4 B nosie Server domain name.

IIpumepsbl HacTpoiiku SMTP

Cy1iecTByeT HECKOJIBKO BAPUAHTOB OpraHU3aIiy pabO0Thl AJIEKTPOHHON MOYTHI:
* B JIOKQJIBHOW CETH HAXOJAUTCS CIENHNATIBHO BBIJCICHHBIA TOYTOBBIN CEPBED.
* lcnonp3yercs BHEIIHUM TOYTOBBIA CEPBED.

vy KaXXIa0ro BapuaHTa €CTb CBOM JOCTOMHCTBA U HCAOCTATKHU. BapI/IaHT C
BBIACJICHHBIM ITIOYTOBBIM CCPBCPOM MOKHO ITIOPCKOMCHIA0OBATH B TOM ClIydac, CCIIN
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CETh BUICOHAOIOICHUS (PH3NYCCKU OT/IeNIeHa OT ceTh IHTepHET U HEBO3MOXKHO
WCITI0JIb30BaTh BHEITHUE TIOYTOBBIC CEPBHCHI, JIMOO B CETH YK€ CYIIECTBYET
MOYTOBBIIN cepBep U HE TPEOYETCs AOMOJTHUTEIBHBIX YCUIIUH 10 CO3JJaHUI0 U
noj/iep>kaHuio paboThl cepBepa. Mcnonp30BaHe BHEIIHUX MTOYTOBBIX CEPBHUCOB
JieJaeT HaCTPOMKY IIpoIie u ObIcTpee, N30aBIIIET OT HEOOXOIMMOCTH COJICPKATh
MOYTOBBIN CEpBEP, OJTHAKO B TAKOM CIIy4ae TPEOYeTCs MOCTOSTHHOE MOIKITIOUEHUE K
cetu IHTEpHET, 9TO HE BCETAa MOXKET OBITh BOBMOYKHBIM M3-3a MOJTUTHK
0€30MacHOCTH MPEANPUATHS.

5.3.16.1 IIlpuMep HACTPOMKHM € MMOYTOBBLIM CEPBEPOM BHYTPH JIOKAJIBHON CeTH

L,

SMTP client
182.168.0.3

SMTP server
152.168.0.2

PSW-2G
192.168.0.1

Puc. 5.3.16.1.1 Ctpykrypa cetu

IHocTaBuM 3a1a4y ciaeaylOIUM 00pa3om:

[Tyctb TpeOyercs nactpouth SMTP na kommytarope SW2 (PSW-2G) c IP
192.168.0.1 myist OTCHUIKU COOOIICHH 00 M3MEHEHNH JIMHKA Ha TTOPTax KOMMyTaTopa
PSW-2G Ha kommnbrotep oneparopa 192.168.0.3.

[Tockonbky npotokoa SMTP He npeanosiaraet xpaHeHue COOOIIEHUH U BbIAady UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOIMMO BKJIIOUUThH MOYTOBBIN cEpBEP
(192.168.0.2).

BriGepeM 15 Halel cetd JOMEHHOE MMsI companyname.com
Hns PSW-2g Beibepem e-mail agpec psw2g@companyname.com,
st SMTP cepBepa - server@companyname.com,

JUIS KIMeHTa - client@companyname.com .

Hacrtpoiika Teleport a

[TepBoe — 310 TpeOyeTcst yKazath COOBITHE, TPU HACTYILJICHUU KOTOPOTO
OyzeT BhIChIIAThCS cooluieHne. B Hamem ciydae 3T0 cOObITHE U3MEHEHUS JIMHKA.
Jst atoro Bo Bkiagke Events — Event List ctaBuM ranodky HanpoTHB HYKHOT'O
COOBITHSI.
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trap:

Port.link 7 (4) Warning -~
Port.PoE (7) Debug -
STP (7) Debug e

Puc. 5.3.16.1.2 BeiOMpaeM HYKHO€ COOBITHE

Teneps Hactpoum SMTP

[Tepexonum Bo Bkiaaky Events — SMTP.
Pa3zpemaem pabory SMTP, ycranasnusaem IP agpec cepsepa,
ycTaHaBiuBaeM e-mail aapec ornpasurens (1.e. PSW) psw@companyname.com,
yCTaHaBIIMBaeM e-mail ajgpec OCHOBHOTO MOTydYaTens server(@companyname.com,
TaK)Ke YCTaHOBHM 3allacHOM ajipec server2(@companyname.com, Kyaa OyayT
JyOJIMPOBATHCS COOOIIECHHUSI.

3aronoBok nmuckMa « TFortis Teleport-1».
[Tonst Login u Password ocTtaBisieM mycTbIMU: MbI HE OyIeM UCIIOJIb30BaTh
ayTeHTU(DHUKAIIHIO.

SMTP server settings

State Enable ~
Server IP address 192 168 0 2
Port 25

Sender e-mail address

Receiver e-mail address 1
Receiver e-mail address 2
Receiver e-mail address 3

Subject

Login

Password

psw2g@companyname.com

server@companyname_com

server2@companyname.com

PSW-2G_log

Puc. 5.3.16.1.3 Hacrpoiika SMTP B Teleport

Haxumaem «Apply». Hactpoiiku npumensitorcs.

Tenepb nepexolMM K HACTPOIKE MOYTOBOTO cEpBEPA

CymiecTByeT 0O0JIBIIIOE YHUCIIO MPOTPAMM MTOYTOBBIX CEPBEPOB MO PA3TUUHbBIC
OC u noazepKuBaroLIME pa3InyHble TPOTOKOJbI. J[111 Hac BaxHa noaaep:;kka SMTP
u POP3.
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B kaudectBe npumMepa nouroBoro cepsepa nojg Windows paccmorpum Office
Mail Server (https://www.box.com/oms) 1o OecriaTHas IporpaMma ¢ HECIO0KHOU
HACTPOMKOM.

TexHuueckas noaepKKa 1 MHCTPYKIUKU JOCTYITHBI HA CAUTeE:
http://oficemailserver.livejournal.com/

YcraHaBiuBaem [mporpamMmy, 1 1mocCJjic 3alryCkKa 6y,Z[€T AOCTYIIHO I'NIaBHOC OKHO!

é Office mail server [ = i:hl
Exit Opticns Command Help

03 Dec 2012 13:35:48 SMTPSRAV: User logged in

03 Dec 2012 13:35:50 SMTPSAV: Message DOEEBD9E fram pew2@forttel.com [112 bytes] processed
03 Dec 2012 13:35:50 SMTPSRY: The message iz local Removed from output queue.

03 Dec 2012 13:35:50 SMTPSAY: Disconnected. ‘W aiting for new session.

03 Dec 2012 13:35:52 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 13:35:52 SMTPSAV: User logged in

03 Dec 20012 133639 SMTPSRY: Disconnected, Waiting for new session,

03 Dec 2012 13:36:33 SMTPSRAY: Connection request from 192.168.0.2

03 Dec 2012 13:36:39 SMTPSAV: User logged in

032 Dec 2012 13:36:41 SMTPSRAV: Meszage DOEFS534 from pew2iforttel com (88 bytes) processed
03 Dec 20012 13:36:41 SMTPSEY: The message iz local Removed from output gueue.

03 Dec 2012 13:36:41 SMTPSRV: Disconnected. ‘W aiting for new session.

03 Dec 2012 142205 SMTPSAY: Connection request from 192.168.0.2

032 Dec 2012 142205 SMTPSRAV: User logged in

03 Dec 20012 1422207 SMTPSRY: Message 01191055 from pew2(@forkttel. com (92 bytes) processed
03 Dec 2012 142207 SMTPSAV: The meszage iz local. Removed from output queue.

03 Dec 2012 142207 SMTPSAV: Disconnected. ‘W aiting for new session.

SMTP client off POP3 client off

Puc. 5.3.16.1.4 I'maBHOe okHO miporpammel Office Mail Server

B menro Options->SMTP/POP3 server options ycTaHOBUTE
Local domain name: companyname.com
N B mone Users qo6aBwsTe moiabs3oBatess client. 3aTeM ycTaHOBUTE THII TIOJIH30BATEIIS
[BOSS].

Office mail Server moajep>KUBaeT CICAYIOIINE CIISIUATIU3UPOBAHHBIE THIIBI
IOJIL30BATEJIEN

1. Postmaster — mnosb30BaTeNb, OTBETCTBEHHBIN 3a pabOTy U CONPOBOXKACHUE
Office mail Server. OH noxy4Jaer crneruaibHbIe COOOIIEHUS, (OPMHUpPYEMBIC
CHUCTEMOH B Cllydae OIINOKH.

2. Daemon— ucnonb3yercs A1 JUCTAaHIMOHHOTO 3aITyCKa CBSI3U C BHEIITHUM
SMTP/POP3 cepBepom, Uil OTIIPABKU U MOITYUYEHUSI COOOIIEHUI

3. Boss— mosib30Barenbs KOTOPOMY MOMaAat0T KOMMHU BCEX COOOIIECHUM,
otnpasisieMbix uepe3 SMTP cepsep.
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-
SMTP/POP3 server options

=)

Maildrop folder; !D'\Prngram FileshOffice Mail Serversmaildroph

Outbound queue folder: ;D:\F’rogram Filezh0ffice Mail Servertqueue

Local dornain name: icnmpanyname com

“Yfarning! Thesze options will take effect only after OFMBASY restart -

POP3 server muns on part i" 10
. POF3 and SMTF servers timeout, sec. {45
Size limit for outbound messages, KiE (0 - no limit] |0

I Use IP filter to limit access to servers

Cancel

Log file size, KiB 4
SMTP server runs on port |25

IF filter....

|
H
|
I
i
|

Local users-
User I Alias ] Opticnal Add 1
postrnaster [FOSTHMASTER] Change
daemon [DAEMOM]
client [BOSS]

Femove

Paostmaster
D aermnon
] Boss...

= 8

Puc. 5.3.16.1.5 Hactpoiika nporpammer Office Mail Server

Bo Bknagke Options->Transaction options:

YcranoButs [P aapec cepBepa, ycraHoBuTh rasiky «Automatically send outbound
message if found», otkimounts apropuzanuio aist SMTP (knonka SMTP login...)

-

Transaction options

i

SMTP part |23

SMTP server |192.168.02

SMTP login...

|

W Automaticaly send outbound messages if found [checks thern every 1 minute)

Cancel

~POR3 k-
e ¥ Use LAN connection
Server ] Login ] B, J Fort ] Deliver to J e T e R s .
. 127001 poztimazter 110 [SORTER) ] ___]
[ sl
[T Discon i kil
Add Change I Remove J
| :
| “wlait for servers, seconds - (120

Puic. 5.3.16.1.6 Hacrpoiika HpOFaVIl-\/H:I Office Mail Server

Tenepsb Bce cOOOIIEHMS, MPUXOISALIUE HA CEpBEP, OYIyT MepechuIaThCsl

KIIMEHTY client@companyname.

com
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Hacrpoiika KiideHTa

Hactpoiika kueHTa He MpeJcTaBIsieT 0COObIX clioxkHOCTeH. [IpuMep HacTpoiiku Ha
npumepe Mozilla Thunderbird:

-

= m—— P L&‘
Hacrpoiixa yuSTHOW 3annck nouTsl

Bawe nma:  client Bate nmA, K3K OHO OTOBPaXKacTCh ¥ Apyriny
Agpec 2n. nouter  client@companyname.cor
Mapone: e

¥ 3anomHWTE Napons

/1 Thunderbird He yaanock HaWTH HACTPOHKK ANA Ballei y4ETHON 3anucK NoYThL.

Wran cepeepa MopT SSL AyTerTudukaLma
Bxogawan; | POP3 - 192168.0.2 110 - I Her - I IAB'roclnpe,a,eneHwe - I
Woxogawas:  SpATP 192.168.0.2 - 25 - I Het - l I Bez ayTenTuduraimm - l
Wna nonesoearens: client
JonoannTensHan HacTpoRka MNepeTecTmposate Cozpats y4ETHYIO 3aNMCh Oamena

Puc. 5.3.16.1.5 Hacrpoiika nouroBoii nporpammbel Mozilla Thunderbird
[Tociie okoHYaHMS BCEX HACTPOEK MOXKHO 3aiiTh Ha Web-unTepdeiic Ha
BKiIaiKy SMTP Settings 1 IpOKOHTPOIUPOBATH OTIIPABKY TECTOBOIO COOOILIECHHUS.
3anosiauTe noJisg Subject u Message u ornpaBbsTe Ucbmo. Eciii Bce HaCTpOeHO
npaBuwibHO, Mozilla Thunderbird yBegoMuT 0 HOBOM MHCHME.

Send test e-mail

Subject

Message

Puc. 5.3.16.1.6 [IpoBepka TeCTOBBIM COOOIIEHHEM
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5.3.16.2. IlpuMep HACTPOMKH ¢ BHEIIIHUM MOYTOBBIM CEPBEPOM

VAN

o
! client

e-mail
server

PSW-2G

Puc. 5.3.16.2.1 npumepHas TONOJIOTHS CETH

B mannom npumepe paccmorpum HacTpoiky PSW B ToMm cityuae, koraa
MCIIOJIb3YETCSl BHEIIIHUM MMOYTOBBIN CEPBED.
B npumepe paccMoTpum paboTy ¢ mouToBbIM cepBrucoM mail.ru. C ocTanbHbIMU

cepBucamMu padoTa aHAJIOTMYHA, €CIM OHU NojiepkuBatoT ayreHTudukamo AUTH
PLAIN umu AUTH LOGIN.

Takoke He0OX0IUMO CO3/7]aTh YUETHYIO 3aMKich MouThl. U onpenennTs
Hactporiku SMTP nonkmouenus. s mail.ru agpec SMTP cepsepa: smtp.mail.ru u
noprt 25.

Bcé, Tenepb MOXKHO IMIPUCTYNATh HENOCPEACTBEHHO K HACTPOMKE.
3anoaHseM Kak Ha pucyHke 5.3.12.2.2.
AJpec nis OTIpaBKU COOOIIEHUI companyname@mail.ru,
aZpec noryqaresisi MyCcTh OyJIeT TaKUM ke, T.€. Kak Oy1To Obl MbI OTHPABIISIEM
MUCBMO caMu cebe.
Jlorun: companyname(@mail.ru (y mail.ru JOruHOM SIBJISIETCSI caM ajipec)
[Tapons: password

IIpuMeuyanme: B JTaHHOM IPUMEPE MbI 3aNIOJIHWIH 1oJie Server domain
name, a noje Server IP address 3anonuunu HyassMu. B 3ToM cityyae KoMMyTaTop
nonyuut [P agpec cepBepa aBTomatnuecku uyepe3 DNS 3anpoc, HO 1St 3TOr0 JOJIKEH
ObITh HacTpoeH azpec DNS peconBepBa. Ecniu y Hac DNS He HacTpoeH, TO B 3TOM
cirydae Heo0Xo1uMo ObLI0 OB HeTocpeacTBeHHO ykazaTh [P angpec SMTP cepsepa.
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State Enable -

Server IP address ] 0 0 0
Server domain name smip.mail.ru

Port 25

Sender e-mail address companyname@mail ru
Receiver e-mail address 1 companyname@mail.ru

Receiver e-mail address 2

Receiver e-mail address 3

Subject TFortis PSW-2G4F
Login companyname@mail.ru
Password password

Puc. 5.3.16.2.2 HactpanBaem SMTP

[Tocne okoHYaHUs BCeX HACTPOEK MOXKHO 3aiiTh Ha Web-unTepdeiic Ha
BKi1aaKy SMTP Settings 1 npoOKOHTPOIUPOBATH OTIPABKY TECTOBOTO COOOIIEHUSI.
3anosiauTe noJisg Subject 1 Message u oTpaBbTE MUCHMO.

Send test e-mail
Subject

Message

Puc. 5.3.15.2.3 OTtnpaBinseM TeCTOBOES COOOIICHHE
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5.3.17 Hacrtpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — mpoToko:1, KOTOpbIii
WCIIOJIB3YETCS 111 YIPABIEHUS U MOHUTOPUHTIA 33 CETEBbIMU ycTpoiicTBamMu. C
nomolibio npotokona SNMP, nporpamMMHoe obecrieueHrue MOXKET MOIy4aTh JOCTYT
K nH(GOpPMAIINHU, KOTOPAst XpPaHUTCS Ha YIIPABIIAEMbIX yCTPOMCTBAX (HapuMep, Ha
koMmMyTaTope). Ha ynpasisiembix yctpoiictBax SNMP xpanut napopmanuio oo
YCTPOMCTBE, HA KOTOPOM OH paboTaeT, B 0aze NaHHbIX, KOTOpas Ha3biBaeTcsa MIB.

bU nognepxuaet SNMP vl u SNMP v3.

5.3.17.1 Hacrpoiika SNMP v1

State

Traps server IP address | 192 [168 [0 [104 |
Version

Read Community |public |

Write Community |private |

Puc. 5.3.17.1 Hactpoiika SNMP v1

- State - cocTosiHHE.

- Traps Server IP address - IP anpec cepBepa, Ha KOTOPBII OTHPABISIOTCS
SNMP Traps.

- Version - Bepcus nporokosia SNMP.

* Read Community - cooO1IECTBO TOJABKO ISl UTEHUS, CTPOKA
ucnosb3yromniascs ang ayreHtudukanun B SNMP vi. Takke Read
Community ncnone3yercs st ornpasku SNMP Taps.

* Write Community - cooOIecTBO /I 3alUCH, CTPOKA UCTIOIb3YIOIIASICS IS
ayteHTu(ukanuu B SNMP v1.

SNMP Traps OyyT NoChIIaThCs TOJIBKO MPU HACTYTUICHUH T€X COOBITHH,
KOTOpBIE€ YKa3aHHbI BO BKIagke Event List

biioku unterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTaiu 57



T Fortis

5.3.17.2 Hacrpoiika SNMP v3

SNMP v3 obecnieunBaeT 0osiee BHICOKHI YPOBEHb 0€30MMaCHOCTH IO
cpaBHeHHIO ¢ SNMP vl1.

State

Traps server IP address |[192  [188 [0 [104 ]
Version

Security Level

Engine ID |SDDO1 F858077D5CBT7I9EADEF4B
User Name |user |

Auth Password ICI

Puc. 5.3.17.2 Hactpoiika SNMP v3

s nactpoitku SNMP v3 ycraHoBuTe nepexirovaresab Version B MOJ0XKEHHE

«SNMP v3».
SNMP v3 no3BoJsier THOKO HacTpauBaTh YpOBEHb O€30MMACHOCTH.
Br100op ypoBHS ocyiiecTBisieTcs nepekiouarenem «Security Level»:

* NoAuth,NoPriv - aBropuzanus Toypko 1o ctpoke User Name u 6e3
mudpoBanus. (pexum aHanoruaen SNMP v1)

e Auth,NoPriv - paboTa ¢ ucnoyip30BaHUEM aBTOPHU3AIUH TIO TAPOITIO
Auth Password (meroq HMAC-MD35-96), Ho 6e3 mmdpoBaHus.

e Auth,Priv - paboTa ¢ HcIoIb30BaHHEM aBTOPU3AINH 110 mapoiro Auth
Password (meton HMAC-MD5-96), u ¢ mudpoBanuem AES-128 o
kitouy Priv Password.

Engine ID - uneatudukarop B SNMP v3. Jlns kaxnoro ycrporictea Engine ID
YHUKaJIeH, OH reHepupyertcst Ha 6aze MAC aapeca ycrpoiictBa. To ecTb ero He
TpeOyeTcs U3MEHSTh, HO TPU HEOOXOIMMOCTH MOYKHO YCTAaHOBUTH COOCTBEHHOE
3HAYEHUE.
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5.3.18 Yaanéunnlii Ping
Diagnostic Tools — Ping

IP address O | | |

Puc. 5.3.18.1 UnTepdeiic ynanennoro PING

PING — VYTunura 115 mpoBepku coeimHeHui B ceTsix Ha ocHoBe TCP/IP.
Jlannas ytunura otnpaniseT 4 makera mo 32 6aiita Ha ykazanHsii [P agpec u

KOHTPOJIUPYET UX BO3BpPAIlICHUE.

IIpy momonM naHHOM YTWINTHI BBl MOXKETE «IIPOIUHIOBATEY» yAAIEHHOE
YCTPOMCTBO HEMOCPEACTBEHHO € 0JIOKA MHTErpaIluu. DTO MOXKET MOHATOOUTHCS JIs
pelIeHHs] BO3HUKAIOUIUX MPOOJIEM.
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5.3.19 CrarucTuka

bnok uaTerpanuu Teleport mpeaocTaBisieT pa3IudHy0 CTATHCTUIECKYTO
uH(OpMAINIO, OHA MOXET OBITh MOJIE3HA MPU PEIICHUH MPOOJIEM C CETHIO U €€
aJIMUHUCTPUPOBAHUEM.

5.3.19.1 CBoanasi unpopmanus

Statistics — Main Statistics

B nanHOoM paszaene oroOpakaeTcs: CTaTUCTHUKA 110 COCTOSIHUIO BXOA0B U
BBIX0JI0B, RS-485 1 cnivcka moakIIFO4eHHBIX YCTPOMCTB.

Inputs

Inputs | Current State | Changes count

1 Open 0

2 Open 0

3 Open 0
Outputs

Outputs | Current State | Changes count

1 Open 0
RS485

2 Open 0

RXecnt | 0
3 Open 0

TX ent | O
4 Open 0
5 Open 0 Remote Devices

Name | Type IP Address RX mngmt frames | TX mngmt frames
6 Open 0
i =7 i

7 Open 0 1| TLP2 | Teleport-2 | 192.168.0.1 0 0

2 =2 = 2 2
3 o 0 2 | TLP1-2 | Teleport-1 | 192.168.0.2 0 0

= 2 2

9 Open 0 3| PC Teleport-1 | 192.168.0.104 | 0 124

Puc. 5.3.19.1.1 CBogHas cratucTuka 1o BCEMY YCTPOHCTBY
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5.3.19.3 ARP Ta6auna
Statistics — ARP Table

Crpanuna conepxut ARP ka1 poiieccopa, mpeacTaBiIeHHBIN B BUIE TaOTHUITHI.

Ne | IP address MAC address

1 192.168.0.101 84:C9:B2:47:00:28
2 192.168.0.166 D0:27:88:1C:33B5
3 192.168.0.236 20:1A:06:8A:62:89
4 192.168.0.235 9C:93:4E:18:24:TF
5 192.168.0.128 00:1A:92:67:A8:B5
6 192.168.0.79 CC:5D4E4C:11:AC
7 192.168.0.124 22:1B:64:EA:0F:00
8 192.168.0.8 00:1A:92:67:A8B1
9 192.168.0.24 00:0F:EA:61:93:56
10 192.168.0.10 20:CF:30:C3:4A:C2

Puc. 5.3.18.3.1 ARP Tabnuma

5.3.19.5 DNS Taoauna
Statistics — DNS Table

Bxnanka comepxut pesyibTaT paboTsl mpoTtokona DNS: cooTBeTcTBHE MMEHU XOCTa
u ero IP anmpeca.

Ne | IP address Domain name

1 217.69.139.160 smtp.mail.ru

Puc. 5.3.19.5.1 DNS Tabnumna
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5.3.19.6 CucremMHblii sKypHaJ (J10r)

Statistics — Log
Bxnanka conmepxut nor paboTsl 010ka nHTerpanuu. Ha oiHo#M cTpaHuiie BHIBOIUTCS
10000 3anuceit, 1715 EPEKIIOYEHUS HA CIEAYIOIYI0 CTpaHully HaxMuTe Next.

Jlnist coxpanenust nora B txt daiin, Haxxmute Download log as file.
Log

@ | Download log as file

1 90392: STP topology changed

1 90392: Start after reset

- 15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
1 90934: Start after reset

1 90934: STP topology changed

2 15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
:91423: STP topology changed

191424 Start after reset

15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
:91913: STP topology changed

291913 Start after reset

192151 Start after reset

©92151: STP topology changed

©15/07/2014 10:01:40: Web-interface authentication: Ok
:15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping

5: 92647 Start after reset
SATMAEAT- CTD tanalaor nhancad

e B T s Y T S R ™)

N e
Y ]

- =
N

Puc. 5.3.19.6.1 Jlor

5.3.20 O6noBaenne IO
Update/Backup — Update Firmware

bnok unterpauuu Teleport mognepxxuBaetr oonoBneHue [10. [Tocnenusis
Bepcus [10 Bcerga noctynHa Ha caiite tforis.ru.

s oonoiienus [10 ckagaiite apxuB ¢ pommBKon. PazapxuBupyiite. daiin c
MPOILIMBKOM UMEET pacliupenue *.img

i~ PSW2GPLUS011-08092014.img
& PSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 5.3.20.1. ®aiin *.img

B BeG-unTepdetice 3aiinute Ha Bkiaaaky Update Firmware u Beioepute daiin
MPOIIKMBKH KHONIKOW O030p.
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Current Firmware version: 00.01.01
File:

Puc. 5.3.20.2. Haxumaem O630p

Current Firmware version: 00.01.01
File: D\Pub\npowmwekn PSW 2C
Upload

Puc. 5.3.20.3. Bribupaem odaiin *.img

Haxxmute xHonky Upload, noxxaurech moka aitn ckonupyercs Bo
BHYTPEHHIOIO ITAMSITh YCTPOMCTBA.

Current Firmware version: 00.01.01

File: D:\Pub\npowwekn PSW 2C[ Ofaop... |

Firmware loaded . .. ... ...

Puc. 5.3.20.4. loxungaemcs 3arpy3ku (aiina

[Tocne Toro, kak ¢aiin 3arpys3uics, Haxkmute Update nis oOHOBICHUS WH
Cancel 1151 OTMEHBI.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.20.5. Haxumaem Update

[Tocne naxatus Update Haunercs npouecc ooHoBienus. [lpu He
nepesarpyxainte biaok MHTerpanun u He OTKJIIOYAWTE TUTAHUE.

Updating firmware, please wait

Puc. 5.3.20.6. XKXnem okoH4YaHUs Mpolecca NpOIIUBKU
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IIpumeuanue: Taxkxe b1 noxnepxuBaeT oOHOBIIeHKE yepe3 Telnet ¢ BHemHero
TFTP cepsepa. bonee noapobHo cm. pazaen «Ynpasinenue yepe3 Telnet»

5.3.21 CoxpaHeHHe H BOCCTAHOBJICHHE HACTPOEK

Update/Backup — Backup/Recovery

bnoku unterpanuu Teleport mognepkuBarOT BO3MOKHOCTb COXPAHEHUS
TEKYLIUX HACTPOEK B (pailsl KOH(UTypaLMH, €r0 PEAAKTUPOBAHUS, a TAKXKE
BOCCTaHOBJICHHS HACTPOEK U3 (paiina.

5.3.21.1 CoxpaHeHue HACTPOEK B (a1
B 6okoBom mento Beibepute Update/Backup — Backup/Recovery

Backup/Recovery

1. Backup settings

Download users settings as file:

. Download a file |

2. Recovery settings

Upload settings file

| OBzop.. || Upload

Puc. 5.3.21.1.1 Hurepdeiic coxpaHeHUs U BOCCTAHOBJICHHUS HACTPOCK

B nynkre 1 Haxxmute kHonky «Download a file». Byner npeanoxeHo coxpaHuTh WU
OTKPBITh (haidsi, COXpaHsEM.

OTKpbITE MAK coxparHuTe PSW_settings_backup.bak vz 192.168.0.17

OTKpLITE CoxpaHuTts » OtmeHa

Puc. 5.3.21.1.2 Coxpanenue ¢aiina HaCTpoOeK
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5.3.21.2 BoccraHoBJIeHHE HACTPOEK U3 ¢aiiia

Ecnu TpeGyercst BOCCTAaHOBUTH PaHee COXPAHEHHbIE HACTPOWKH U3 (paiisia, TO BO
Biianke Update/Backup — Backup/Recovery Boioupaem B mynkTte 2 (Recovery
settings) ¢aiin koHpuryparuu *.bak u Haxxumaem «Upload» mis 3arpy3ku.

CoobuieHue c Beb-crpaHvLbl M

! Write successful and reboot...

—

Puc. 5.3.21.2.1 Ilepe3arpy3ka

[Tocne 3arpy3ku ¢aiina, yCTpOUCTBO Mepe3arpy3uTcs, U HACTPOUKHU Oy Iy T
MPUMEHEHBI.

5.3.21.3 PepaktupoBanue ¢paiijia KoHpurypauuu

N3menenue ¢aiina KOHPUTYpaUU MOKET OBITh MOJE3HBIM, KOTJIAa y TPYIIIbI
YCTPOMCTB CX0KHE HACTPOUKH, B 3TOM CIIy4ae MOKHO CO3/1aTh JIJIsl 3TUX YCTPOWCTB
YHUBEPCAIbHBIN (Daiisl KOHOUTYPALIUU U Y KAXKIOTO YCTPOUCTBA MEHSITh TOJIBKO
HeOoMbII0M Habop MmapameTpoB, HanpuMmep [P aapec, a npyrue napameTpsl yxe
OyayT 3amucaHbl U3 ¢aitia KOHPUTypaIuu.

®aitn kKoHPUTYypaK, TEHEPUPYEMBIN OJJOKOM MHTETPAIUU TIPH COXPAHCHUH
HACTPOEK B ¢aiiy, mpeacTaBiIseT co0oi ¢aiin ¢ pacmmpenuem *.bak ¢ HacTpoitkamu
B TEKCTOBOM BHJIE.

JlaHHbIi (ailil MOXKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CrpyKTypa 3anuceil IMeeT CTpOro onpeeseHHy 0 GpopMy 3anucu. B o0miem Buze
OHA BBITJISIIUT TaK:

#<ums nepemenHoUu>=[<3HaueHnue nepemeHHOU>|
Hanpumep: #IPADDRESS=[192.168.0.1], rne nepemennoit IPADDRESS

cooTBeTCcTBYeT 3HaueHue 192.168.0.1

Onucanue HACTPOEK ¢ eONTHRIMU MTapaMeTpamu npeacrasieHo B Tabmure 5.3.2.
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CHuHTaKCHC KOMaHbI

Tabmuma 5.3.2. [lepemennrbie (aitia KoHGUTYpaTUU

Onucanue

#IPADDRESS=[192.168.0.1]

IP anpec

#NETMASK=[255.255.255.0]

Macka noacetu

#GATEWAY=[255.255.255.255]

JIK03 110 YMOJIYaHHUIO

#USER MAC=[c0:11:a6:0:0:0]

nonb3oBarenbckuit MAC anpec

#DNS=[255.255.255.255]

IP anpec DNS cepgepa

#DHCPMODE=[0]

pexuM pabotel DHCP (0 — BeIkTIOUEH, 1
— DHCP xinenr)

#LANG=[0]

s3bIK UHTEepdeiica (0-anrmuiickuid, 1 —
pyccKuit)

#HTTP USERNAME=[]
#HTTP PASSWD=[]

JIOTUH Y NapoJjb AJI1 YYETHOU 3aIHCH 110
yMoJ4aHuto (rmpasa goctyna Admin)

#USER1 USERNAME=[]

Nmg nosie30Baresisa

#USER1_PASSWD=[ ]

[Taposb 1714 y4eTHOU 3aucH

#USER1_RULE=[0]

[IpaBa noryna (0-ydeTHas 3amuch
oTkioueHa, | — Admin, 2 — User )

#SYSTEM NAME=[]

ONMCAHNE yCTPOMCTBA

#SYSTEM LOCATION=[]

MECTOPACIIOIOKEHNE YCTPOUCTBA

#SYSTEM CONTACT=[]

KOHTAKTHBIC JaHHBIC

#SMTP_STATE=[0]

BKJIFOUeHHE rpoTokoa SMTP (0 —
BBIKJTIOUEHO, | — BKIIFOUEHO)

#SMTP SERV_IP=[0.0.0.0]

IP anpec SMTP ceprepa

#SMTP_TOLl=[] MOYTOBBIN aapec morydarens |
#SMTP_TO2=[] MOYTOBBIN AJIPEC MOTydaTess 2
#SMTP_TO3=[] MIOYTOBBIN ajpec Moydarens 3
#SMTP FROM=[]

IIOYTOBBINA AAPEC OTIPABUTENS

#SMTP SUBJ=[TFortis Teleport-1]

3aroJOBOK ITMCbMa

#SMTP_LOGIN=[]

JIOTHH I TOCTYyTa K IIOYTOBOMY SIITUKY

#SMTP_PASS=[]

[apoJIb IS JOCTyNa K MOYTOBOMY SIITUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

AOMCHHOC NUMS IIOYTOBOI'O CCPBCPa
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#SNTP_STATE=[0]

cocrosinue nmpoTokosa SNTP

#SNTP_SETT SERV=[0.0.0.0]

[P anpec SNTP cepsepa

#SNTP_SERV NAME=[ ]

Homennoe ums SNTP cepsepa

#SNTP_TIMEZONE=[0]

yacoBoii nosic, orHocutenabHo UTC (ot
-12 no +13)

#SNTP_PERIOD=[10]

MEPUOJT CHHXPOHU3ALMH ¢ cepBepoM (1,
10 nnm 60 MuHYT )

#SYSLOG_STATE=[0]

cocTosiHue poTokona Syslog

#SYSLOG SERV_IP=[0.0.0.0]

IP agpec Syslog cepsepa

#EVENT LIST SYSTEM T=[7]

coosiThe B ciucke EventList (7 —
BBIKJTIOUEHO)

#EVENT LIST INPUTS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJIIOUEHO)

#EVENT LIST OUTPUTS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#SNMP_STATE=[0]

BKiroueHne SNMP (0 -Beikitoueno, 1 —
BKJIIOUEHO)

#SNMP_SERVER=[0.0.0.0]

[P agpec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust mpotokojia SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP_COMMUNITY1=[public]

COOOIIIECTBO UTEHUA

#SNMP_ COMMUNITY2=[private]

COOOIIECTBO 3aIUCH

#SNMPV3 USER1 LEVEL=[0]

VYposens 6e3omacuoctu (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=] ]

Nmsa nons3oBatend it SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password miig SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password gt SNMP v3

#SNMP3 ENGINE ID=[]

Engine ID nns SNMP v3

#TELNET STATE=[1]

BiitoueHue Telnet (0 — BeikItOUeHO, 1 —
BKJIFOYCHO)

#TFTP_MODE=[0]

BitoueHue TFTP (0 — Beikitoueno, 1 —
BKJIFOYCHO)
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#TFTP_PORT=[69]

UDP nopt TFTP

#SERTIAL STATE=[1]

Bxurouenne nopra RS-485

#SERIAL BAUDRATE=[9600]

Cxopoctb nopra RS-485

#SERTIAL PARITY=[0]

Yérnoctr RS-485 (0-Disable, 1-Even, 2-
0dd)

#SERIAL DATABITS=[8]

Yucio OUT JaHHBIX

#SERIAL STOPBITS=[1]

YuUC10 CTOMOBBIX OUT

#SERIAL MODE=[0]

Pexxum pabotel mopra: 0-Disable, 1 — Pair
Connection

#SERIAL REMDEV=[[1][0] [0] [0] [O]
(0] [0][01]

Cnucok yaa€HHBIX YCTPOUCTB, JJIA
nopra, padoTaroiiero B pexxume Pair
Connection

#OUTPUT1 STATE=[0]

Cocrosinue Boixoga 1 (0-short, 1-open)

#OUTPUT1 ACTION=[O0]

He ncnonpsyercs

#OUTPUT1 MODE=[0]

Pexxum ynpasnenus Beixona: 0-Pair
Connection, 1-Manual, 2-SNMP, 3-
Modbus

#OUTPUT1 DESCR=[]

Omnucanune BoIxona 1

#OUTPUT1 REMDEV=[0]

VY nanéuHoe ycTpoucTBO 11 Bbixoaa 1,
eciu oH paboTaeT B pexxume Pair
Connection

#INPUT1 STATE=[0]

Pazpemenue pabotsl Bxoaa 1. 0 — Bxoj
HEaKTHUBCH, | - aKTUBEH

#INPUT1 ALARM=[1]

He ucnione3yercs

#INPUT1 DESCR=[]

Omnucanue Bxoaa 1

#INPUT1 MODE=[1]

Pexxum pabotel Bxona 1. 1-Pair
Connection

#INPUT1 REMDEV=[0]

VY nanéuHoe ycTpoicTBo s Bxonaa 1

#TLP1 VALID=[1]

3anuck | B criMcke yAalIEHHBIX YCTPOMCTB
aKTUBHA

#TLP1 MODE=[0]

He ucnione3yercs

#TLP1 TYPE=[0]

Tum ycTpoiictBa | B crincke ynan€HHBIX
YCTPOWCTB

#TLP1 DESCR=[]

Onucanue ycrpoiictsa |
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#TLP1_IP=[0.0.0.0] I[P anpec ycrporicTsa |

#TLP1 GATE=[0.0.0.0] He ncnonp3syercs

#TLP1 _MASK=[0.0.0.0] He ucnone3yercs

#TLP NET MODE=[0] He ucnione3yercs

#MODBUS_STATE=[1] Cocrostaue npotokosia Modbus
#MODBUS ID=[0] He ucnione3yercs

#MODBUS_MODE=[2] Pesxum pa0otel: Toabko 2-Modbus TCP

5.3.22 Copoc HACTPOeK Ha 3aBOJICKHE YCTAHOBKH

Reboot/Default — Factory Default
Factory Default

Keep current network settings

Keep current username & password
Default

Puc. 5.3.22.1 Copoc HacTpoek
[Tpy HEOOXOIUMOCTH BO3MOYKHO OCYILIECTBUTH COPOC HACTPOEK Ha 3aBOJICKUE
ycTaHOBKH. [Ipu 3TOM COpOC MOXKHO OCYIIECTBIISITH BHIOOPOYHO:
Keep current Network settings — COpoc ¢ coxpaHEeHUM CETEeBBIX HACTPOECK:
IP, MAC, Gateway,Mask
Keep current username & password — COpoc ¢ coxpaHeHUEeM HAaCTPOEK
noctyna: Username, Password

5.3.23 Ilepe3arpy3ka

Reboot/Default — Reboot
[Tpu HeoOxomumocTu Teleport MOKHO JUCTAHITMOHHO TIEPE3arpy3HTh.
* Reboot CPU - [lepe3arpy3ka TOIbKO NpoLECCOpa.
* Reboot All - TlonHast nepe3arpyska (mepesarpyska mnpoieccopa,
KOMMYTAI[MOHHOM YacTH)

| RebootMCU | | RebootALL |

Puc. 5.3.23.1 Ilepe3arpyska
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5.4 YnpaeneHue 4yepe3 Telnet

Telnet ucnonp3yercs Uisl yJaI€HHOTO YIIpaBieHUs: 000pyI0BaHUEM
MOCPEICTBOM KOMaHIHOM cTpoku. Telnet ucnonsiyer nmporokon TCP u mopt 23.
B 61okax unrerpanuu TFortis Teleport mo ymomuanuto Telnet Bkimtouen. [1o
YKEJIAHUIO €r0 MOYKHO BBIKIIIOUHTh: B MEHIO BBIOpaTh Basic Settings — Telnet

Telnet Settings

State Enable =~

Option Echo | Enable ~

Puc. 5.4.1 Hactpoiika Telnet

Telnet mogaepxuBaeT CaeayrONMe AOMOJHUTEIbHbIE PeKUMBI:

1. CokpameHHnble KOMaHAbI. J[0CTyITHa BO3MOKHOCTh paOOThI C KOPOTKUMU
KOMaHJiaMu (He TpeOyeTcsl BBOAUTh KOMaHAy O KOHIIA).

IIpumep: eciu TpeOyeTcst BBeCTH KOMaHy config ports 1-2 state enable, To ee
MOYHO COKPaTUTh 1O MUHUMAJIBHBIX: €O po 1-2 st en

2.ABTO/0NO0JIHEHHEe KOMaH/. Bo3MoxHOCTE o HaxkaTuio kjiaBumu TAB
JIOTIOJIHSITh BBEACHHYIO KOMaH/Iy.

[Tpumep: Ecnu BBecT con, Haxxats TAB, To koMaHaa 10MOJHUTCSA 110 config

3. UcTtopust komaua. JloctynHa uctopus BBeAEHHBIX KoMaH/I. [lepexitoueHue
ocymiectnisiercs kinasuimamu BBEPX, BHI3

[Toaxmro9yaThCsi K yCTPOHUCTBY MOKHO TIPH MOMOIIIH JIF000H TepMUHAILHON
MIPOrPaMMBI, B TJAHHOM JIOKYMEHTE HACTpOiKa OyJIeT pacCMOTpeHa Ha MpuMepe
Microsoft Telnet. ITonxmrouaemcs ucnons3ys komanny "open <IP aopec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaktoueHust NOTpeOyeTcss BBECTU JJOTUH U MapoJib. (JIoruH u naposib
st Telnet'a Takue e, kak u 111 foctyna kK WEB untepdeiicy) Ecnu norun u
napoJjb He ObUIM 3aJaHbl, TO JIBa pasza noApsa Haxmure Enter.

TFortis Teleport
Copyright(C) 2016 "Fort-Telecom™ Ltd. All rights reserved,.

ser Name>
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IIpumeuanne: ecnu 30 pa3 moapsi JOTUH/TIAPOIIb ObUIA BBEACHBI HEBEPHO, TO
noctyt k Telnet'y 61okupyercst Ha 1 yac.

CumBon # 1 UMs1 yCTPOMCTBA 03HAYAIOT, YTO Ay TCHTU(UKAIUS MPOIILIA YCIIEIITHO U
OJIOK MHTErpaluy repenien B pexum KoHpurypuposanus. (IIpasa noctyma - Admin)

Teleport-14

Ecnu Obui BBEICHBI JIOTMH/TIAPOJIb YUETHOM 3allUCH C OTPAHUYEHHBIMH ITPABAMM, TO

MBI IEPEUIEM B PEXKUM npOCMOTgia. (HEaBa ):[OCTﬁHa - User)
)

Crucok KOMaH/I MOKHO ITOJIYUYHUTDH UCITIOJIB3YSd KOMaHIYy «?» nnm «help»

B kadecTBe apryMeHTOB KOMaH 1 UCTIOIb3YETCS Psi/i YCIOBHBIX 0003HAYCHUI:
e <IP> - IP agpec B popmare XX.XX.XX.XX
* <STATE> - coctosiHME, MOKET NPUHUMATh 3HaYeHus enable nnu disable
* <VALUE> - mo6oe 11e10€ 3HaKOBOE WJIN 0€33HAKOBOE YHUCIIO
e <STRING> - TekcToBas CTpOKa
e <LIST> - cricOK B BHJE: HAYAJLHBIH 3JI€eMEeHT-KOHEYHBIH DJIeMEHT

Hpumep: s BeixoaoB 1,2,3 : «1-3» ; TOJBKO 151 OOHOTO BbIXOAA 2 @ «2»

IIpouecc nactpoiiku nocpencteom Telnet'a mporcCXOaUT B HECKOIBKO 1IArOB:
1. IIpu moMoum nogMHOKeCTBa KOMaH U3 rpynnsl config ycranaBnuBaeTcs
TpeOyeMas KOHPUTyparus
2. Ota KoH(Urypalus COXpaHsIeTCs B MaMAITh KOMaHO| save, TOJbKO MocJIe
3TOr0 HACTPONKH NMPUMEHAKOTCH

OoOparuTe BHUMaHUE:
Ecnun nocne yctaHOBKM TapaMeTpOB yCTPOMCTBO OYET Mepe3arpykKeHo
0e3 NpuMEeHEHHUs] KOMaH/Ibl save, TO HACTPOUKH HE COXPAHSTCA.
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5.4.1 Mpumep HACTPOUKHN

Jlst mpuMepa paccMoTpuM Tporiecc HacTpoiiku Teleport-1.
[TycTh HaMm TpeOyeTcs YCTaHOBHUTH CIIEAYIOIINE HACTPOMKHU:
* [P anpec 192.168.0.100
e IIlmro3 192.168.0.1

Wtak, noaxiaroyaemMcsi K yCTPOHUCTBY, €CJIM YCTPOMUCTBO €I He OBbLIO

ckoH(urypupoBaHo, To ero IP aapec 192.168.0.1 u g0oruH ¥ napoib A JOCTyIa HE

3aJaHbl.

Microsoft Telnet> open 192.168.0.1

[lepexoaum K pexxuMy yIpaBJIeHHUS

Teleport-14

Mensem IP agpec komanpmoi config ipif System ipaddress 192.168.0.100
Teleport-1Hconfig ipif System ipaddress 192.168.0.100

Command: config ipif System ipaddress 192.168.0.100
SuUccess.

Ho6asnseM nuto3 o ymondanuto: config ipif System gateway 192.168.0.100

Jlo6aBnenue HoBoro yaaia€uHoro ycrpoiictsa: config teleport add 192.168.0.1

[TpoBepsiem, uTo ycTporicTBO 00aBaeHO: show teleport
ommand: show elepor
Description

192.168.0.1 Teleport-1
HactpauBaem Bxon 1 st JanpHEHIIEro TpaHCIMPOBAHUS HA BBIXO 1 ycTpolcTBa
Teleport-1 ¢ IP 192.168.0.1
config inputs 1 state enable
config inputs 1 remdev 192.168.0.1

config inputs 1 remport 1
Teleport-1#iconfig inputs 1 state enable
config inputs 1 state enable

Teleport-1#config inputs 1 remdev 192.168.0.1
: config input 1 remdev 132.168.0.1

Teleport-1#config inputs 1 remport 1
Command: config input 1 remport 1
SuUccess.

Bcé, HacTpolika 3aBeplIleHa, Tenepb COXpaHsieM HaCTPOUKHU
save
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5.4.2 OnuncaHue komaHa Telnet

biioku uHTErpanuu noaIepKUBaroT ciaeayonuid Hadop koman i Telnet:

1. I'pynna komanj config:

ipif — ceteBbie HacTpoiiku (IP aapec, macka mojceTH, MUTIO3)
snmp — HacTporika SNMP

syslog — nactpoiika Syslog

sntp — HacTporiika SNTP

smtp — HacTpoiika SMTP

user_account — HacTpPOWKa UMEHU MOJIb30BaTENsA/TIapoIs
tftp — nactpotika TFTP

events — HACTPOWKa COOBITHIA

description — 3agaHue onMUCcaHus yCTPONCTBA.

inputs — HaCTpOHKa BXOJOB IJIAThI PACUTUPEHUS

outputs — HACTPOKKA BBIXOJOB IUIATHI PACILIUPEHUS

rs485 — Hactpoiika RS485

modbus — Hactpoitka Modbus

teleport - HacTpolika yJan€HHBIX YCTPOMCTB

2. I'pynna komana show

system — cBoAHas HHGopMaLus 00 yCTpoilcTBE
snmp— uHdopMaius o npotokoie SNMP

syslog - madopmarius o nmporokosne SYSLOG

sntp — uHpopManus o npotokone SNTP

smtp— uHpopmarus o nporokoiae SMTP

firmware— nH(opmanus 0 TeKyIlIel BepCUU MPOILIMBKU
arpentry — ARP taGnuia

tftp — undopmanus o nporokone TFTP

events — uH(GOpPMAaIIUs O HACTPOSHHBIX COOBITHSIX
config — oToOpakeHue Bceil KoHpurypanuu

inputs — nHGOpMAIIHs O BXO/aX IUIAThl PACIIUPEHUS
outputs — nH(GOpPMAIKS O BBIXOAAX IJIATHI PACIIUPEHUS
rs485 — undopmanus o HacTpoiike RS485

modbus — nadopmanus o HacTpoiike Modbus

teleport — unpopmalms o yaal€HHBIX YCTPOUCTBAX

3. OOHOBIICHHE TIPOIIMBKHU U 3arpy3ka koHpurypamnuu ¢ TFTP ceprepa
download
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4. Coxpanenue HacTpoek U cucremHoro jora Ha TFTP cepsep
upload

5. ¥Ytunura Ping
ping

6. CoxpaHeHue 1 PUMEHEHHUE HaCTPOEK
save

7. Ilepesarpyska

reboot

8. BeIBOJ cripaBKu 1O KOMaH1aM
help wm ?

9. BeIXOA U3 pexuMa yrpasienus Telnet
exit

5.4.3 I'pynna config
5.4.3.1 Cemeswie nacmpoiiku (config ipif)

1. IP ampec 6moka unrterparuu Teleport.
config ipif System ipaddress <IP>
Ipumep: config ipif System ipaddress 192.168.0.100

2. Macka nojaceru .
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nutro3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum paboter DHCP knuenTa
config ipif System dhcp <STATE>
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Ipumep: config ipif System dhcp enable — sxnrouen pescum DHCP
KAUeHma

5.4.3.2 Hacmpoika SNMP

1. Bkitouenne SNMP
config snmp state <STATE>
Ilpumep: config snmp state enable

2. IP anpec cepepa (1151t SNMP Traps)
config snmp host <IP>
IMpumep: config snmp host 192.168.0.1

3. Ctpoka cooOiectBa ureHust (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read _community public

4. Ctpoxka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write community private

5. Bepcus nporokona (ITopnepxxusaercss SNMPvI u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ipumep: config snmp version 1

6. Yposens 6e3omacHoctu (Security Level) nns SNMP v3
config snmp level <VALUE>
rae <VALUE>:
0 - NoAuth, NoPriv
1 — Auth, NoPriv
2 — Auth, Priv
Ilpumep: config snmp level 2

7. Umsa nonb3oBarensa st SNMP v3
config snmp user_name <STRING>
Ipumep: config snmp user_name administrator

8. Auth Password st SNMP v3 (HeoOxoaum eciii BBIOpaH ypPOBEHb
6e3onacHoctu Auth,NoPriv unu Auth,Priv)

config snmp auth_pass <STRING>

Ilpumep: config snmp auth_pass test
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9. Priv Password mist SNMP v3 (Heo6xoauM eciiv BIOpaH ypOBEHB
6e3onacHoctu Auth,Priv)

config snmp priv_pass <STRING>

IIpumep: config snmp priv_pass test

9. Engine ID nnst SNMP v3, yHukaibHbIH UACHTUDUKATOD
config snmp engine _id <STRING>
Ipumep: config snmp engine_id 8000442303C01146050001

5.4.3.3 Hacmpoiika Syslog

1. Brmrouenue Syslog
config syslog state <STATE>
Ipumep: config syslog state enable

2. IP agpec cepBepa
config syslog host <IP>
Ilpumep: config syslog host 192.168.0.1

5.4.3.4 Hacmpoiika SNTP

1. Bximrouenne SNTP
config sntp state <STATE>
Ilpumep: config sntp state enable

2. IP agpec SNTP cepBepa
config sntp primary <IP>
Ipumep: config sntp primary 192.168.0.1

3. Yacosoii nosic (otHocutensHo UTC)
config sntp timezone <VALUE>
Ilpumep: config sntp timezone +6

5.4.3.5 Hacmpouka TFTP
1. Bkntouenune TFTP
config tftp state <STATE>
Ilpumep: config tfip state enable

2. Hactpoiika UDP nopra (Ilo ymonuanuto nopt - 69)
config tftp port <NUM>
Ilpumep: config config tfip port 69

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTamyuu 76



T Fortis

5.4.3.6 Hacmpoiika coovimuii

HacTtpauBatorcst Te cOObITHS, KOTOpbIE HEOOXOIUMO OTIPABIISATH HA CEPBEP
MoHuTOpuHTa. [Ipn ucnonbp3oBaHuu NIpoTOKOIA Syslog JOMOTHUTENBHO
YKa3bIBa€TCsl YPOBEHBb BaKHOCTH COOBITHSI.

nepemenHass <STATE> npunumaer 3Hauenne enable/disable
nepemeHHass <NUM> yka3bIBaeT ypoBeHb BaxkHOCTH (..7

1. cOOBITHS CHCTEMBI

config events system state <STATE> level <NUM>

IIpumep: config events system state enable level 4

2. U3MEHEHUS B COCTOSIHUM BXOJI0B
config events inputs state <STATE> level <NUM>

Ilpumep: config events inputs state enable level 4

3. U3BMEHEHUS B COCTOSIHUH BBIXOJIOB
config events outputs state <STATE> level <NUM>

Ilpumep: config events outputs state enable level 4

5.4.3.7 Hacmpoiika yuemmHbvix 3anuceil noiv3oeameneil

1. Co3nanue HOBOTO MOJIB30BATEINS
config user_account add <USERNAME> <PASSWORD> <MODE>
rne <USERNAME> - ums nonb3oBatens (Makc. 20 CHMBOJIOB),
<PASSWORD> - naponb (Makc. 20 CHMBOJIOB),
<MODE> - ypoBeHs Ipas:
* admin_rule
* user_rule
Ipumep: config user account add username password admin_rule
Co3aem ydeTHYIO 3alKch aAMUHUCTPATOPa C UMEHEM «USername» U MnapoJiem
«password

2. PenaktupoBaHu€ TAHHBIX MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
raie <USERNAME> - ums nons3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD> - naponb (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:

* admin_rule

* user_rule
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Ilpumep: config user account add username password user rule
VY co3maHHOM YYETHOMH 3alucH «usernamey» U3MEHWIH IpaBa JI0CTyIa (Ha
User)

3. Y naneHue noab30BaTens

config user_account delete <USERNAME>

rae <USERNAME> - umsa nons3oBatens (Makc. 20 CHUMBOJIOB)
Ilpumep: config user account delete username

VY nanunu yueTHyo 3aluch «usernamey.

5.4.3.8 Hacmpoiika onucanus ycmpoiicmea
1. HacTpo¥iKa Ha3BaHUsA yCTPOMCTBA
config description name <STRING>
Ilpumep: config description name psw-2g4f

2. HaCTpOilKa MECTOPACTIONO0KEHUS YCTPOUCTBA
config description location <STRING>

Ilpumep: config description location servernaya

3. HaCTpOWKa KOHTaKTOB 00CTYKMBAIOLIEH OpraHu3aluu
config description location <STRING>

Ilpumep: config description company superpuper-telecom

5.4.3.9 Hacmpoiika 6x0006

1. pa3penienne paboThl BX0/1a
config inputs <INPUT> state <STATE>
rae <INPUT> - Homep Bxoja,
<STATE> - cocTosiHHE BXOJAa:

* cenable — BXxoa akTHBEH

e disable — BXx0oa HeakTUBEH
IIpumep: config inputs 1 state enable

2. 3ajaHne ONHUCAHUA U1l BXOAA

config inputs <INPUT> description <STRING>
rae <INPUT> - Homep BXxoza,

<STRING> - cTpoka, onrcaHue BXojaa

Ilpumep: config inputs 1 description some name
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3. 3ajanue yaaja€HHoro yCTpoicTBa sl BXoa

config inputs <INPUT> remdev <IP>

rae <INPUT> - Homep Bxoza,

<IP> - [P agpec yaan€éHHOro yCTpomcTBa.

IIpumeuyanue: yanéHHOE YCTPOWCTBO HEOOXOAMMO U3HAYAILHO 100aBUTH B
criucok (config teleport add ..). 1lpu noGaBaeHUM yCTPOMCTBA C HEU3BECTHHIM
[P agpecom BO3HHUKHET OIINOKA.

Ipumep: config inputs 1 remdev 192.168.0.2

4. 3agaHue BBIXOAHOTO MOPTa YAAIEHHOTO YCTPOUCTBA

config inputs <INPUT> remport <NUM>

rae <INPUT> - Homep Bxoa,

<NUM?> - nomep 8b1x00a yOanéHHO20 yCmpoucmea, Ha Komopulil 0yoem
MPAHCIUPOBAMBCS COCMOAHUE 8X00A

Ilpumep: config inputs 1 remport 5

5. HBepcus COCTOSHUSA BXOa
config inputs <INPUT> inverse <STATE>
rae <INPUT> - Homep Bxoza,
<STATE> - cocmosHue unsepcuu 6xooa
* enable — BX01 MHBEPTUPOBAH
* disable — BX0J HEMHBEPTUPOBAH, HOPMAJIbHBIN PEKUM
Ilpumep: config inputs 1 inverse enable

5.4.3.10 Hacmpoiika 8b1x0006

1. YcTaHoBKa HaYaIbHOTO COCTOSTHUS BBIXOJIa B PEKUME PYYHOTO YIIPABJICHHUS
config outputs <QOUTPUT> state <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - cocTtosiHuE BBIXOJ1a:
* short — 3amMKHyTOE
* open — pa3oMKHYTOE
I[pumep: config outputs 1 state short

2. Hacrpolika pexuMa yIpaBieHHs BBIXOA0M

config outputs <OUTPUT> mode <STATE>

rae <OUTPUT> - Homep BbIXOA,

<STATE> - pexxum paOoThl:
e pair — pexxuM «Pair Connection»/«IlapHoe coeuHeHne», Ha BBIXOA

MO’KET TPAHCIMPOBAThCS COCTOSIHUE BXoJa ¢ yaanénHoro Teleport'a

* manual —pexuM pydHOTO YIIPaBJICHUS BBIXOI0M.
* Snmp — yIPaBJICHHs BBIXOJIOM BO3MOXHO TOJIBKO Y€pe3 MPOTOKOJI
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SNMP
* modbus — ympaBieHHs BEIXOJAOM BO3MOXKHO TOJBKO Yepe3 MPOTOKOJI
Modbus TCP

IIpumep: config outputs 1 mode pair

3. YcTaHoBKa onmucaHus JUTsl BBIXO/1A

config outputs <OUTPUT> description <STRING>
rae <OUTPUT> - Homep BbIXOAA,

<STRING> - cTpoka, onucaHue Bxojaa

Ipumep: config outputs I description some name

4. 3ayanue y1an€HHOro yCTPOICTBA JIJIsl BbIX0/a (€C/Id BBIXO pad0TaeT B
PEKUME «IIAPHOTO COSTUHEHHUS)

config outputs <INPUT> remdev <IP>

rae <INPUT> - Homep BrIxona,

<IP> - IP agpec ynan€HHOro yCTpOMCTBA.

IIpumeuyanue: yanéHHOE yCTPOUCTBO HEOOXOAMMO M3HAYAIBLHO 100aBUTH B

CUCOK (config teleport add ..). Ilpu no6aBiieHnN yCTPONWCTBA C HEU3BECTHBIM

[P agpecom BO3HHUKHET OIIMOKA.

Ipumep: config outputs 1 remdev 192.168.0.2

5.4.3.11 Hacmpoiika RS485

1. Cxopocts nopra

config rs485 baudrate <BR>

rae <BR> - ckopocTts, BeiOupaercsa u3 1200, 2400, 4800, 9600, 14400, 19200,
38400, 57600, 115200

Ipumep: config rs485 baudrate 9600

2. IIpoBepka Ha YETHOCTh

config rs485 parity <PARITY>

rae <PARITY> - npoBepka Ha YETHOCTH
* disable — mpoBepka oTKIIOYEHA
e even — yer
e odd — neuer

Ipumep: config rs485 parity even
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3. Yuciao OUT JaHHBIX

config rs485 databits <DATABITS>
rae <DATABITS> - yncio OUT JaHHBIX
Ipumep: config rs485 databits 7

4. Yuciio CTONOBBIX OUT

config rs485 stopbits <STOPBITS>

rae <STOPBITS> - unciio cTOmoBEIX OUT
Ipumep: config rs485 databits 1

5. Pexxum paboThl mopTa

config rs485 mode <STATE>

rne <STATE> - pexxuM paboThI
» disable — mopt BeIKITIOUYEH

 translate — mopt paboTaeT B pe:kUMe TPAHCIALUU

Ilpumep: config rs485 mode translate

6. JloOaBneHue y1anéHHbIX yCTPONCTB

config rs485 remdevs add <IP>

20e <IP> - [P adpec yoanénnozo ycmpoucmaa.
Ilpumep: config rs485 remdevs add 192.168.0.1

7. Y naneHne yaan€éHHOTO yCTpOUCTBA

config rs485 remdevs del <IP>

20e <IP> - [P aopec yoanénunozo ycmpoucmaa.
Ilpumep: config rs485 remdevs del 192.168.0.1

5.4.3.12 Hacmpoiika Modbus

1.CocTostHue npoTokona
config modbus state <STATE>
rine <STATE> - pexxuMm paboThI
* disable — mpoTOKOA BHIKIIOUEH
* enable — mpOTOKOJI BKITIOUEH
Ilpumep: config modbus state enable
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5.4.3.13 Hacmpoiika cnucka y0aiéHHblX yCmpoucme

1 JloGaBneHue yaain€HHbIX YCTPOMCTB
config teleport add <IP>

20e <IP> - [P aopec H06020 YOanéHH020 YCMpOolcmaad.

Ilpumep: config teleport add 192.168.0.1

2. Ynanenue yqan€éHHOTO yCTPOUCTBA

config teleport del <IP>

20e <IP> - [P aopec yoanénuozo ycmpoicmaa.
Ilpumep: config teleport del 192.168.0.1
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5.4.4 I'pynna show

Bo3moxxHbIE KOMAaH/BbI:

system — cBojiHast HHGOpMaIKs 00 yCTPOICTBE
snmp— uHpopManus o mpotokose SNMP

syslog - uadopmanus o nporokone SYSLOG

sntp — uHpOopManmst o mpoTtokose SNTP

smtp— uHpopmartius o nporokoiae SMTP

firmware— uH(pOpMaIUs 0 TEKYIIeH BEpCUU MTPOIIUBKU
arpentry — ARP tabnura

tftp — undopmarus o nporokone TFTP

events — HHGOPMAITUSI 0 HACTPOCHHBIX COOBITHAIX
config — oToOpakeHue Bcet KOHPUTypaIuu

inputs — uHGOpPMAIKS O BXO/IaX IUIAThl PACIIUPEHUS
outputs — uHGOpPMAaIKA O BBIXOAAX IJIAThl PaCIIUPEHUs
15485 — unpopmanus o HacTporike RS485

modbus — nadopmarus o HacTpoiike Modbus

teleport — uH(popmalus o yaaJ€HHBIX YCTPOUCTBAX

Bce komMaHIbl B 3TOM IpyIIie MOKHO Pa3JeIuTh HA HECKOJIBKO MOATPYIII:
e IIpocmotp cBoaHOM MH(DOpMALTUU
e [IpocMoTp HacTpoek
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5.4.4.1 IIpocmomp ceoonoii unghopmayuu

1. BeiBoa cBOIHOM MHGOPMAITUK O YCTPONUCTBE M €r0 KOH(PUTYpaLIUH
show system

TFortis Teleport-i

CO:11:A6:00:00:02

192.168.0.2

255.255.255.0
Default Gateway: 255.255.255.255
Firmware Uersion: OB.OB.0B
Bootloader Uersion: 01.02

Number : 2

Description:

Location:

Contact:

Uptime: Bd. 8h. 26&m.
enable
disable

2. BriBog uHbOpMaIi O BCTPOCHHOM MPOTPaMMHOM 00€CTIeYeHU U

show firmware
irmware Uersion: e .01.01

Bootloader Uersion: 01.00

3. BriBog ARP-ta0muiie

show arpentr
Teleport-1#show arpentry
Command: show arpentry
ARP Aging Time: 120

IP Address MAC Address
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5.4.4.2 IIpocmomp nacmpoek o10xa unmeepauuu Teleport

1. BeiBoa nHbOpMaIuu 1o npotokory SNMP
show snmp

Jnss SNMP v1:
TFortis PSW-2GEF+Hshow snmp
Command: show snmp
State: enable
version: 1

Server IP: 0.0.0.0
Read community: public
brite community: private

Hns SNMP v3:

TFortis PSW-2GEF+H#show snmp
Command: show snmp

SNMP State: enable
SNMP version: 3

SNMP Server IP: 0.0.0.0

SHMP Engine ID: S000A42303CO11AGA50001
Security Level: Auth,Priv

User MName: test

Auth Password: test

Priuv Passuword: test

2. BeiBog undopmanium mo npoTokony Syslog
show syslog

TFortis PSW-1G4FH#show syslog
Syslog State: disable
Syslog Server: 0.0.0.0

3. BeiBoa nadopmaruu o HacTpoiike SNTP
show sntp
Fortis PSW-1G4F#show sntp
SNTP State: disable

SNTP Server: 0.0.0.0
urrent Time: PO:00:00
urrent Date:

4. BeiBog undopmaimu o Hactporike SMTP
show smtp
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Fortis PSW-1G4F#show smtp
State: disable
Server IP: 0.0.0.0
Server Name:

Server Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:

5. BeiBoa nabopmaruu o Hactpoiike TFTP
show tftp

TFortis PSW-1G4F#show tftp
TFTP State: Enable
TFTP Port: 69

6. BeiBoa nHbOpMaIu 0 HACTPOMKE CIHCKA COOBITHI
show events

Teleport-1#show events

Command: show events

Event List:

State Enable,Level 7
Inputs State Enable,Level 4
Outputs State Enable,Level 4

7. BeiBoa nonHo#M koHurypanuu . (BeiBoa ocyiiecTBiasieTcs B TOM XK€
BUJIE, UTO U MPU COXpaHeHUU (aiiyia KoHDUTypaLnn)
show config
HEUENT _LIST_ACCESS_T=[12]
Dry contact settings
HDRY _CONTO_STATE=[1]
HDRY _CONT1_STATE=[1]
HDRY _CONT1_LEVEL=[1]

HDRY_CONT2_STATE=[1]

HDRY_CONT2_LEVEL=[1]
QoS settings

PORT1_RATE_LIMIT_RX=[0
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8. Undopmariust 0 COCTOSIHUU BXO/I0B
show inputs

Command: show inputs
Input|state |lActive IDescription|Model|Remote Device, Portl|Inverse

Enable 123 192.168.0.1 - 9 Disable
Open Disable 123 pair 192.168.0.1 - 9 Disable
Open Enable pair 192.168.0.1 - 9 Disable

9. Uudopmarys 0 COCTOSTHUU BBIXO/IOB

show outputs

ommand: show outputs

Out |Current StatelState|Description|Mode|Remote Device

manual
Open Open shimp
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open pair

10. Uudopmariusi o HacTpoiike RS485
show rs485
: show rsi85
9600
Even
8
1
Translate

Remote devices:
192.168.0.1

11. Uudopmarus o HacTpoiike mporokona Modbus
show modbus

Command: show modbus

Modbus TCP State: Enable
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12. Nadopmariust o y1anéHHBIX YCTPOHCTBaX

Command: show teleport
IP address

192.168.0.1 Teleport-1

Description
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5.4.5 Oo6noBaenue 11O yepe3 TFTP

brnoku uaTerpanuu TFortis Teleport moanepxuBar0T 0OHOBIICHHE POIIUBKU Yepe3
Telnet, ncrionwsiyro Baemnuii TFTP cepsep.

Komanna na oonosnenue 110:
download firmware fromTFTP <IP><PATH>
rae <IP> - [P agpec TFTP cepsepa

<PATH> - nyTh A0 ¢aiina npoumBKu

Paccmotpum nporiiecc oOHOBIIeHUs 60Jee TOAPOOHO.

1. Bo-niepBrix HeoOxoaumo yoeauthes, uto TFTP cepBep 3amyiieH, 1 3aimyCTUTh €ro,

eciu He 3amyiieH. [Toq OC Windows 10cTaTouHO paciupocTpaHEHHBIM
npuioxkeHueM siusiercs nporpamma Tftpd32. U na npumepe Tftpd32 u Oynem
paccMaTpuBaTh MPOIECC OOHOBIICHUS.

JucTtpuOyTHB TOCTYTICH Ha calTe:

http://tftpd32.jounin.net/tftpd32.html

3anyckaem B pexxume TFTP-cepsepa

% Tftpd32 by Ph. Jounin Il:' | 3] &J
Current Directory Im Ll Browse !
Server interfaces I 192 168.0.104 LI Show Dir

Thp Server | Log viewer '
peer file start time | progress
4 e »
| About l Settings [ Help |

Kax Buaum TFTP-cepBep Oyaet gocryned no aapecy 192.168.0.104, a kopHeBas
nupekropus cepsepa D:\Pub

2. Ilomeniaem (aityi MPOIIMBKY B KOPHEBYIO JUPEKTOPHUIO CepBEpa
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— — ——
» KomneroTep * JflokanbHbId auck (D) » Pub » 1
buUMTE = AobaewnTe B BubanoTeky ~ OBWwmiA pocTyn ~ 3anwcy
- AL,
paHHoe Vima
{2y L pswupdate407-013-25122014.img
daBHue MecTa

3. Ha ctopone cepBepa y Hac Bc€ rOTOBO, MEPEXOAUM K HACTPOMKaM OJ10Ka
UHTErpaluu.
[To ymonuanuto npotokos TFTP Ha G10kax UHTErpalyy OTKIIIOYEH,
BKJIFOYAEM €0 KOMaHJOM:
config tftp state enable

Fortis PSW-1G4F#config tftp state enable

FTP confiqg: state Enable

[Topnepsxka mpoToKoJIa BKIOUUTCS. J[J1 TOro, 4TOOBI COXPAaHUTH B
DHEPrOHE3aBUCUMON MaMSITH 3Ty HACTPOUKY BBINIOJIHIEM KOMaH/y Save, HHaye [10cie

repes3arpy3Ku 3Ta HACTPOMKA HE COXPaHUTCSL.
Fortis PSW-1G4FH#save
Settings saved successfully

[Tposepsiem, uto Teleport «Buaut» TFTP cepBep. st 3TOro MOKHO MPOIMMHTOBATH
ping 192.168.0.104

TFortis PSW-1GY4FH#ping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data

TFortis PSW-1GHF#H

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq=2

Reply from 192.168.0.104 bytes=32 seq=3

Reply from 192.168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = @ (0 % loss)

4. IlepexoauM K OOHOBJICHHUIO.

Broaum komanny:

download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs mpouecc 3arpy3ku (aiiia BO BHyTPEHHIOIO [1aMsATh, a 3aTEM U IIPOLECC

OOHOBJICHUSI

Fortis PSW-1G4FHdownload firmware_fromTFTP 192.168.0.104 1/PSlupdated4B7?-013-251
22014 . img

Download file:1/PSWupdated4®7-013-25122014.1img

Fortis PSW-1G4F#

Downloading compleat.

pdating start, wait...

OAKMNIHeHWe K Y31y YTepAHo.
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[Tocne yero BU nepeitaér k ooHoBNeHUto [10 u mpepesarpy3uTcs, Npu 3TOM
Telnet coequnenue mpepBETCs.

[Ipotiecc o6HOBIIEHUS TUTCS O0KOoJI0 1 MuHYTHI. [locie yero Mo>kHO cCHOBa
noaKrounTCs yepes Telnet u mpoBepuTh, BEPCUIO MPOMIUBKHU, YOS TUBIIUCH, YTO

OOHOBJICHHE TIPOIILIO YCIICIITHO.
TFortis PSW-1G4FH show firmware
Firmware Uersion: PR.01.03

Bootloader Uersion: 01.00

5.4.6 Coxpanenue u 3arpy3ka KoHurypauuu u jora yepe3 TFTP

Teleport moanepKMBatOT BO3MOKHOCTh COXPAHEHUS TEKYLIUX HACTPOEK B (haii
KOH(UTypaluu, ero peAaKTUPOBaHUs, a TAK)KE BOCCTAHOBIIEHUSI HACTPOEK U3 (haiina.

5.4.6.1 Coxpanenue kongpuzypayuu

CoxpaneHnue KOHQUTypaluu npoucxoauT Ha yka3zanHbeiii TFTP cepsep
upload cfg toTFTP <IP><PATH>
rae <IP> - [P agpec TFTP cepsepa

<PATH> - ums u iyTh (paitia koHPUrypamuu

TFortis PSW-1G4F#upload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config.txt
TFortis PSW-1G4F#

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanoenenue konguzypayuu

Boccranosnenue koHpurypaiuu npoucxoaut ¢ ykazaaHoro TFTP cepsepa
download cfg_fromTFTP <IP> <PATH>
rae <IP> - I[P agpec TFTP cepsepa

<PATH> - nyTtb 110 Qaitna KoHPUrypauuu

Fortis PSW-1G4F#download cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psw_config. txt
Fortis PSW-1G4F#. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak koHUTypaius OyeT ycranoBieHna, bU nepesarpy3utcsi ¢ HOBBIMH
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HACTPOMKAMHU.

5.4.6.3 Coxpanenue cucmemnozo noza

B HEkoTOpBIX citydasx ObIBaeT HEOOXOIUMO COXPAHUTH JIOT PaOOTHI YCTPOMCTBA JIs
€ro MoCJieIyIOIIero aHaau3a.

upload log toTFTP <IP> <PATH>

rae <IP> - [P agpec TFTP cepsepa

<PATH> - nyTs A0 ¢aiina koHpUTryparuu

5.4.7 CoxpaHeHue HACTpPOEK

[Ipoucxoaut coxpaHeHUE HACTPOEK B IHEPTOHE3aBUCUMYIO MAMSITh.

Save
TFortis PSW-1G4F#save
Settings saved successfully

5.4.8 Ilepe3arpy3ka

[Tpoucxoaut nepe3arpyska 0710Ka HHTETpaIun
reboot

Fortis PSUW-1G4F#reboot
Rebooted. . ..
ohhect closed

Fortis PSW-1G4F#

OgKNio4YeHHe K Y3ny YTepsaHo.

5.4.9 Bbixoa u3 pexxumMa ynpaBJieHUsA

[Ipoucxoaut BIX0 U3 pexuma ynpasieHus Telnet
exit
Fortis PSW-1G4FHexit
Fortis PSW-1G4F#

OgKMNIoHeHHWe K Yy3ny YTepsaHo.
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5.4.10 InarnocTtuyeckue GyHKIUMN

5.4.10.1 Ymunuma Ping

[To3BOJISIET «IIPONIMHTOBATHY yAAJICHHBIN Y3€T
ping <IP>
rae <IP> - [P agpec y3na
B cnyuae ecnu y3en qocTyneH:
TFortis PSW-1G4F#ping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data

TFortis PSW-1G4F#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seqg=2
Reply from 192.168.0.104 bytes=32 seq=3
Reply from 192.168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104
Packets: Sent = 4 Received = 4, Lost =

Ecnu y3en HeqocTyneH:

TFortis PSW-1G4FHping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

0 (0 % loss)

TFortis PSW-1G4F#Ping statistics for 192.168.0.11

Packets: Sent = 4 Received = 0, Lost =

Y

100 % loss
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6 lnarHocTuUKa HeucrnpaBHOCTEMN

Tabmura 6. CiucoKk HEHCIIPAaBHOCTEH U MX JUATHOCTHUKA

[MposiBnenne BapuanTtsl pemienue npooJieMbl
npoodJeMbl

YerpoiictBo ne 1) s Teleport-1:

paboTtaer, HeT IIpoBepbTe HaIMUME HANPSKEHUS TATAHUS

uaaukanuu RUN 2) mns Teleport-2
IIpoBepsTe noaknouenue k POE kommyTtaropy, npoBepbTe
unaukarop PoE Ecnu nunaukatop He roput, yoeaurech, uto PoE
KOMMYTaTOp MOKET oOecrieunBaTh nuTanue no cranaapry IEEE
802.1af mo BapuanTy A (1o napam ¢ naHHbiMu: 1-2, 3-6)

Ommbku B JIJis TMarHOCTUKYU OTKpOMTE B web-uHTepdeiice BKIaaAKy
TPaHCIISIUN Statistics->Main Statistics
RS-485 RS-485

RX cnt | 1634

TX cnt | 1634

Remote Devices
Name Type IP Address | RX mngmt frames | TX mngmt frames
1 | onucanue | Teleport-2 | 192.168.0.2 | 1634 1634

1) mpoBeputh, uTo Ha uHTEpPeiic RS-485 noctynaroT naHHbIE:
nosie RX ent (4ucio npuHSTHIX TAKETOB HA UHTEp(deiice)
JOJKHO YBEITMYMBATHCS MIPU aKTUBHOCTU HA UHTEpeElice.
Ecnu nose He MeHsIeTCsl, MPOBEPUTH HACTPOUKHU rmopTa RS-485,
bu3nuecKoe MOAKIIOYEHUE K MOPTY.

2) Ilona RX mngmt frames u TX mngmt frames — 5To
CYETYMKU MIPUHATHIX U OTIPABICHHBIX ynpasisromux UDP
nakeToB. Eciu HacTpoeHa TpaHcisius Toiabko RS-485, o
cuétunku RX mngmt frames u TX Cnt 10/DKHBI COBITAIaTh.
Cuéruukn TX mngmt frames u RX Cnt 101kHBI COBIAAATH.
3naueHuss RX mngmt frames u TX mngmt frames, RX cnt n
TX ent MoryT coBnajath B TOM Clly4yae, KOT/la YCTPOUCTBO,
MOJKJIFOYEHHOE B JJOKAJIbHBIN TOPT RS-485 oTrBeuaer Ha Bce
3aIpocChl € YAAIEHHOTO nopra. B ciayyae, Korja UCIoiab3yercs
aapecHsIi mpoToko, Hanpumep Opuon, Modbus RTU,
JIOKJIbHOE YCTPOMCTBO MOXKET OTBEYATh TOJIBKO Ha 3aIpOChl CO
CBOMM ajipecoM, nodromy 3HadeHue nois TX ent MoxeT ObITh
6oxabiie, ueMm RX cnt.
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3) Ansa nposepku cBa3u 1o Ethernet mexty n1Bymst yctpoiicTBamu
HYXHO cpaBHUBaTh cU€TunKr RX mngmt frames u TX mngmt
frames.

Ecnu cuétunk RX mngmt frames ogHoro ycrtporictBa paBeH TX
mngmt frames apyroro u Ha060POT, TO CUUTAEM, UYTO ITPOOIIEM B
muausix Ethernet Her.

Ommobku B
TPaHCIISIIIUN
RS-485:
MIPEBBIIICHUE
TalMayTa oIrnpoca

(CBs13b OUH-K-
OJIHOMY)

B pexume tpancnsinuu RS-485 — Ethernet nensz0exHo
BO3HHUKAIOT 3aIEP>KKH IIPU NIepeade JaHHbIX. 11 KOppeKTHOM
paboThI BCEH CUCTEMBI HYKHO MPABUIILHO PACCUUTATh 3aJIEPIKKU
Y HACTPOUTH TaliMayThl.

Ecnu 3apepxku npu nepenayde Oy yT OoJbIie, 4em
YCTaHOBJICHHBIN TaliMayT HAa OTBET, TO ATO MPUBEAET MO0 K
YaCTUYHOMY, JIUOO K MOJTHOMY OTOpPAChIBAHMIO MTAKETOB, U KaK
CJIEICTBUE K HEPAOOTOCIIOCOOHOCTH CUCTEMBI.

Pacuér 3anepkex npou3BOAUTCSA I 2-X CIy4acB

1. Tpancnsuus uepes nsa bU Teleport.
t=30000/baudrate +1

t — 3a7ep)KKa B MIJIIMCEKYHIAaX
baudrate — ckopocTs nopra

2. Tpancmauus yepe3 onun bU Teleport u nporpammy TFortis

Administrator.
t=15000/baudrate +1

t — 3a7epKKa B MAJIIMCEKYHIAaX
baudrate — ckopocts nopra

B nmro0om cityyae He00X0IMMO TaiiMayT OTBETa yCTaHABINBATh

0oJbIIIe, YeM pacuéTHas 3a/IepiKKa:
T=2%t+6

T — TalimayT
t — 3az1epaKKa IIpU 1epeaye B OJJHYy CTOPOHY
6 - HEKOTOPBIN 3amac
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Ounbku B Ecnu B cBsi3ke ycTpoiicTB, ucnonb3yromux RS-485 6onee 2-x
TPaHCISALUU YCTPOMCTB, T. €. CHCTEMA IMOCTPOEHA IO TOMOJIOTHH «3BE3/1a», TO
RS-485: B 9TOM CJIy4dae pacuéT BeAETCs O clieayrolieit hopmyiie:
MIPEBBIIIICHUE

TaiiMayTa ompoca t=(15000/baudrate+1)*(N—1)
t— 3aJICPIKKa B MIJIMCCKYHIAX

(CBs13b OI1H- baudrate — ckopocTh nopTa
MHOTHE) N — gncno ycrpoiicTs
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7 NapaHTn nsrotosuTens

["apaHTHITHBIN CPOK SKCIUTyaTAIlMU YCTPOUCTBA - 36 MECSIIEB C AaThl NPOAAXHU. B
rapaHTuiiHOe 0OCTYyKUBAHUE U PEMOHT NPUHUMAETCSI YCTPOMCTBO B MOJTHOU
KOMIUIEKTHOCTH.

I"apaHTHUIHBIA PEMOHT HE IPOU3BOAUTCS B CICAYIOLIUX CIy4YasiX:

€CJIM TapaHTUMHBIN CPOK YIKE UCTEK;

MIPY OTCYTCTBUHU MApPKUPOBKH C 3aBOJCKMM HOMEPOM Ha KOPIYCE U3ACIUS, a
TaK)Ke, €CJIM 3aBOJICKON HOMep ObLJI U3MEHEH, yAaJIeH WK Hepa300puuB;

IPY HAJIMYUU BHEITHUX U BHYTPEHHUX MEXaHUYECKUX MOBPEXKICHUN (CKOJIBI,
TPEUIUHBI, 1ePopmaliusi, MOBPEKICHUE IIHYPOB MUTAHUS, PA3JIOMbI WU
TPEUIUHBI pa3bEMOB), CIE0B BO3ICUCTBUS XUMHUYECKUX BEILIECTB,
arpecCUBHBIX CPE, )KUIKOCTEM, CUIIbHBIX 3arpsI3HEHUN, a TAK)KE IPU HATTMYUH
HACEKOMBIX WJIU CIIEJIOB WX MPEObIBAHUS;

U3-32 HECOOTIOJICHUS TIPABUIT MOJKITIOUEHHUS U DKCILTyaTally, a TaK e
HECOOTBETCTBUS IAPAMETPOB JIEKTPOIIUTAHUS YCTAHOBICHHBIX PYKOBOACTBOM
10 DKCIUTyaTalllH;

BCIIeZICTBUE (hOPC-MAKOPHBIX OOCTOATENBCTB, ACHCTBUM TPETHUX JIUIL U
JPYTUX MPUYUH, HE3ABUCALLUX OT U3TOTOBUTENS.
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8 TexHn4yeckasa nogaepxka

TexHudeckas moajiepKKa mo NpoeKTUPOBAHUIO CUCTEM, BOIIpOCcCaM
AKCIUTyaTalli ¥ HAaCTPOUKU 00OpYOBAHUS OKA3bIBACTCSI:
* 1o tenedony (Bpems miis 3B0HKOB 8-00 — 16-00 o MOCKOBCKOMY BPEMEHH)
8 800 100 112 8
+7 (342) 260 20 30
* 1o e-mail:
suvorov(@fort-telecom.ru
support@fort-telecom.ru
* yepe3s cepuc Help-Desk
http://support.fort-telecom.ru/
* yepes GpopyM:
http://www.tfortis.ru/forum/

Bces TexHrM4eckast JOKyMEHTaIMs TOCTYIHA Ha CalTe:
http://www.tfortis.ru/support/documentaciya/

Ecnu y Bac ectp mosxenanus o 10pab0OTKe, a MOKET ObITh U UJIEU 1O
CO3/IaHUIO HOBBIX YCTPOWCTB, BBl MOXKeTe OTIIPaBUTH HaM 3ampocC
http://www.tfortis.ru/contacty/contactinfo/obratnaya svyaz/
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