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YcnoBHble 0003Ha4vYeHus

B n1aHHOM pyKOBOJCTBE MPHUHATHI CIAEAYIOIINE 0003HAUECHHUS:

Oo0o3HaueHue

Y10 o3HaUaECT

3nak «OOpaTuTe BHUMAaHUE.

Basic Settings — Network
Settings

[Tpu onucanuu HacTpoiiku yepe3 Web-unrepdeiic,
KYPCHUBOM YKa3bIBAETCS MTyTh K Web-CTpaHHUIIe

DEFAULT

[Tomy»&upHbIM HIPUPTOB BHIIEIAETCS KAKON-THO0
3HAUYalU{ apaMmeTp, 3HaUCHHEe, Ha3BaHUE KHOMKU U
T.J.

#IPADDRESS=[192.168.0.1]

Mpudrom Courier New BBIIEISAIOTCS MTapaMeTphl B
daiine HacTpoek

<VALUE>

VYrioBbie CKOOKU 3aMEHSIIOTCS Ha 3HAYEHUE
IIEPEMEHHON B KOHCOJIbHOM KOMaHE

config syslog state <STATE>

KoHcospHas KOMaHa BBIIEIAETCS Oy KUPHBIM
KYPCHUBOM

config syslog state enable

Pe3ynbTat BBINOJIHEHNS KOHCOJIbHON KOMAH/IbI
BBIJICIISIETCS. KyPCUBOM

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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1 BBeaeHue

B n1aHHOM pYKOBOACTBE [1aHO OINHCAHUE IMPOLECCA HACTPOMKU U
aIMUHUCTPUPOBAHUS yIIpaBisieMbix KoMMyTaTopoB cepurt TForis PSW u SWU. [Ins
MHOT'MX POTOKOJIOB HACTPOIKA MPUBOJIUTCS HA KOHKPETHOM MPHUMEDE.

C TOYKM 3peHHs camMoro Impoliecca HACTPOWKH, BCE KOMMYTATOPBI CXOXKHU
MEXIy CO00Oi, B CBSI3M C J3THUM B JaHHOM pPYKOBOJICTBE B KadecTBe 0a30BOTrO
ycTpoiicTBa Oyaem paccMaTpuBarh ynpasisieMblii kKoMMmyTatop PSW-2G4F. Otnuuus
OT IPyTHX KOMMYTaTOPOB cepur OYyT yYKa3aHbl OTAECIBHO.

Hactpoiika paccmotpena Ha npumepe Web-untepdeiica u telnet.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 5
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2 XapakTepucTHKM KOMMYTATOPOB

Kommytaropsr TFortis PSW npencrasistoT coOoi BcenoroaHbie
ympasiisiemblie TpombinuieHHbIe Ethernet-kommyTaTopsl ¢ PoE (v PoE+)
st cucteM [P-BuieoHA0MIOACHUS.

Kommyrtaropsr TFortis SWU — ynpasnsiembie Ethernet-
KOMMYTATOpPBI JIJIsI MOHTa)ka B CTOMKY 19 1U.

HHopnep:xxuBaemble GyHKIMU U MIPOTOKOJIBI:
* Bcrpoennsiit Web-untepdeiic
* Telnet
e SNMP vl, v3
* KOHTPOJIb 3aBUCAHUsI BUIEOKaMep
* MpeaBapUTENIbHBIN MOJIOIPEB TEPMOKOKYXOB
* KaOenbHBIN TecTep
* npotokodsl pesepupoBanus STP(IEEE 802.1d), RSTP(IEEE 802.1w)
* Port Based VLAN
» Static VLAN (IEEE 802.1q)
* Flow Control (IEEE 802.3x)
*  Quality of Service (802.1p) (CoS, ToS(DSCP) )
* ymnpasieHue myibTukactoM IGMP Snooping v2
* SNTP
* SMTP
* Syslog
* CHCTEMHBIN XypHaI
* DNS
* ypaanéHHbii Ping
* CHCTEeMa HaCTPOUWKHU COOBITUH MH(OPMHUPOBAHHUS
* o6Onosnenue [10 uepe3z TFTP
* ¢uubtpanus Ha 6aze MAC anpeca

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 6
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3 CBeToBas nHankauus

KommyTtatopsr TForis PSW umeroT 2 ¢cBeTOIMOIHBIX HHANKATOPA,
MOKA3bIBAOIINX PEKUM PaObOTHI MpoIeccopa KOMMYTAaTopa. ITO HHIUKATOPHI
DEFAULT u CPU. (puc. 1.1, ta6n. 1.1) (Onucanue u Ha3HaYeHUE APYTHUX
CBETOJIMOIHBIX MHAUKATOPOB CM. B PYKOBOACTBE MO PKCILTyaTaluu B pasuaeine 2.7 -
DOneMeHThl KOHPUTYPUPOBAHKS I KOHTPOJIS).

Puc.1.1. Unnukaropet DEFAULT u CPU — kommyTtaTopsl PSW

KOMMYTATOP SWU-16

Puc.1.2. Ungukaropet DEFAULT u CPU — kommyTtaTopsr SWU

Tabmuna 1.1 Haznauenne HHIUKATOPOB

Cocrosinue nnaukaropa CocTosiHue yCTPOiicTBA

Nunuxatop CPU muraer HopmanbHas paboTa ycTpoicTBa
penko (1 ')
Nugukarop DEFAULT  VYcTpoiicTBO B HECKOH(UTYpUPOBAHHOM COCTOSIHUM,

TOPUT COCTOSIHMSL C 3aBOJICKUMU YCTaHOBKAMMU.

Nunukatop CPU Muraer WHIWKAIMS 3aBUCAHUS KaMephl (TUOO HET JIMHKA Ha

gacto (10 I'm) MOPTY C BUACOKaMEpou, 100 KaMepa He OTBEUaeT Ha
Ping), a Tak:xe MHIUKAIMS AKTUBHOTO COCTOSIHHSI CYXUX
KOHTaKTOB.

Nunukatopsr CPU u JlnarHocTupoBaHa HEMCIIPABHOCTH HA alapaTHOM WJIA

Default murarot nmporpaMmmMHOM ypoBHe. OOpaTUTECh B CIYKOY

CUHXPOHHO TEXHUYECKOW MOJCPIKKH.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 7
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4 KHonKu cbpoca HacTpoeK u nepesarpysKku

KommyTtatopsr TFortis PSW uMerot 2 anmapaTHbie KHOIIKH 171 cOpoca
HACTPOEK Ha 3aBOJCKHE YCTAHOBKH W JJIs Mepe3arpy3ku. PacnoioxkeHnrne KHOMOK
npeacTaBiIeHo Ha puc. 1.1.

» Jlna nmepe3arpy3ku KOMMyTaToOpa KpaTKOBpeMeHHO HaxkmuTe Ha kHonKy CPU.
* Jlns cOpoca HaCTpOEK Ha 3aBOJICKME YCTAHOBKH HAKMUTE U yACPKUBANUTE

kHonKy DEFAULT oxkoso 30 cekyna. [Ipu 3ToM OJKEH 3aropeThbCst
naaukatop DEFAULT.

KommyTtaTtopsr TFortis SWU umeror onny annaparayto kHonky RESET.
e Jlna nepesarpy3ku kommyraropa Haxmute KHONIKY RESET Ha 3-5 cekynn.
* Jlns copoca Hactpoek HaxkmuTe KHONIKY RESET na 30 cexynn.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 8
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5 YnpaBneHue KOMMyTaTopom

5.1 UlHmepgbelicbl ynpassieHusi

KommyTtatopel PSW 1 SWU uMEIOT HECKOJIBKO BAPUAHTOB yAAIEHHOTO
ynpasienusi: WEB-untepdeiic, Telnet, SNMP. Takske 10cTynHO yIipaBieHHE yepes
nokanbHy0 USB KoHCOB.

WEB-untepdeiic coaepxut Hanbosiee MmoIHbINH HAO0Op KOHTPOIUPYEMBIX
napaMeTpoB, CHAOXKEHHBIX TIOJIPOOHBIMU PA3bSICHEHUSIMH U KPATKOU CIIpaBKoii. B
KOMMYTAaTopax HHTepQeic mpeAcTaBieH Ha PyCCKOM U aHTIIMICKOM S3BIKAX.
[TonaxmroueHne K KOMMYTaTOPy BO3MOXHO IMpuU noMouiu oosiaHoro Web-0paysepa.

Telnet npencrasnsieT coO0l albTepHATUBHYIO POPMY KOH(PUTYPUPOBAHUS
YCTPOMCTBA MOCPEICTBOM KOHCOJIBHOTO MPUII0KeHUs Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYnpasnenune nocpenctBom SNMP Ha JaHHBI MOMEHT peajJu30BaHoO B
TECTOBOM BapHaHTE, U HE BCE KOMaH/Ibl MOJACPKUBAIOTCS B TTOJIHOM 00BEME.
Pexomennyercs ucnonb3oBate SNMP 1711 MOHUTOPUHTA, a HE 171 YIIPABJICHUS.

VYnpasnenue uepe3 USB KOoHCOIb UMEET Takoi->ke KOHCOIBHBINA HHTEpEHC,
yto 1 unTepdeiic Telnet.

5.2 Ymo HyXHO 3Hamb rneped NOoOKIIr0oYeHUeM

Ooparure BHUMaHue!
KommyTtaTtopsr TFortis PSW umeror Bcrpoennsiii POE unxexrop Ha nmoprax Fast
Ethernet. D10 03Hauaer, 4YTO Ha JaHHBIE MOPTHI MOXKET MMOAABATHCS HAIIPSKEHUE
nopsinka 48~55 B.
ITepen noaxmouenuem [P kamep yoenurecs B COOTBETCTBUU
XapaKTEpPUCTHUK KaMepsrl U mopta PSW.

Ilepen NOAKIIOUYEHUEM CETEBBIX YCTPOMCTB, HE MOIAEPKUBAIOIIUX
nutanue o PoE (manpumep kommnbroTepa, HoyTOyKa) B opt Fast Ethernet,
orkimounte PoE Ha aToMm mopTy, cHsB nepembruku. [lonpoOHee mpo amnmapaTHyrO
HacTpoiiKy PoE unraiite B «PykoBOACTBE 1O 3KCIUTyaTaluuu, pas3aei 2.3»

Ooparure BHUMaHue!
DOneMeHThl OJOKOB NMHUTAHMS HAXOMASTCS TOJ BHICOKMM HANpsKEHHUEM.
Kareropuuecku 3anpeiaercsa KacaTbCsi TOKONPOBOJSIIUX 3JIEMEHTOB
0JIOKOB MUTAHUS [0 HAMPSXKEHUEM.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 9
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5.3 Ynpaenernue yepe3z WEB-uHmepgelc

5.3.1 NepBoOe nogknYeHUe K KOMMyTaToOpy

[Ipu mepBOM BKIIIOUEHHH, KOMMYTAaTOP UMEET CIAEAYIOLIUE HACTPOMKH 110

YMOJYAHUIO:
IP anpec: 192.168.0.1
Macka mojceTu: 255.255.255.0
Jlorun/ITaposipb HE 3aJ1aHbI
Vopasnsawoumiit VLAN 1
DHCP xmuent BBIKJTIOUEH
STP BBIKJIIOUCH
Telnet BKJIIOUCH
SNMP BBIKJIIOUEH

Hepe,u IIOJKJIIFOYCHUEM Y6GI[I/ITGCB, 4YTO CCTCBaA KapTa KOMIIBIOTCpAa HAXOIUTCA

B TO K€ mojiceTH, 4To U KommyTaTop (192.168.0.%).

3amycture Web-0paysep u B aapecHoi cTpoke BBeaute [P anpec

kommyTtatopa.(puc 5.3.1.1)

a- || & hupy/19216801 2 ~ B G X

F=

=

Fort-Telecom PSW... 7

Puc. 5.3.1.1. TNogknioveHne K KoMMyTaTopy
ITocne MOAKIKOYCHM A, Mbl JOJDKHBI IIOIMACTh HA I''TABHYIO CTPAHUILY web-

unreppeiica.(puc 5.3.1.2)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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v Basic Settings

Main Main (T1aBHas CTpaHmNa)

T'NaBas CTPASIA COARPAIT CROAYIO HEOpMAIITO
v Ports =
Serial number 0 .

Device name - Fassasie yCTpoiicTEa
« Device location - MeCTOpacTIOIIOKeRHe YCTPOCTEL
e ——— c0ot01 (i) Jocnne s

oprassam

Bootloader yersiod 01.00 + Serial number - ceppilnsiii HOMSp YOTPORCTEL

+ Firmware version - epciis IpOrpayMEOro OGecTeueHis

Mac CO:11:A6:04:00:02 « Bootloader version - pepcis sarpy3uxa

e + MAC - Gusmecki axpec yeTpoficTsa
= RO E « IP - cetesoit anpec yetpoiictsa
= « Mask - xacka nozcern
Mask 2552552550 Edi 1 Gatervay - coreaon tipes
o e s + DN - ceresoit anpec DNSAP5

System Up Time 0d. 01h. 38m, 37s. «+ DHCP - pesxans paGoTs DHEP: crajiiecki atpec mm
DHCP somet.
« System Up Time - AOIIKHTEITbE 6OT!

STP/RSTP RSTP 2 L B H

KOMMYTATOPa C MOMEHTa B
« Time, Date - 5peyst i 2ar:
: (Refresn s .
o UPS - samrne Mozyns GecnepeGolHOro mirass.
« Battery voltage - sanpsxerne 5a AKB Moayns

GecriepeGoitiioro miTasmst (0TbKO Ha yCTpOFCTEAX C
nomzepKoit GecnepeGoiiEoro mTas)

+ Povwer source - ncrowrik mras: AKB mi ceTesoe

ems
raegife 10 MpoToKOTy

v Update/Backup e (ronsKo Ha y c
GecnepeGoitzoro mmasis)
v Reboot/Defauit « Estimated battery time - oneousoe spens paGoTs!

yeTpoficTsa nocre nepeKmov e sa mTase ot AKB (ToTbKo

¥ c ‘mrTasms)
« STP/RSTP - npoToKons! pesepeuposasis: STP wm RSTP
o VLAN - cmicok axrusssx VLAN A
« QoS - axTHBHOCTS Mexaru3Ma Quality of Service

+ IGMP Snooping - MOIIeAKa MEXaHIIMA YIPABTEHIT
TPYImANI MHOTOAZpECHOf PACCHUIKIL

« Comfort Start - WaBEsi CTapT Kaep

« Auto Restart - a5ToMaTINeCKas [I2De3arpy3Ka SABHCII
saaeD

) ||ﬁ

= « SVSI00 - OTINARKA COODTITARH O CODNTHAX 10 MOTOKONY

Puc. 5.3.1.2. Web-unrepdeiic

Web-unrepderic MoKHO pa3ienuTh Ha 4 30HBI - (ppeliMa, Kak OKa3aHo Ha
pucyske 5.3.1.2:

1 - OOKOBOE MEHI0, YEPE3 HEr0 OCYIIECTBISAETCS AOCTYII K Pa3IMuHbIM
rpynmnaM HaCTpOMKHU

2 - OCHOBHOM (ppeiiM, coepKaIIH TPYIITY HACTPOEK

3 - cripaBKa 1o JaHHBIM HACTpOMKaM

4 - manka ¢ coctosgHueM JinHKa 1 POE Ha moprax (aBTOMaTH4ecKH
oOHoBysieTCs Kaxkaple 10 cexyHm)

IIpumeyanue: npu 3aBOACKMX HACTPOMKAX JIOTHMH U MapoJib JUJIs AOCTyNa K web-
UHTEp(Qeicy He YCTaHOBJIEH, B MOCIEAYIOIIEM PEKOMEHYETCSI OTPAHUYUTh JOCTYII,
YCTaHOBUB JIOTHH U 1Mapoiib. [Ipu 3TOM Kaxka0€ nocieayomue NoaAKII0YeHHe K
KOMMYTaTOpy OyAET COMPOBOXKIATHCS CTAHAAPTHBIM JUATIOTOBBIM OKHOM
ayTEHTU(UKALINH.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 11
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5.3.2 CeTeBble HAaCTPOMKHU

Basic Settings — Network Settings
B nmanHowm paszerne yka3pIBarOTCSl OCHOBHBIC CETEBBIE HACTPOHKH KOMMYTATOpA.

MAC: co 11 A6 04 00 02
IP: 192 168 0 2

Mask 255 255 255 O

Gateway 255 255 255 255

DNS 255 265 285 280

DHCP Mode Disable ~

Puc. 5.3.2.1 CereBble HaCTpOUKH

MAC - ®usndeckuil aipec yCTporCcTBa UCTIONB3YETCs ISl UACHTU(DUKALIUU
yCTpoiicTBa B ceTH. bes kpaiiHelr He0OX0IUMOCTH, HE peKoMeH1yeM MeHsITh MAC
aZipec, MOCKOJIbKY OH FapaHTUPOBAHO 00ECIEUNBACT YHUKAIBHOCTh KOMMYTATOPA.
[Tocneanue 2 Gaiita 3aBojickoro MAC aapeca COCTaBISIOT CEPUIHBIN HOMED
ycTpoiicta. 3aBoackoii MAC aapec HaHECEH Ha HaKJIEWKE U pa3MEIlEH Ha KOPITyce
Y Ha NIEYaTHOM IJIaTe KOMMYTaTopa.

IP - CereBoii aapec yctporictsa. [Ipu paboTe B mpenenax oqHOM MOACETH
HE00X0MMO 00€CTIeUnTh YHUKAIBHOCTh CETEBOTO ajpeca.

Mask - Macka nmoaceru

Gateway - CeteBoil aapec nuo3a. Eciu 1103 He UCTONb3yeTCs, TO OCTaBbTE
3HAYEHUE N0 YMOJMYaHUI0: 255.255.255.255

DNS - CereBoii agpec DNS pecongepa. Mcrionb3yeTcs B HEKOTOPBIX
GyHKUMAX A1 peoOpa3oBaHUsi CUMBOJIBHOIO KMEHH XOCTa B €r0 CETEBOM ajipec.
Ecnu He ucnonb3yercs, TO OCTaBbTE 3HAUYCHHUE MO YMOTYAHUIO: 255.255.255.255

DHCP Mode - Bri60p pexxuma padoTsl ¢ mpotokojgom DHCP:

1. Disable - DHCP otkitoueH. KomMyTaTop UCTIONIB3yeT CTAaTUYECKUE CETEBbIE
Hactpouiku. (IP, Mask, Gateway u np.)

2. Client - Bxmouene pexxuma DHCP knuenta. KommyTtatop momydaeT
CETeBbI€ HACTPOMKHN aBTOMAaTHUYECKH ITyTEM LIMPOKOBearenbHoro 3amnpoca k DHCP

cepBepy.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 12
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5.3.3 HacTpouka y4e€THbIX 3anuceun nonb3oBartenen

Basic Settings — User Accounts

B nmannOM pasgene conepxarcs HACTPOWKHM YUYETHBIX 3alIMCEN ITOJIb30BaTENEH.

User list
User Name | Password | Access Right

1 Admin Edit

[

| Add New User |

Puc. 5.3.3.1 Cnucoxk nosib3oBaresneit
[To ymMoIUaHHIO €MUHCTBEHHON YUYETHOW 3alIUChIO SIBJIIETCS yUYETHAS 3aMHUCh
aIMUHUCTPATOPA C HEYCTAaHOBJIEHHBIMU UMEHEM I0JIb30BATEINS U napods. T.e.
noctyn k WEB- untepdeiicy u Telnet mpoucxonut 6e3 ayTeHTUDUKAIIIH.

JInst orpaHUYEeHUs 1OCTYyIAa 0053aTENIbHO CIIEYET CO3/1aTh KAK MUHUMYM
OJTHOTO TI0JIb30BaTess ¢ nmpaBamu Admin. U, mpu HE0OXOIMMOCTH OJTHOTO WITH
HECKOJIBKUX ToJIb30Barenei ¢ npaBamu User.

Paznenenue mpaB qocTyna ocyiecTBisieTcs: BbioopoM mosst Access Right

Add/Edit user

User Name
New Password EI
Password Confirm III

Access Right Admin

User

| Apply || cancel |

Puc. 5.3.3.2 HacTpoiiku uMEHM MOJIb30BaTENS U Ao
[Tonp3oBarens ¢ mpaBamMu Admin UMEET MaKCUMaJIbHbIC TOJTHOMOYHS.
ITonp3oBarens ¢ mpaBamu User uMeeT OrpaHMYEHHBIE TOJTHOMOYHSI, HE MOXKET
U3MEHSATHh HACTPOWKHU, UMEET JOCTYN K CTATUCTHUKE KOMMYTAaTOpa U
nuarHoctuyeckuM uncrpymentam (Ping, Virtual Cable Tester).

[Tocne mpumeHeHus nmapamMeTpoB, €CIIU BCE MPOIUIO YCIEIIHO, 0TOOpa3UTCs
coobmienue "Parameters accepted" v moTpeOyeTcsi MPONUTH aBTOPU3AITUIO, BBEIS
JIOTUH | T1apOJIb.

[Tpu coobmennn 06 ommoOKe, MOMPoOyHTe BBECTH JIaHHBIE €IIIe Pas.

IIpumeuanue 1: J[aHHbIE MO ABIAIOTCS 00s3aTEIbHBIMU TSI 3IIOJIHEHHUS.
MaxkcuManbHast giuHa - 20 cMMBOJIOB. S3BIK BBOJA - AaHTJIMMCKHUM.

Ipumeuanmue 2: Ilons perucTpo3aBUCUMBIE, T.€. €CTh pazHula Mexay "Admin" u
"admin".

Ipumeuanmne 3: [TonnepxxuBaercs 10 4 yYETHBIX 3alUCEH.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 13
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5.3.4 OnucaHue yctpomucTBa

Basic Settings — Device Description

Device Name
Device Location

Service Company

Puc. 5.3.4.1 Onncanne yctporictsa

Device Name - Ha3zanue yctpolicTsa

Device Location - Pacrionoxenue yctpoiicTBa

Service Company - KonTakTHast H”HQopMaLus 00CITyKUBAIOIIEH KOMIaHUHU WA
OTBETCTBEHHOTO JIMIIA

JlaHHbI€ MO ABJISAIOTCS HEOOS3aTENbHBIMU JJIS 3aII0JTHEHUS U CITYKaT JIMIb
JUISl YIIPOLLEHUs UAECHTU(UKAIIMY KOMMYyTaTopa. MakcuManbHas JUIMHA 3anucel - 64
CHUMBOJIA IIPY UCIIOJIB30BAaHUM aHIJINKCKOTO SI3bIKa U 32 CUMBOJIA IPH
UCIIOJIb30BAHUU PYCCKOTO.

5.3.5 HacTpouka Telnet

Basic Settings — Telnet
Telnet Settings

State
Option Echo

TEFTP Settings

State
Por

Puc. 5.3.5.1. Bxnrouenune Telnet u TFTP

Telnet - npoToko 715 peanu3aiuy yaanéHHOro YIIPaBiIeHUs CETEBbIM
o0opyoBaHueM, OCHOBaHHBIN Ha mipoTokosie TCP nopr 23.

[To ymommuanuto Telnet BKiIrOUeH, 110 KETaHUIO €70 MOKHO OTKJITFOUYHUTb.
Jlorun u mapois 11 goctyna kK Telnet Takue ke, 4TO UCIIONB3YIOTCS ISl IOCTYyIIa K
web-unTepdeiicy.

Option Echo — ormms nporokona Telnet, o ymordanuio Omiys BKIIOYCHA.
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KpoMe Toro B KOMMyTaTope CyIeCTBYET BO3MOKHOCTD IIPOU3BOAUTH
OOHOBJIEHHE NPOIIMBKY KOMMYyTaTopa uepe3 Telnet, mpu 3TOM KOMMYTaToOp
ucrnosp3yet nmporokos TEFTP.

ITockonbky nporokon TFTP He siBnsercs 3alUIEHHBIM, TO OH 110 YMOJIYaHUIO
BBIKITFOUEH. [Ipr HEOOXOMMOCTH MOKHO BKJIFOUUTH, @ TAKXKE U3MEHHUTD
cranaaptHbeiii UDP nopr (69) Ha npyroi.

bonee noapoOHo koHpurypupoBanue npu nomouu Telnet paccmoTpeHo B
pazgene 5.4.

5.3.6 Hactpomnka SNTP

Basic Settings — SNTP
State

Server IP address ‘192 |1BB |D |81 ‘

Server Name ‘ |

Time Zone
Period

Puc. 5.3.6.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoTokos1, ¢ TOMOIIbIO KOTOPOTO
KOMMYTaTOp CHHXPOHU3HPYET CBOM BHYTPEHHHE Yachl C BHEIITHUM CEPBEPOM
TOYHOT'O BPEMEHH.

KoMmmyTaTop HE COAEPKUT BCTPOEHHBIX YACOB PEAJIbHOIO BPEMEHU, TIOATOMY
JUTSI TIOJTYYEHUsI CBEJICHUN O TEKYIIIeM BPEMEHH HEOOXOMMO UCTIOIb30BaTh
npotokos SNTP. [Ipumenenue nporokosia SNTP He siBiasieTcs 00s3aTeIbHBIM,
OCHOBHBIC (DYHKIIMM KOMMYTaTOpa HUKaK He cBsi3anbl ¢ SNTP. Oxgnako, mis
YIPOIICHUS! aAMUHUCTPUPOBAHUSI KOMMYTATOP MOAACPKUBAET 3aMUCh KypHAJIa
COOBITHI B «YEPHBIN ALIMK», OTIPABKY syslog- u e-mail- cooOueHuit o coobITUAX
aMUHUCTpATOPY ceTH. 1 B 3TU cooOlieHus:, npu BKIIOUEHHOM IIpoTokojie SNTP,
N00ABJISIETCS ITAMIT BPEMEHHU, YTO B CBOIO OYEPEAb MOXKET TOMOUYb aIMUHUCTPATOPY
pu 00CITyKUBAaHUU CETH.

ITapaMeTpbl HACTPOUKU:
State — cocTosiHuE
Server IP address - IP anpec SNTP cepgepa
Server Name — nomenHoe umst SNTP cepsepa. Eciiu 3agan [P agpec cepsepa
Y JJOMEHHOE UMs OJJHOBPEMEHHO, TO TpruoputeT otnaércs [P agpecy
Time Zone - yacoBoii nosc (orkiaonenue ot UTC)
Period - nepnosa BpeMeHH CHHXPOHHU3ALUU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyAUTENbHAS] CHAHXPOHHU3ALMS BPEMEHH (U1 IPOBEPKHU
HACTPOEK)
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5.3.7 HacTpouka asblika web-uHtepcenca

Basic Settings — Language

Language | English -

E h

Puc. 5.3.7.1. BeiGop s3bika

KommyTaTop nMeeT BO3MOXKHOCTB BbIOOpa si3bika i1 Web-unrtepdeiica.
[TonnepxxuBaercs 2 A3bIKa: pyCCKU ¥ aHTIMCKUl. [1o yMOI4aHuIO yCTaHOBIIEH
AHTJIMICKHM SI3BIK, OJJHAKO €r0 MOKHO IIOMEHSTh Ha PYCCKHI, HO MIPU 3TOM HY>KHO
yoeuThCs 4TOOBI HEe ObLIO MTPOOJIEM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrepdeiice kommyTtaropa ucnonb3yercs kogupoka UTF-8.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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5.3.8 HacTpouka nopToB

Ports — Port Settings

Port | State Speed/Duplex | Flow Control | PoE SFP Link Mode
1 |Enable V| |Aut|:| V| |Disable V| |r’-‘-.L|tD V|

2 |Enable V|| [Auto v| | |Disable v| ||Auto V|

3 |Enable V|| |Auto v| | |Disable v| | |Auto V|

4 |Enable /|| |Auto v| | |Disable v| | |Auto V|

5 Enable V| ||1000M/Full V|| |Disable v|

6 Enable V| ||1000M/Full V|| [Disable V|

Puc. 5.3.8.1. Hactpoiika noptos

JlocTynHBI clleyIoIIKe mapaMeTpsl mopTa:

1. State - CocrosiHue nopta. I1opT MOKHO IPUHYAUTENBHO BBIKIIIOUHUTH, €CIIH OH
He ucnoibizyercs. [Ipu 3ToM uepes mopT He OyAyT UATH JaHHBIE U HE OyIeT
MOJHUMATHCS JIMHK Ha MOPTY.

2. Speed/Duplex — Cxopocts/aymiekc. [1o yMolyaHUIO YCTAaHOBJICH PEXKUM
aBTOONPEACIICHUS, KOTOPbI aBTOMAaTUYECKH MOJICTPAUBAET CKOPOCTh U PEKUM
nyruiekca. Bo3MOXHO B pyUHYO0 YCTAaHOBUTH CKOPOCTh U JYIUIEKC, HO HY>KHO
OBITh MOJIHOCTHIO YBEPEHHBIM, UTO YJaJI€HHAsi CTOPOHA MPUMET TaKHe
Hactpoiiku. /s moproB GigabitEthernet HemocTynmHO yripaBieHue
COCTOSIHUEM IIOPTa U CKOPOCTBIO.

3. Flow Control - Ynpasnenue notokom nepenauu nanubix (IEEE 802.3x)

4. PoE - Power over Ethernet (mutanue nosepx Ethernet). s psina moneneit
KOMMYTATOPOB CYILIECTBYET BO3MOXHOCTb YIpaBisiTh POE TonabKO 10
BapuaHTy A (mporokoibHoe PoE). Ynpasnenne PoE no Bapuanty B (Passive
PoE) ocymiectBiisieTcst nepecTaHOBKOW COOTBETCTBYIOIIMX MEPEMBIUEK Ha
iare.

[Tpo xoundurypupoanue PoE mnepembrukamu cM. B PykoBojacTBe 110
AKCIUTyaTaluu B pazzaene 2.7 - 31eMeHThl KOHPUTYPUPOBAHUS U KOHTPOJIA.

5. SFP Link Mode - pexxum pa6ots! inaka SFP (ontudeckoro) nopra.

* Forced - popcupoBanHOE MOAHATHE JIMHKA TIPU OOHAPYKECHUU CUTHAJIA
o ontuke (Pexxum o ymomganuto)

* Auto - aBTOMaTHUYECKUUN PEKUM, PEKOMEHIYETCS IIPU MOJAKIIOUYECHUIO K
000pyZI0OBaHUIO CTOPOHHETO MPOU3BOIUTEIIS
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5.3.9 CocTosiHMe nopToB

Ports — Port Status

Port | State Link | Speed Duplex Flow Control | PoE SFP

1 Blocked | Up 100M | Full-duplex | Disable OFF
2 Enable | Up 100M | Full-duplex | Disable OFF
3 Blocked | Down | - - - OFF
4 Enable | Up 100M | Full-duplex | Disable OFF

3 Enable Down | - = - -

& Enable Down | - = - -

Puc. 5.3.9.1. CoctostHue nopToB

JInst komMyTaropa JIOCTYIHBI CIIEAYIOLINE TapaMeTPhI OPTa:

1.

o~ w0 DN

o

State - CocTosiHue nopTa. (BKIIIOUEH/BBIKIIOYEH/3a010KUpOBaH(Tipu
BKJIFOUEHHOM TipoTokosie RSTP))

Link — CocrostHue nuHka

Speed/Duplex - CxopocTs/aymiekc

Flow Control - Ynpasnenue norokom nepenauu ganubix (IEEE 802.3x)
PoE - Power over Ethernet (nuranue nosepx Ethernet).

SFP — JlononHuTenpHas nuHdopmaiys o noakIoueHHbIXx SFP Moysx.
OTtoOpaxaetcs nHboOpMaIys, U3 BHyTpeHHeH namstu camoro SFP Moxys,
OHa TMpoIInTa Ha 3aBojie-u3rorourene. Kunonka «Detail» cranoBuTcs
AKTUBHOM IIPU MOJKIOUYEHHOM MOJYJIE.

Baskno: nannyio nadopmaruio ykazan npousBoautens SFP Moy, HO
MOCKOJIbKY 3Ta WH(OpMaIus HeoOs13aTenbHas, TIPOU3BOIUTETh MOXKET €€ He
yKazaTh WIH yKa3aTh HE TOYHYIO WK HeBepHYI0 nHpopmaruto. [TorTomy He
CTOUT BOCIIPUHUMATH 3TY UHPOPMAITUIO KAaK OCHOBHYIO, a JIUIIIb KaK
BCIIOMOTaTEbHYIO.

Port Status

Name SFP 1

State Enable

Vendor FINISAR CORP.
Vendor OUIL

Vendor part mumber SFP-BX20-D AQ
Vendor Rev A0

Identifier SFP

Connector LC

Ethernet Compliance Code 1000BASE-LX
Link Length long distance (L)
Fibre Channel Technology Longwave laser (LC)
Fibre Channel Transmission Media -

Fibre Channel Speed -

Encoding code 8B/10B

TX Laser Wavelength 1550

[ Back

Puc. 5.3.9.2. Undopmarnus uz SFP momxyns
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T Fortis

5.3.9.1 O6HoeneHue MO SFP modyns

B xoMmMyTaTropax ecThb BO3BMOKHOCTb OCYHIECTBIATH NepenpoinuBky SFP
Mojysiel. 1o OpIBaeT HEOOXOUMO MIPH UCIIOJIB30BAHUU «HEPOJIHBIX» MOJYJIECH B
KOMMYTaTOpax HEKOTOpbIX BeH10poB (Takux kak CISCO, HP).

SFP Reprogramming

1. Firmware Dump

SFP Dump

2. Preloaded Firmware Download

Preloaded Firmwares
TBSF154)1U1_bin _W
TBSF13-0001.bin

3. Custom Firmware Download

Custom Firmware

Obaop...

Puc. 5.3.9.3. Uurepdeiic nepenpoumsku SFP momyns

Firmware Dump — coxpanenue tekyuei npomusku SFP monyns B daiin.
[Ipu nepenpommnBKe HACTOSATEILHO PEKOMEHIyETCS JIeJaTh JaMIl CTapOi MPOIIUBKU
JUTsl TOTO, 4TOOBI ObLJIa BOBMOKHOCTh OTKaTa, BO3BpaTa Ha CTapyl0 BEPCHUIO.

Preloaded Firmware Download — cniucok npetyCTaHOBJIEHHBIX ITPOLLIMBOK
11t Mostysiei ¢ nimHamu BoJIH 1550 u 1310 HM. B 3TOM crimcke HaxoaaTcsi caMmbie
MOCJIEIHUE TIPOLIMBKYA HA MOMEHT BbIXO/Ia MPOIIMBKH CAMOTO KOMMYTaTOpa.

Custom Firmware Download — 3arpy3ka ctopoHHero (¢aiiia npommBKy.

BaHo0: BO3MOXHOCTh IEPENPOrPaMMHUPOBAHHUS 3aBUCUT TAKKE U OT
camoro SFP moayiid, cylecTByOT MOJTyJIH, Y KOTOPBIX aMATh
paboTaeT TOJBKO B pEXKUME UT€HUS. Takue MOIyJIn
IepENPOrpaMMHUPOBATh HE yIACTCS.
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5.3.10 HacTpouka cnucka cobbITUmn

Events — Event List

KommyTtaTop PSW mmeeT mmpokue BO3MOKHOCTH 110 00SCIICUYSHUIO y100CTBa
aIMUHUCTPHUPOBAHUS CETH U TIOJIJIEPKAHUSI €€ B paOOTOCITIOCOOHOM COCTOSHUMU.
BaxxHyto poJib B 3TOM UTpaeT MEXaHNU3M HEMEJICHHOTO YBEIOMIICHUS
aIMUHUCTPATOPA O TIPOU3ZOMISIINX COOBITUIX TTOCPEICTBOM PA3THIHBIX
MeXaHU3MOB, Takux Kak Syslog, SMTP (e-mail) miiu SNMP Trap.

B xomMyTaTope numeercss BO3MOXKHOCTh THOKO HAaCTPOUTh pearupoBaHue
TOJIbKO Ha UHTEPECYIOIINE COOBITHS U MMPUCBOUTH UM COOTBETCTBYIOIIUN YPOBEHB
BaYXHOCTH (TOJIbKO 117151 IpoTokoia Syslog). YpoBuu mMenstotcst ot 0 1o 7, rae O -
HAWBBICIINM YPOBEHb BaKHOCTH.

OOGmenpuHsATa cleayromas rpaaaus ypoBHEH:

* (0) Emergency: cuctema HepaboTocrocoOHa

* (1) Alert: cucrema TpeOyeT HEMEUIEHHOIO BMEIIATENbCTBA

* (2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE

* (3) Error: cooO1ieHus: 0 BO3HUKIITUX OITMOKaX

* (4) Warning: npeaynpexaeHusi 0 BO3MOXKHBIX MTpodieMax

* (5) Notice: cooO1ieHHsI 0 HOpMaJbHBIX, HO BAXKHBIX COOBITHSIX
* (6) Informational: undopmarmonasie cOOOIICHUS

* (7) Debug: otnagounsie cOOOICHUS

Hcnonb3ys Takoe JIOTMYecKoe pa3eieHle YPOBHEN BaXXHOCTH COOBITHM, Ha
CTOpPOHE CepBepa MOXHO M0-pa3HOMY UX 0OpabarbiBaTh. Hanpumep, coobiienus o
COOBITHAX C ypOBHEM 6,7 MOTYT IIPOCTO MHCATHCA B KYpHAJ COOBITHIA, a
coo01IeHus 0 COOBITUSIX C YpoBHEM 0-3 BBIBOISTCS ONEPATOPY.

Hacrpoiiku pa3ouTsl Ha TOATPYIIHI IO KATETOPHSIM:

« Port.link - uamMmenenue craryca JuHKa

- Port.PoE - usmenenue craryca PoE

« STP/RSTP - usmenenue Tononoruu STP/RSTP

- Autorestart.Link - mpoman nuHk npu akTuBHON (pyHKUIKK Auto Restart

- Autorestart.Ping - ynanensoe yctpoiictBo He oTBeTII0 Ha PING npu
akTuBHOU (pyHKIIMM Auto Restart

- Autorestart.Speed — aKTUBHOCTb Ha OPTY yNaJla HUKE 3aJJaHHOMU MpU
akTuBHOU (pyHkIMM Auto Restart

« System - U3MEHEHUE COCTOSHUSA CUCTEMBbI(TIepe3arpy3ka, 0OHOBIIEHHE, COPOC
Ha 3aBOJICKME YCTAHOBKH U Ap.)

* UPS - usmenenue B paboTe Moy OecriepeOoiHOTO MUTaHus (TOJIBKO B
BEPCHUU C MOJTyJIeM OecriepeOOiHOTO TUTAHUS )
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* Inputs/Outputs - COOBITHE OT CUCTEMBI KOHTPOJISI IOCTYTA (CyXHe KOHTAKTHI U
JTATYUK BCKPBITHUSA)

* MAUC Filtering - npou3olia NonsITKa J0CTymna kK kommyraropy ¢ MAC
azpeca, KOTOPbIN HE yKa3aH B cnucke pa3peiéHHbiX ([Ipu BKItoueHHON
dbynkiuu dunsrparuu no MAC aapecam)

[To ymMOT49aHUIO aKTUBHBIMU COOBITUSIMU YCTAHOBJICHBI:
* U3MCHEHUE JIMHKA,
* npu akTuBHOU (PpyHKIMK Auto Restart npomnas JIMHK, UK yCTPOMCTBO HE
otBeTuiI0 HAa PING, nnu ckopocTh Ha MOPTY yIala HUXKE 3aJaHHOM
* H3MEHEHue B paboTe Moayis OecriepeOoHOro MUTaHus (Mepexo/] Ha MUTaHUE
ot AKD u ap.) (ToJIbKO B BepCcUH € MOJIyJIEM ¢ OecriepeOOHBIM TUTAHUEM )
*  COOBITUS OT CUCTEMBI KOHTPOJIS JIOCTYIIA.

[Tpu ncnonb30BaHNM KOHPUTYPALMU IO YMOTYaHUIO, BBl OIy4yaeTe TONbKO
OCHOBHYIO BaXXHYIO HH(OPMALIHIO, KACAIOLYOCsS UCIPABHOIO (yHKIHOHUPOBAHUS
CUCTEMBI, 0€3 3arpy3K1 MEHEE BaXKHBIX COOOIICHMIA.

Parametrs State | Level
Port.link (4) Warning v
Port.PoE (4) Warning v

<

STP/RSTP

Y

(7) Debug

Autorestart.Link
Autorestart.Ping
Autorestart.Speed
System (7) Debug v
UPs (0) Emergency W

(4) Warning ~

3]

Inputs/Outputs

MAC Filtering (4) Warning v

Puc. 5.3.10. Crucox coObiTHil
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5.3.11 Hactpouka Syslog
Events — Syslog

Syslog — cTtaHmapT OTIPaBKH COOOIIEHUN O MPOUCXOIAIINX B CHCTEME
coObITHSIX (J10r0B), Hcnoab3yromuiics B IP cetsx. [Iporokon syslog npoct: npu
HACTYIUJICHUHU ONPEACIICHHBIX COOBITHH, KoMMyTaTop PSW nockuiaet kopoTkoe
TEKCTOBOE cOO0IIeHre, pazMepoM MeHbIe 1024 6ailT nosydyaTento cooOIeHu s.
Coob6mienus otnpasisitotcs o UDP (nmopt 514). Syslog ucnions3yercs s
ya00CTBa aIMUHUCTPUPOBAHUS M o0ecrieueHus] H(OOPMAIIMOHHOM 0€30MacHOCTH.

B xomMyTaTope umeercss BO3MOXKHOCTh THOKO HACTPOUTH TOJIHKO
MHTEPECYIOIINE COOBITUS U TIPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb BaXKHOCTH.
(Bximanka Events — Event List ) YpoBau mensitorcst ot 0 10 7, rae 0 - HauBBICIIHMA
YPOBEHb BaKHOCTH.

OOGmenpuHsTa cleayromas rpaaaus ypoBHEH:

* (0) Emergency: cucrema HepaboTOCIIOCOOHA

* (1) Alert: cucrema TpeOyeT HEMEUIEHHOIO BMEIIATENbCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTUYECKOE

(3) Error: cooOmieHus 0 BO3HUKIINUX OIMTHOKaX

(4) Warning: npeaynpexxJIeHus: 0 BO3MOXHBIX MMpoOiemMax
(5) Notice: coobmieHus1 0 HOpMAIBbHBIX, HO Ba’KHBIX COOBITHUAX
(6) Informational: napopmalnioHHbBIE COOOIIIEHNS

(7) Debug: oTiiamouHbIe COOOIICHUS

Hcnonb3ys Takoe JIOTMUeCKoe pa3ieieHle YPOBHEN BaXXHOCTH COOBITHM, Ha
IPUEMHON CTOPOHE MOKHO MO-pa3HOMY uX 00padarteiBaTh. Hanmpumep, cooOuieHus o
COOBITHAX C ypOBHEM 6,7 MOTYT IIPOCTO MHCATHCA B KYpHaAJ COOBITHIA, a
coo011eHus 0 COOBITUSIX C YpoBHEM (-3 BBIBOZISTCS ONEPATOPY.

dopmat Syslog coobennst
CormacHo cranaapty Syslog cooOmieHne uMeeT clieayomuin popmar:
<ypoBeHb BaxXHOCTH><1aTa U Bpems><IP anpec ormpaBurens><cooOrieHne>

IIpumeyanue: oOpaTuTE BHUMAaHUE, YTO B MOJI€ </1aTa U BPEMS> MOJICTABIISAETCS
JaTa v BpeMsl nosrydeHHble 1o npotokony SNTP. Ecin nanHble BpeMeHU He
nosryyeHbl wi SNTP He HacTpoeH, TO B 1oJie <J1ata U BpeMs> MOJICTABIISIETCS BPEMS
B CEKyHJIax, IpoLIeIee C MOMEHTA BKJIFOYEHUSI KOMMYTaTopa.

Paccmotpum 310 Ha nmpumepe. IlycTh y Hac 7aHO cOOOIIEHUE, TOTYICHHOE
nporpammoii Wireshark:
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LOCALO. WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.11.1. SNTP He HacTpoeH
Kax BHIUM, BpeMsl He HACTPOEHO, MOJICTABICHO 3HAUEHNE C MOMEHTA CTapTa.

LOCALO. WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
Puc. 5.3.11.2. SNTP nactpoen

A Ternepb COOOIICHUE UMEET CTAHAAPTHBIN ITAMIT BPEMEHHU.
Hactpoiika Syslog Ha komMmMmyTaTope
Hacrpoiika Ha KoMMyTaTOpe He MpeacTaBiIseT 0ocoboil cnoxHoctu. [lepBoe, uTo

HY)KHO CJIeJIaTh — 3TO BBIOpaTh HHTEPECYIONIUE COOBITUS BO BKiIanke Events —
Event List. Hanpumep, Hac uHTEpecyeT cCOObITHE U3MEHEHHUS INHKA.

trap:
Port.link 7 (4) Warning ~
Port.PoE (7) Debug A
STP (7) Debug ~

Puc. 5.3.11.3. Beibupaem coObiTHE

3atem Bo Bkiajake Events — Syslog Settings Bkiirouaem paboTy ¢ mpOTOKOJIOM
Syslog u ycranaBnuBaem IP aapec cepBepa, Ha KOTOpbIM Oy IyT IPUXOJIUTh
COOOIICHHUS.

State Enable =

Server IP address | 192 163 0 104
Puc. 5.3.11.4. Hactpoiika Syslog
IMonyuyenue Syslog cooOmennii

[Tociie HacTpOMKKM KOMMYyTaTOpa, IEPEXOANM K HACTpOHKe cepBepa.
Paccmotpum npumep aiist OC Windows. CyiiecTByeT O0JIbIII0€ YUCIIO TPOTPaMM JIJist
paboThl ¢ syslog-coobmeHussMu. BoT HEeKOTOpBIC U3 HUX:

» Kiwi Syslog

* Syslog Watcher

» Datagram SyslogServer Suite
* syslogbroadband

* LogZilla

* Syslog Server Free Tool
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OctanoBum cBoit BeiOOp Ha nporpamme Kiwi Log Viewer - aTo OecriaTHas
ympoiieHHas Bepcus mporpammsel Kiwi Syslog Server. Ho Tem He MmeHee oHa
YAOBIIETBOPSIET TTOCTABJIICHHBIM 33]1a4aM.

Anpec s 3arpy3ku - http:// www.kiwisyslog.com/downloads.aspx

YcTaHOBKa MPOTrpaMMbl HE OTIIMYAETCSI 0CO00 CIIOKHOCTHIO, €TUHCTBEHHOE, B

okHe Chose Operating Mode ycranosure Install as Service (B atom ciayudae Kiwi

Syslog ycranoBuTcs Kak cityxk0a: Oyaer 3amyckarbes ipu ctapte OC u pe3suieHTHO
CUJETh B Tpee)

@ Kiwi Syslog Daemon 8.3.48 Installer = | e

. Choose Operating Mode
w'l' ; The program can be run as a Service or Application

@ Install Kiwi Syslog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for & user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

7 Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

<ack [ Next> | [ cancel

Puc. 5.3.11.5. YcranoBka nporpamMmel Kiwi Syslog

[Tocne ycranoBKkwu, 3anyckaite nporpammy. [1o ymoiganuio B TIIaBHOM OKHE
OylyT 0TOOpaxaThCsl BCE MPUHATHIE COOOIIEHHS. DT COOOIICHUS TULITYTCS B
TEKCTOBBIN (aiis. Takke ecTh BO3BMOXKHOCTh HACTPOUTH MEPECHIIKY Ha email.

iwi Sysiog Dasmon (Version 8.3.48)

ile  Edit View Help

b Y] @ A B o9 | Display 00 [Default) -
Date Time Priority Hostname  Message
09-20-2013 10:34:54 Locald.Warning 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: port.link.FE 3.state ="1"
09-20-2013 10:34:53 LocalD.Debug 192.168.0.1 Sep 20 10:32:50 192.168.0.1 [3.2.0.0.1] trap: stp.topology_change.="1"
03-20-2013 10:34:50 Local0Warning 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: port.link FE 3.state ="0"

[ ¥

T

100%  3MPH 10:35  09-20-2013

Puc. 5.3.11.6. UnTepoeiic mporpammsl Kiwi Syslog
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5.3.11.1 Cnucok coobuweHun Syslog

Port #1 Link Up/Down

Ta6muua 5.3.1. Cniucok Syslog cooGrenuit

HN3menenue 1uHka

Port #1 PoE A Up/Down

N3menenue PoE

STP topology changed:
bridge MAC 01:02:03:04:05:06

root port 1,

root

Hsmenenne tomonoruun STP/RSTP ¢
ykazaHueM pyroBoro nmopra 1 MAKa

Port #1 Autorestart: no link

Hponan JIMHK ITPpX BKIIFOYCHHOM KOHTPOJIC
3aBHCaHUA KaMCP MO KPUTCPUIO JIMHK

Port #1 Autorestart:

no reply to Ping

OtcyrcTByet oTBeT Ha 3anpocsl PING npu
BKJIFOUEHHOM KOHTPOJIE 3aBUCaHMsI KaMep
no kpurepuro PING

Port #1 Autorestart: Low Speed

Hu3skas ckopocTs yepes nopT npu
BKJIFOYEHHOM KOHTPOJIE 3aBUCAHUS KaMep
o kputepuro SPEED

Web-interface authentication:

Ok

Bxox nHa WEB-unTepdeiic ¢ mapoiem

Update firmware x.x.X

Oo6HoBneHue [10

Default settings

COpoc HAaCTPOEK Ha 3aBOJICKUE YCTAHOBKHU

Clear ARP cash

Ounctka ARP xama koMmMyTaropa

Start after power reset

Crapt PSW nocine cHsATHSI TUTaHUSA

Start after reset

Crapt PSW nocne nepesarpysku

Voltage on battery is low
44V)

(below than

Huzkoe nanpskenue Ha AKb, Hike 44B

Power souce 1is battery/
Power souce 1s external VAC

Uctounuk nutanust PSW ( AKbB nnu
CETEeBOE HAIPSKEHHE)

Sensor 0 (Tamper) is active!

AKTHUBEH naT4uK BCKpbITUA (st PSW-2G+
u PSW-2G6F+)

Sensor 1 (Dry contact)

is active!

AKTHUBEH BXOJ] CEHCOpa (CyXOro KOHTaKTa)

Input 1 is active (Open)

AKTuBeH BbIX0J 1 (C yKa3aHHEM TEKYILEro
COCTOSIHUS)

Unallowed MAC:

01:02:03:04:05:06 Port 1

3anpeménnbiiit MAK nHa nopry 1

Port 1 Error-Disabled

[Topt 1 6611 epeBenéH B coctosinue Error-
Disabled
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5.3.12 Hacrtpoiika SMTP
Events — SMTP

Kpatkuii cnicoxk TepMHHOB.

SMTP — (Simple Mail Transfer Protocol) npoTokos nepeaaun e-mail
coobmienuii no cetu. SMTP ucnonb3yercs ais nepefadyn cooOIeHUI Ha MOYTOBBIN
cepsep. s momydenust cooOieHnii ¢ MOYTOBOTO cepBepa KIMEHTCKHE
OPWIOKEHHUSI OOBIYHO UCIIOJIB3YIOT MpoToKoIbl POP nmu6o IMAP.

ITapaMeTpbl HACTPOUKU:

State — coctosstnue SMTP

Server IP address - IP anpec moutoBoro cepeepa

Server domain name - JOMEHHOE UMsI IOYTOBOTO CEpBEpPA

Port - Homep TCP nopra, uepe3 KOTOpbIi MpoUCXOaUT oTipaBka nuceM (0 - 65534).
ITo ymomganuro 25.

Sender e-mail address - nouToBbI agpec oTnpaBuTens. B nuckMe oToOpaxkaercs B
nosie From

Receiver e-mail address - moutoBbIii aapec nonyyarensd. B nucbme orobpaxkaercs B
nose To. [Ins 1onOTHUTENBHBIX BO3MOKHOCTEN MOJIb30BaTENEH TOCTYITHO 110 3
10Ty 4aTeseH.

Subject - Tema nucbMma.

Login, Password - 1oruH 1 mapoJib, €CIu IOYTOBBIN cepBep TpeOyeT MpoLeaypy
ayTeHTU(DUKAIIIH.

Ecau 3Tu nosist 3a1oIHEHbl, aBTOMAaTUYECKH BKIIFOYAETCA MEXAHU3M
ayTeHTHuUKauu ¢ cepsepoM. Eciu momst octaBieHbl MyCTHIMU, TO JEHCTBYET
MEeXaHU3M 0e3 ayTeHTU(DUKAIIIH.

KommyTtatop PSW nognepxuBaet metonsl ayrentudukanuu AUTH PLAIN u
AUTH LOGIN.

[To ymonuanuto, ecinu ykasad [P aapec cepepa, cOOOIICHUSI HAPABJISIIOTCS HA
3TOT aapec. s ucnonb3oBaHus JOMEHHOTO UMEHH, ycTaHoBUTE Server IP address
B 0.0.0.0 u ykaxxutre 1oMeHHOE UM B noJie Server domain name.

IIpumepsbl HacTpoiiku SMTP

Cy1ecTByeT HECKOJIbKO BApUAHTOB OpraHU3aIliNd PabOThI AJIEKTPOHHON MTOYTHI:
* B JIOKQJIbHOW CETH HAXOJUTCS CHEHHUAIBHO BBIJICJICHHBIM TOYTOBBIN CEPBED.
* Hcnonp3yeTrcsl BHEIIHUM MOYTOBBIN CEPBED.

Yy KaXXI0ro BapuanTa €CTb CBOM JOCTOMHCTBA U HCAOCTATKU. BapI/IaHT C
BBIACJICHHBIM ITIOYTOBBIM CCPBCPOM MOKHO ITIOPEKOMCHAOBATH B TOM CJlIydac, €CJIN
CCTh BI/IILCOHa6J'HOI[eHI/I$I (I)I/ISI/I‘-IGCKI/I OTACICHA OT CCTH HHTepHeT 1 HCBO3MOXKHO
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MCIIOJIb30BaTh BHEITHHE MTOYTOBBIE CEPBHCHI, THOO B CETH YK€ CYIIECTBYET
MIOYTOBBIN CEpBEP U HE TPeOyeTCs JOMOTHUTEIBHBIX YCHUIIHIA IO CO3/IaHUI0 U
NOJIEPIKaHUI0 paboThI cepBepa. Mcnonp30BaHne BHEITHUX MIOYTOBBIX CEPBHCOB
JieIaeT HaCTPOUKY MPOIIIe U ObIcTpee, N30aBIsSET OT HEOOXOAMMOCTH COACPKATh
MIOYTOBKIH CEPBEP, OJHAKO B TAKOM ClIydae TPeOyeTcs IOCTOSHHOE TOIKITIOUEHHE K
cetu IHTEpHET, 4TO HE BCET/1a MOKET OBITh BO3MOXHBIM H3-32 MOJIUTHK
0e30MacHOCTH NMPEANPUSITHSL.

5.3.12.1 IIlpuMep HACTPOMKHM € MOYTOBBLIM CEPBEPOM BHYTPH JIOKAJBHON CeTH

L

SMTP client
192.168.0.3

SMTP server
192.168.0.2

PSW-2G
182.168.0.1

Puc. 5.3.12.1.1 Ctpykrypa cetu

IHocTaBuM 3a1a4y cieAylOIIUM 00pa3oMm:

[TycTh Tpebyercs nHactpouts SMTP Ha kommyTaTope SW2 (PSW-2G) c IP
192.168.0.1 nyst OTCHUIKM COOOIIEHUM 00 U3MEHEHUH JIMHKA Ha MOPTaX KOMMYyTaTopa
PSW-2G na komnbrotep oneparopa 192.168.0.3.

[Tockonbky nporokos SMTP He npeanonaraer xpaHeHWe COOOIIEHUHN U BbIaYy UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOIMMO BKJIIOUUTH MOUYTOBBIN cEpBEP
(192.168.0.2).

BriGepem 15 Haliei cetu JOMEHHOE UMsI companyname.com
st PSW-2g BeiOepem e-mail anpec psw2g@companyname.com,
s SMTP cepepa - server(@companyname.com,

JUISL KJIMEeHTa - client@companyname.com .

Hacrpoiika PSW

[TepBoe — 310 TpebyeTcs yKa3aTh COOBITHE, MPU HACTYILICHUH KOTOPOTO
OyJIeT BhIChIIAThCS cooOlIeHne. B Hamiem citydae 3To cOObITHE U3MEHEHHUS JTUHKA.
Jist atoro Bo Bkiagke Events — Event List craBuM rajgouky HalpoTHB HY>KHOTO
COOBITHSI.
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trap:

Port.link 7 (4) Warning -
Port.PoE (7) Debug -
STP (7) Debug -

Puc. 5.3.12.1.2 BeIOupaeM HYKHOE COOBITHE

Teneps Hactpoum SMTP

ITepexoaum Bo BkiIaaky Events — SMTP.
Pazpemaem pabotry SMTP, ycranasnusaem IP anpec cepsepa,
ycTaHaB/IMBaeM e-mail aapec ornpaBurens (T.e. PSW) psw@companyname.com,
yCTaHaBJIMBaeM e-mail ajpec OCHOBHOTO MOJydaTess server@companyname.com,
TaK)Xe YCTAaHOBHM 3alacHOM ajpec server2(@companyname.com, Kyaa OyayT
TyOJIMpOBaTHCS COOOIIEHUS.

3aronoBok nucbma «PSW-2G logy.
[Tons Login u Password octaBisieM myCThIMH: Mbl HE OyJIEM UCIIOJIb30BaTh
ayTeHTU(PUKALUIO.

SMTP server settings

State

Server IP address

Port

Sender e-mail address
Receiver e-mail address 1
Receiver e-mail address 2
Receiver e-mail address 3

Subject

Login

Password

Enable -

192 168 O 2
25

psw2g@companyname.com

Semer@companyname_com

sernver2@companyname.com

PSW-2G_log

Puc. 5.3.12.1.3 Hactpoiika SMTP B PSW

Haxumaem «Apply». Hactpoiiku mpumeHstoTcs.

Tenepp nepexoanM K HACTPOMKE MOUTOBOTO CepBeEpa

CyuectByeT 0O0JIBIIOE YKUCIO IPOrpaMM MOYTOBBIX CEPBEPOB MO Pa3IUYHbIE
OC u noanepKUBarOIIME Pa3IMIHbIE TPOTOKOJBI. J[JIst Hac BaxkHa nojaepxkka SMTP
u POP3.

B kauectBe npumepa nouroBoro cepsepa nog Windows paccmorpum Office
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Mail Server (https://www.box.com/oms) 9To OecriiaTHas IporpamMma ¢ HECIOXKHOU
HACTPOUKOM.

TexHun4ueckas moAAEPKKA U MHCTPYKLUH TOCTYITHBI HA CAlTe:
http://oficemailserver.livejournal.com/

VYcranaBnmBaeM nmporpaMmy, M Mocje 3amycka 0yneT JOCTYITHO TJIaBHOE OKHO:

ﬁ Cffice mail server L == _'5"_7-]
| Exit Options Command Help

03 Dec 2012 13:35:48 SMTPSAY: User logged in

03 Dec 2012 13:35:50 SMTPSAY: Meszage DOEEBDAS from pew2@forttel. com (112 bytes] processed
03 Dec 2012 13:35:50 SMTPSAY: The meszage iz local. Removed from output queus.

03 Dec 2012 13:35:50 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

03 Dec 20012 13:35:52 SMTPSEY: Connection request from 192168002

03 Dec 2012 13:35:52 SMTPSAY: User logged in

03 Dec 2012 13:36:239 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

03 Dec 2012 13:36:29 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 13:36:39 SMTPSAY: User logged in

03 Dec 2012 13:36:41 SMTPSAY: Meszage DOEFS534 from pew2(E@forttel com [88 butes) processed
03 Dec 2012 13:36:41 SMTPSAY: The meszage iz local. Removed from output queus.

03 Dec 20012 13:36:41 SMTPSEY: Dizconnected. “waiting for new session,

03 Dec 2012 14:22:05 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 14:22:05 SMTPSAY: User logged in

03 Dec 2012 14:22:07 SMTPSAY: Meszage 01191055 from pew2E@forttel com [92 butes) processed
03 Dec 20012 14:22:07 SMTPSEY: The message iz local. Removed fram output queue.

03 Dec 2012 14:22:07 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

SMTP client off POP3 client off

Puc. 5.3.12.1.4 I'naBHoe okHO nporpammbl Office Mail Server

B mento Options->SMTP/POP3 server options ycraHoBUTE
Local domain name: companyname.com
U B none Users n1o6aBbTe nosnp3oparens client. 3aTeM ycTaHOBUTE TUII 11OJIb30BATENS
[BOSS].

Office mail Server moaaep>KuBaeT CleAyIONINE CIICIIMATN3UPOBAHHBIE TUTIBI
MOJIb30BaTEIICH:

1. Postmaster — mnosp30Baresnb, OTBETCTBEHHBIN 3a pa0OTY U CONPOBOXKACHHE
Office mail Server. OH nonyyaer cnenuanbHble cOOOLEHUs, (POPMUPYEMBIE
CUCTEMOI1 B cllyyae OUIMOKH.

2. Daemon— ucnonb3yeTcs A JUCTAaHIIMOHHOTO 3ayCKa CBA3M C BHEITHUM
SMTP/POP3 cepBepom, 151 OTIIPABKU U MOTYUYEHHUsT COOOUIEHUI

3. Boss— mnosib30BaTesib KOTOPOMY MOMAAa0T KOITUHU BCEX COOOILECHUIH,
oTtnpanisieMbix yepe3 SMTP cepsep.
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-
SMTP/PCP3 server options

=Sy

Maildrop folder: iD.\F’rUgram Files\Office Mail Servermaildrop

Outhound queue folder: iD:\F‘rogram Files\Office Mail Serveriqueush

Local domain name: icompanyname.com

Log file size, KB |4

Ok
Cancel

warning! These options will take effect anly after OFMBSY restart

POP3 server runs on part i1 10
POP3 and SMTP servers timeout, sec ]45
Size limit for outbiound messages. KB (0 - no limit) |0

S TP server runs on port |25

1P filker....

i~ Local user

|
| I Use IP filter to limit access to servers
Uszer ] Alias ] Optional #Add ]
postraster [FPOSTMASTER) Change
daemon [DAEMOM]
cliert [BOS5] A
s Enove
E Fiostmaster
i Draemon J
[ L] Jil X Boss...
i

= =

Puc. 5.3.12.1.5 Hactpoiika nporpammer Office Mail Server

Bo Bknagke Options->Transaction options:

YcranoButs I[P aapec cepepa, yctaHOBUTH TalKy «Automatically send outbound
message if found», orkmounts aBTopuzanuto 11t SMTP (knonka SMTP login...)

-

i

Transaction options -
SMTP server |132168.0.2 SMTP part |25 SMTP login.. | ok |
v automatically send outbound meszages if found (checks them every 1 minute) Cancel
—POP3 k-
ARERRIEE W Usze LaN connection
Server ] Logit ] B, ] Fort J Deliver to ] ] e Pt i R R .
I 127.0.01 postmaszter 110 [SORTER] ] ___1
1 E e
Add Change I Remove J
"wait for zervers, seconds - |120

Puc. 5.3.12.1.6 Hacrpoiika HporpaMM; Office Mail Server

Teneps Bce cOOOIIEHUS, MPUXOIANTUE HA CEpBEP, OYIyT MepechuIaThCs

KIueHTy client@companyname.com
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Hactpoiika KineHTa

Hacrpoiika kaueHTa He mpeCcTaBIseT 0COOBIX clox)HOCTeH. [Ipumep HACTpOWKHN Ha
npumepe Mozilla Thunderbird:
I’ e — — - Ig !!"

Hacrpoiixa yuSTHON 3anmcw noutel

Bawie nma:  client Batire wmA, K3k oHO 0TOBpawaETCR Y APYTIX
Agpec zn. noutel  client@companynarme.cor
Maponw: =

[¥] 3anomHnTe napone

L4, Thunderbird ne yaanocs HaiT HACTPORKK NS BAIEH YUETHOM SANWMCH NOYTHL.

Wiran cepeepa Flopr SSL AyTeHTHdUKaLUA
Bxogawas: | POP3 192.168.0.2 110 - I Het - I lAB‘rounpeﬂ,eneHKe - I
WMcxogawas:  SpMTP 192.168.0.2 w525 - [ Het - l [ Bes ayTenTudukaimn - l
Vs nonszoeatens: client
JonoanwTensHan HacTpoika MNgpetecTnposars Cosnats y4ETHYIO 3aNMCh Oamena

Puc. 5.3.12.1.5 Hacrpoiika mouroBoii nmporpammbel Mozilla Thunderbird
[Tocne okoHYaHUsI BCEX HACTPOEK MOKHO 3aiiTu Ha Web-unrepdeiic Ha
BKiIasiKy SMTP Settings 1 mpoOKOHTPOAUPOBATH OTIPABKY TECTOBOIO COOOILIEHHUS.
3anonHuTe nojst Subject 1 Message u oTnpaBbTe NUCbMO. Eciii Bce HACTpOeHO
npaBuwibHO, Mozilla Thunderbird yBegomMut 0 HOBOM NMucbMe.

Send test e-mail
Subject
Message

Puc. 5.3.12.1.6 [IpoBepka TECTOBBIM COOOIIICHHEM

5.3.12.2. IIlpuMep HACTPOMKH ¢ BHEIIHUM MOYTOBBIM CepBEPOM

WAN
!—#- g
client
e-mail
server

PSW-2G

Puc. 5.3.12.2.1 npumepHas TONoJIOrus CETH
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B nannom npumepe paccmoTpum HacTpoiiky PSW B ToMm cityuae, koraa
VCIIOJIb3YETCSl BHEIIIHUM ITOYTOBBIA CEPBED.
B mpumepe paccMoTpuM paboTy ¢ mo4YTOBbIM cepBrucoM mail.ru. C ocTaabHBIMU

cepBucamMu paboTa aHaJIOTMYHA, €CIU OHU MojiepkuBaroT ayreHTudukanuo AUTH
PLAIN nwmu AUTH LOGIN.

Taxoke He0OX0MMO CO37IaTh YUETHYIO 3alKMCh MOYTHL. Y onpenennTs
Hactpoitku SMTP noaxmouenus. st mail.ru anpec SMTP cepsepa: smtp.mail.ru u
nopt 25.

Bcé, Tenepb MOXKHO IIPUCTYNATh HENOCPEACTBEHHO K HACTPOMKE.
3anoJyiHsIeM Kak Ha pucyHke 5.3.12.2.2.
AJipec /Il OTIIPaBKH COOOIIEHUI companyname@mail.ru,
aZpec MmoyydaTelis MmyCcTh OYJIeT TAaKUM XKe, T.€. KaKk OyTO ObI MBI OTTIPABIISIEM
MMCBMO CaMu ceoe.
Jlorun: companyname@mail.ru (y mail.ru JIOrHHOM SIBIIIETCS CaM aJIpec)
[Tapons: password

IIpuMeyaHnmne: B JTaHHOM NPUMEPE MbI 3aNIOJIHWIN 110Je Server domain
name, a noje Server IP address 3anonHwim HyassMu. B 3ToM citydyae KoMmmyTaTop
noxyuut [P agpec cepBepa aBTomarnuecku yepe3 DNS 3anpoc, HO 1Sl 3TOT0 AOJIKEH
obITh HacTpoeH aapec DNS peconepsa. Eciiu y Hac DNS He HacTpoeH, To B 3ToM
ciryyae HeoOXoIMMo ObLI0 OBl HeTlocpencTBeHHO ykazaTh [P anpec SMTP cepsepa.

State Enable «

Server [P address 0 0 0 0

Server domain name smip.mail.ru

Dort 25

Sender e-mail address companyname@mail.-ru
Receiver e-mail address 1 companyname@mail.ru
Receiver e-mail address 2

Receiver e-mail address 3

Subjec‘r TFortis PSW-2G4F
Login companyname@mail.ru

Password password

Puc. 5.3.12.2.2 Hactpaunsaem SMTP B PSW
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[Tocne okoHYaHMs BCEX HACTPOEK MOXKHO 3aiiT Ha Web-unTepdeiic Ha
BKiIagKy SMTP Settings v mpOKOHTPOIUPOBATH OTIPABKY TECTOBOTO COOOIIICHHUS.
3anonnute nois Subject 1 Message 1 oTIIpaBbTE MUCHMO.

Send test e-mail

Subject
Message

Puc. 5.3.12.2.3 OTtnpaBinsieM TeCTOBOE COOOIICHHE
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5.3.13 HacTtpoiika cyXuX KOHTAKTOB

Special Functions — Inputs/Outputs

KommyTtaTopst PSW B 3aBUCMMOCTH OT MOJIENIA OCHAILIEHBI pa3beMaMu IS
MOAKJIIOUEHHS] KOHTAKTHBIX TATYUKOB (CYXHUX KOHTAKTOB) U/UII BCTPOCHHBIMU
JaTYUKaMu BCKPBITHUS. OHU MOTYT MCIOJIb30BATHCS JJIS 11eJiei 0€301acHOCTH,
HaIpuMep ISl KOHTPOJISI BCKPBITUS 1IKada.

CyuiecTByeT J1Ba BapuaHTa Mepeaadynd TPEBOXKHOTO COOBITHS:

1. YUepes npotokosl Syslog, SMTP, SNMP Trap. [Ipu cpabarpiBaHuu CyXoro
KOHTaKTa (popmupyercs cooOleHne, KOToOpoe B OTIPABISETCS HA CEPBEP, Te
OpraHmsyercsi npuém, JOrupoBaHue U HHGOPMUPOBAHUE OIIEPATOpa O
BO3ZHUKIIIEM COOBITHH.

2. C ucnonn3oBanueM 0okoB uaTerparuu Teleport-1, koTopsiii umeeT
(G POPBBIE BBIXObI, MOXKHO HACTPOUTH TPAHCIIALIUIO CpabaThIBaHUS CYyXOTro
KoHTakTa B kommyTaTope PSW Ha Bbixoa B BU Teleport. [Ipyrumu cnoBamu,
€CJIM MPOU30ILIO 3aMbIKaHHE BXO/a HA KOMMYTaTOp€e, KOTOPbIM 3HAYUTEIBHO
yAaJIEH OT cepBepa, TO Ha Oyioke uHrerpauuu Teleport, KOTOPbIA MOXKET
yCTaHaBJIMBATHCA B CEPBEPHOI OJJHOBPEMEHHO 3aMbIKaeTcsl BbIxo. U1 yxe
BBIXOJT MOYKHO ITPOCTO MOJKIIOYUTH K JTt000M oXxpaHHou cucteme. [logpoOHo
Hactpoiika cBsizku PSW-Teleport paccmorpena B pazzaene 5.3.26.

Sensors (on main board)

State Alarm State Current State
Sensor 1 | |Enable V|| |Short v|| Open
Sensor 2 | |Enable V|| |Short v/|| Open

Puc. 5.3.13.1 Hactpoiika cyxux KOHTaKTOB

» State - pa3penierue paboTsl Bxo1a. ABapuitHOe cooOIIeHne Oy aer
OTIpaBJIEHO, eciu State yctaHoBieHo B Enable, u npouzonuio copnaaenue
Alarm State u Current State, a Taxxe ycraHoBieHa rasiouka Inputs/Outputs
BO BKJasike Events List.

* Alarm State - cocTosiHME BX0/1a, KOTOPOE CUUTAETCS aBAPUITHBIM.

* (Open - pa30MKHYTO€ COCTOSIHHE
» Short - 3aMKHYTOE COCTOSIHUE

* Current State - Tekylllee COCTOSIHUE BXO/Ia.
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5.3.14 Hactpoiika VLAN 802.1q
VLAN — 802.1q Static VLAN

TepMuHBI U COKpaLICHUA:

VLAN (Virtual Local Area Network) — rpyrmmna ycTpoiicTB, UMEIOIIUX
BO3MOYKHOCTb B3aUMOJICHCTBOBATh MEK/y COOOI HaNpsIMyIO Ha KaHAJIIbBHOM YPOBHE,
XOTs PU3NYECKU MIPU ITOM OHU MOTYT OBITh MOJKIIFOUYEHBI K Pa3HbIM CETEBBIM
koMMyTaTopaM. M HaoGopoT, ycTpoiicTBa, Haxodsamuecs B pasHbix VLAN'ax,
HEBUJIMMBI IPYT JUIsl Ipyra Ha KaHAJIbHOM YpOBHE, Ja)K€ €CJIU OHM MOAKIIOYEHBI K
OJTHOMY KOMMYTAaTOPY, ¥ CBA3b MEXKIY ITUMH YCTPOMCTBAMHU BO3MOXHA TOJIBKO Ha
CETEBOM U 00Jie€ BBICOKHX YPOBHSIX.

VID (VLAN ID) — HoMep BUpPTyaJIbHOM CETU

VTU (VLAN Table Unit)- Tabnuna, coaepskaiias CliucoK BUPTyaIbHBIX
ceTell, CKOHPUTYPUPOBAHHBIX HAa JAHHOM KOMMYTaTOpe

Managment VLAN ID - nHomep VLAN 15 cetu ynpasnenus. Jloctyn k
WEB unTepdeiicy BO3MOKEH TOJIBKO U3 JaHHOW CETH.

VLAN List - Tabnuna, npegoctanisitoiias HHOOPMaINO 0 HACTPOSHHBIX
BUPTYaJIbHBIX CETAX HA KOMYTaTOPE, COCTOSIHUU U MIOPTaX, MPUHAICKALUX
naHHoMy VLAN.

VTU Table - VTU (VLAN Table Unit)- Tabnuna perakTUpOBaHUs

BUPTYaJIbHBIX CETEM, 3aMKCh B 3TON TA0JIUIIE COACPIKUT CIIEAYIOIIUE TOJIA:

* VID - (VLAN ID) — HOMep BHpPTyaJbHOM CETH.

« State - Cocrostnue. Coznanubiii VLAN MOXHO BpEMEHHO HCKIIOUUTH U3

paboThl, ycTaHOBUB cocTosiHue Disable.

* VLAN Name - ums BupTyanabHoii cetu (10 16 cumBonB). Mcnonb3yercs

TOJIBKO 151 y100cTBa HacTpoiiku. Ilone siBisercs HeoOA3aTeTbHBIM JIS

3aM0JIHEHUS.

Cocrostnue nopta B gaHHOM VLAN. ITopT MokeT ObITh B 3-X COCTOSIHUSIX:

* NoMem (Not a member) - mopT He sBJIsIETCS WieHOM aaHHoro VLAN.

» UnTag (Untagged) - HeterupoBaHHBII1 IOPT (access MOPT) MO3BOISAET
00BeUHATH BbIOpaHHbIe TOPTHI B 0auH VLAN.

» Tag (Tagged) - rerupoBannsiii nopt (trunk nopt). [ns TerupoBanHoro nopra
MOYXHO YCTaHOBUTH B COOTBETCTBHE HECKOIBKO VID.

OxoHYaTeIbHOE MPUMEHEHUE HACTPOEK MPOUCXOAUT TOJIBKO MOCIIE HAXKATUS Ha
KHONIKY Apply.

KommyTtartop nogaepxusaet 10 100 pazmuunsix VLAN.
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5.3.14.1 Ilpumep HacTpoiiku VLAN

[TycTh HEOOXOIMMO HACTPOUTH BUPTYAJIbHBIE CETH TaK, KaK MOKa3aHO Ha CXEME.

WLAMN 10

Puc. 5.3.14.1 Tonomorus cetu

uHTepdeiicy kommyraropo SW1, SW2, SW3.
VLAN 2 u VLAN 10 — nnoinp3oBarensckue VLANEI

I'ne VLAN 1 — cetb ynpaBiieHus1, ¢ €€ NOMOIIbI0 noAkiIoyaeMcs kK WEB

Hauynewm xoH(urypaiuro ¢ camoro yJaJeHHOro KommyTtaropa SW2.

IToptel FE1, FE2 npunannexart tojibko VLAN2 1 moaKII04€HbI K KOHEYHBIM
YCTPOMCTBaM, CIIeIOBATEIbHO 3TH MOPTHI — untagged mopThl. AHAJOTHYHO U JUIS
nopta FE3: on npunamnexur toiasko VLANI10. Ho uepes nopt GE1 npoxoast cpazy
3 VLAN: VLANI1,VLAN2, VLANI10, no3ToMy OH TETMpOBaHHBIN MOPT.

Hcxonast u3 3TOro yCTaHOBUM CJIEAYIOIINE 3HAUCHHUS:

Managment VLAN ID

VLAN List

VID
1

2
3

VTU Table

VID
1

2
3

State

Enabled
Enabled
Enabled

State

Enabled
Enabled
Enabled

VLAN Name
Default

V2

V3

VLAN Name
Default

V2

V3

FE#1 FE=1
NoMem NoMem
UnTag UnTag
NoMem NoMem

FE#3
NoMem
NoMem
UnTag

Tagged Untagged
GE#1

GE#1 FE#1 FE#2
GE#1 FE#3
GE#1 GE=2
Tag NoMem
Tag NoMem
Tag NoMem

Puc. 5.3.14.2 Hactpoiika B SW2

Haxxmem kHoniky Apply. CBsi3b C yCTPOMCTBOM IPOMNAJIET.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

36



T Fortis

Kondurypupyem kommyrtatop SW3.

YcranoBuM CICAYIOIINC 3HAYCHUA:
Managment VLAN D

VLAN List
VID State VLAN Name Tagged Untagged
1 Enabled Default GE=1 GE#2
2 Enabled V2 GE=1 GE#2
3 Enabled Vi GE#1 GE#2
VTU Table
VID State VLAN Name FE=1 FE=2 FE=3 GE#1 GE=2
1 Enabled Defeult NoMem NoMem NoMem Tag Tag
2 Enabled V2 NoMem NoMem NoMem Tag Tag [Edit Delete
3 Enabled V3 NoMem NoMem NoMem Tag Tag Edit Delete
Apply Add New VLAN
Puc. 5.3.14.3 Hacrpoiika B SW3
Haxxmewm kHOnKy Apply. CBA3b ¢ yCTPOWCTBOM IIPONAJZIET.
Koudurypupyem kommyrtatop SWI.
YcraHoBuMm CICAYIONME 3HAYCHUA:
Managment VLAN ID
VLAN List
VID State VLAN Name Tagged Untagged
1 Enabled Default GE#2 FE#1
2 Enabled V2 GE=2 FE=2
3 Enabled V3 GE#2 FE#3 GE#1
VTIU Table
VD State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2
1 Enabled Defalt UnTag NoMem NoMem NoMem Tag
2 Enabled V2 NoMem UnTag NoMem NoMem Tag Edi Delete
3 Enabled V3 NoMem NoMem UnTag UnTag Tag Edit] Delete
Apply Add New VLAN

Puc. 5.3.14.2 Hactpoiika B SW1

HaxwmeMm kHomiky Apply. CBsi3b € yCTPOWCTBOM MPOMAJIET.

[Tocne HacTpoiKK MOClIeHEr0 KOMMYTaTopa, Mbl 10JKHBI ¢ [1K, moaxttoueHHOro K
nopty FE1 xommyTtaropa SW1 3aiitu Ha WEB unTepdeiic kommyTaTopoB
SW1,SW2, SW3. A ¢ apyrux nopToB 3TO CAENaTh HE yAACTCS.
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5.3.15 Hacrpoiika Port Based VLAN (VLAN Hna 0a3e nopra)
VLAN — Port Based

Port Based VLAN sBisieTcst npocTeUIIMM MEXaHU3MOM OpTaHU3aluN

BUPTYQJIBbHBIX CETEH, pa3rpaHUUMBasi JOCTYIl HA YPOBHE KOMMYTAIlOHHON MAaTpPHUIIbI
koMmmyTaTopa. Port Based VLAN He ucnosb3yet TerupoBanue nmaketon. Kaxabiii
OTAEIbHBIN MOPT MOKET BXOAUTH TOJBKO B 0JuH VLAN.

OoOparure BHUMaHueE!
Port Based VLAN nocTyrneH TOJNBKO Ha YIUYHBIX KoMMyTatopax PSW

VLAN Ha 0a3e nopta HacTpauBaeTcsl CJIeIyIOImuM 00pa3om:
1. Pazpemuts paboty Port Base VLAN.

2. YCTaHOBUTH rajlOuYKu B COOTBETCTBYIOIIUX SYEHKAX KOMMYTAllMOHHOMN
MaTpPULBI.

3. IIpumenuts HacTpoiiku (Apply)

Ipumep.

Heobxoaumo Hactpouts 2 BupTyaibhble cetu: VLANI —noptel 1 u 2, VLAN2 —
nopTsl 3 U 4. PaccTaBiiseM TaJIOUKH Kak MOKa3aHO HA PUCYHKE

Incoming
1 2 |3 4 ) 6
1| M| O|0O10(0
2| OO0 0O
310|040 0
Outgoing
- ||| =0 0d
s1g|gjo|ig| | Od

L I O I I I (¥
Puc. 5.3.15.1 Ilpumep Hactpoiiku Port Based VLAN
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5.3.16 Hactpoiika VLAN Trunking
VLAN — VLAN Trunking

Bxrouenue Ha mopty pynkiuun VLAN Trunking, o3Hagaer, 94To yepe3 3TOT
IIOPT pa3penracTcs: BRIXOAUTh JIFOOBIM VLAN-aMm, 3a HCKITFOUCHHUEM TEX, KOTOPBIC
3aBesieHbl cTaTuuecku (Bkiagka VLAN — 802.1q Static VLAN). [Ipyrumu cioBaMH B
nopt ¢ BkIoueHHOU ¢pyHkuueit VLAN Trunking yXoaat TOJbKO HEU3BECTHBIE
VLAN, octanibHbI€ K€ padoTalOT B COOTBETCTBUU C HACTPOUKAMHU, T.K. yKe
nponucanbl B Tabnunax VLAN u nopTos.

Ha3naueHnue 3T0il pyHKIUU CIEeAyIOLIEe - €CJIM KOMMYTAaTOpP CTOMT MEX]y
nByMs ycrpoiictBamu, popmupytomumMu VLAN'sI (Hanpumep, MOTYT
peructpupoBaTbes AuHamuyeckue VLAN'bI, KOTOpbIE HY>)KHO "TIPOBOAUTH"
IPO3PayvHO B IPYTHE YUACTKHU CETH), TO JIOCTATOYHO Ha JIBYX MOPTaX BKIIOYUTH
VLAN Trunking u o ux Bce npomyctuT. MiHade npunuiocs Obl B SBHOM BHUJIE
BBOJIUTH BCeBO3MOXKHbIe VLAN B Tabmuiry.

State:

Port | State

1 O

a9

“

.
2

o|io|o|ojg|o|fg

Puc. 5.3.16.1 Hactpoiika VLAN Trunking

s Brmodenus pynkiuun VLAN Trunking, HeoOxoauMo nepekiitodarelis state
nepesecTy B enable 1 ycTaHOBUTH rajlouku HAIIPOTUB HEOOXOIUMBIX TTOPTOB.

Ecnu ucnonsayrores Tonbko cratnueckue VLAN (802.1q), BkintroueHue GpyHKUIUN
VLAN Trunking ne Tpedyercs!
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5.3.17 Hactpoiika QoS (Quality of Service)

Ucnonp3oBanue IEEE 802.1p QoS mo3BossieT nmpuopute3npoBath Tpaduk U
BBIJICJIUTH HEOOXOAMMYIO TIOJIOCY MTPOITYCKAHUS IS TPUJIOKEHUH, UyBCTBUTEIBHBIX
K 3a7epxkkaM, Bkitouas VolP (nmepenaua rosoca o IP) u BuneokoHndepeHuto.
Heobxoanmas nosioca nponycKaHus CO3JaeTCs 32 CYET MEHBIIEH CKOPOCTH
nepeIavu JaHHBIX TPUIOKCHHUH, HE YYBCTBUTEIBHBIX K 33JICPIKKE.

KoMMyTaTop opranusyer 4 OTAC/IbHBIC ammapaTHBIE O4Yepend Ha KaXIoM
(GU3HYECKOM TOPTY, MPU ITOM ITOCTYITAIOIINE OT Pa3IMYHBIX MPUIOKEHUN TTAKEThI
TIOJTy9arOT COOTBETCTBYIOIINUN MTPUOPHUTET.

[Ipu 5TOM KOMMyTaTOp MOAJIEPKUBAET 3 TUIA IPUOPUTETA!

1) mo HOMepy mopTa

2) no metke CoS

3) no metke ToS (DSCP)

5.3.17.1 ba3oBas HacTpoiika

QoS — General Settings

Ha Brmanke «General settings» yka3biBaeéM OCHOBHBIE ITapaMeTpPhbl

State Enable

CoS Scheduling mechanism | Weighted fair priority

Port | Priority mode | Default priority

1 CoSonly Priority 0 =
2 CoSonly ¥ Priority 0 +
3 CoSonly Priority 0 =
4 CoSonly Priority 0
5 CoSonly =« Priority 0 -
6 CoSonly Priority 0

Puc. 5.3.17.1.1 Hactpoiika QoS

State — BKiIroueHHe/BhIKITIOUCHHE paboThl Q0S
CoS Scheduling mechanism - Tun paGoTHI MJIAHUPOBIIUKA OUEPEICHA:

1. Weighted fair priority - makeTs! ¢ pa3HbIM IPUOPUTETOM 00pabaTHIBAIOC
KOMMYTAaTOpPOM B COOTHOLIEHUH 8:4:2:1. T.e. KOMMyTaTop B OHY €ICHHUILY
BpeMeHU OyieT 00padbaTbiBaTh 8 MAKETOB C BHICOKUM ITPUOPUTETOM, 4 TTaKeTa
CO CpEHUM IPHUOPUTETOM, 2 MaKeTa C HU3KUM IPHUOPUTETOM U | maker ¢
HUBIIUM [IPUOPUTETOM.

2. Strict priority - makeTsl ¢ 60Jiee BHICOKUM IIPUOPUTETOM OYIyT
o0OpabaTeIBaThCsl IEPBBIMMU, J0 TEX MOP MOKA OYEPEIb BBICOKOIPUOPUTETHBIX
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MAKEeTOB HE CTaHET ImycToi. [Ipu sToM nmakeTsl ¢ 00siee HU3KUM NMPUOPUTETOM
OylyT HAXOJUTHCSI B OUEPE/IH.

ITo ymonuaHnuio pekoMeHayeTcs ycTaHaBiauBath pexkxuMm Weighted fair priority.

Priority mode - npuoputet Boi6opa CoS unu ToS.

e CoS only - aktuBeH Tonbko COS ¥ MPHOPUTET MAKETA ONPEAEIIAETCS
cooTBeTcTBeHHO TObKO 1o noito CoS (Class of Service) B Ethernet ¢peiime.

* ToS only - aktuBen Tonpko ToS u npuopUTeT NakeTa onpeaensercs
COOTBETCTBEHHO TOJbKO 10 nosto ToS (Type of Service) B 3aronoske IP.

* CoS & ToS - aktuBHbI 00a Buga oocimyxuBanus CoS u ToS, Ho ecnu
NPUXOJIUT TMAKET, COACPIKAIIUI 00a MOl MPUOPUTETA, TO BHIOOP MPUOPUTETA
ocy1iecTBiseTcs 1o noiro ToS.

Default priority - npuoputeT no-ymonuanuto. Korga mexannsm QoS akTUBEH U
IPUXOINT MAKET, HE COAEpKalUil B ceOe Mosi MPUOPUTETA, €My IIPUCBAUBACTCS
cooTBeTCcTBYOMMM COS MPUOPHUTET MO YMOTYAHHUIO U OH 00padaThIBaeTCs Kak
TETUPOBAHHBIN MAKET C COOTBETCTBYIOIINM IPUOPUTETOM.

CymectByer 8 npuopuretoB CoS. [Ipuopuretsl Hymepyrorcs oT () — HU3IMI
IIPUOPHUTET J10 7 — HAUBBICIIMI IPUOPHUTET.

5.3.17.2 Orpanu4eHnue CKOPpOCTH

QoS — Rate Limit
Port | RX limit TX limit
1 0 0
2 0 0
3 0 0
4 0 0
5 0 0
6 0 0

Puc. 5.3.17.2.1 Hactpoiika orpaHu4eHns CKOPOCTH

JlocTynmHO HacTpanBaeMO€ OrPAHUYEHUE TTO MAKCUMAJIbHOM CKOPOCTHU ITpUeMa
U Tiepefadu i Kaxao0ro nopra.

RX limit - orpannyenue Bxossmiero tpaguka B Kour/c
TX limit - orpannuenue ucxoasiiero Tpapuka B Kout/c
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IIpumeuanue 1: orpaHU4eHrEe CKOPOCTH JOCTYIHO B uHTEpBaie ot 64 Kout/c no
102400 Ko6ut/c nnsa nmopros FastEthernet u 7o 256000 Kout/c myist mopToB
GigabitEthernet.

IIpumeuanue 2: Ecnu nopt padbortaet 6e3 orpanudenus, To B oyt RX limit u TX
limit ycranosute 0

5.3.16.3 Hacrpoiika Class of Service
QoS — CoS

Priority Queue

Prioritv 0 | Queue 1 ~
Prioritv 1 | Queue 0 =
Prioritv 2 | Queue 0 «
Prioritv3 | Queue 1 ~
Prioritv 4 | Queue2 -
Prioritv 5 | Queue2 -
Priority 6 | Queue 3 -

Priority 7 | Queue 3 ~

Puc. 5.3.17.3.1 Hactpoiika CoS

ITone Class of Service (CoS) — 3 6ura B Tere 802.1Q Ehernet-kaspa.
[To3BossieT pa3aenuTh TpaduK HA 8 MPHOPUTETOB C PA3TUIHON MApKHUPOBKOI HA
KaHaJIbHOM ypoBHe. KoMMyTaTop noanep:xusaet 4 ouepenu oOciayxkuBanus: Queue
0 - Queue 3. [Ipuuem Queue 3 - ouepeap ¢ HAaUBBICIIMM MTPUOPUTETOM, a Queue 0 -
ouepe/ib C HAUMEHBIIIUM PUOPUTETOM.

Hacrtpolika npumenuTcs, eciiv yctaHoBiieHO 3HaueHue CoS State:Enable Bo
Biiajgke QoS General Settings.

[To ymon4anuio, NpUOPUTETHI paclpeIeieHbI 10 OYEPEIsIM TaK:
[Tpuopuret 0 npuHagexut ouepeau Queue 1
[Tpuopuret 1 npunagiexut ouepean Queue 0
[Tpuopuret 2 npunamnexut ouepean Queue 0
[Tpuoputret 3 npunamnexut ouepean Queue 1
[Ipuoputet 4 npunamnexxut ouepean Queue 2
[Tpuoputet 5 npunamnexkut ouepean Queue 2
[Tpuopuret 6 npuHaiexkut ouepean Queue 3
[Ipnoputet 7 npuHamnexut ouepenn Queue 3
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5.3.17.4 Hacrpoiika Type of Service

QoS — ToS

DSCP | From: 0

DSCP
0

1

"
“

10

11

13
14

15

Type of Service (ToS) — none B [P-3aronoske (1 6aiit). [Ipennaznadeno ais

Queue

Queue 0
Queue 0
Queue 0
Queve 0
Queue 0
Queve 0
Queue 0
Queve 0
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1

Queue 1

-

To: 0~

DSCP | Queue

Queue 1
Queue 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1

Queue 1

Queue -

DSCP

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

Queue

Queue 2
Queue 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2

Queue 2

DSCP | Queue

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

Puc. 5.3.17.4.1 Hactpoiika ToS

Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3

Queue 3

MapKUpOBKH Tpaduka Ha ceTreBoM ypoBHe. KommyTtaTropsr PSW moryT onepupoBars
[P makeramu, B KOTOPBIX MO/ LIEIM MAPKUPOBKHU MIPETYCMOTPEHO COOTBETCTBYIOIIIEE
nosie B 3aronoBke - [P Type of Service (ToS) pazmepom onun 6aiiT. ToS 3anonHen

kiaccupukaropom DSCP.

Hacrtpolika npumenuTcs, eciiv yctaHoBiieHO 3HaueHue CoS State:Enable Bo
Biuagke QoS General Settings.

[To ymon4aHu10, MPUOPUTETHI PACTIPEEICHBI IO OYEPEISIM TaK:
[Tpuopuretsl 0-7 npunamiexar ouepeau Queue 0

[Tpuoputetst 8-31 npunamnexar ouepenu Queue 1

[Tpuoputetsl 32-55 npunaanexat ouepenu Queue 2
[Tpuoputetsl 56-63 npunaanexar ouepenu Queue 3
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5.3.18 Hactpoiika STP u RSTP
STP/RSTP — RSTP Settings

Buaeokamepe!
=

&

i

i

STP/RSTP

/s
In
||

Buﬁeuxameph\

Buneokameps!

Root Bridge

===

e OrTIKD 1000BaSO-X
— Menn 10008ase-T

Buneocepeep —— Meas 10/100Base-TxePoE

Puc. 5.3.18.1 Tomosorust Tuma «KOJIBIIO»

Jlnis obecriedeHns 3aluThl KAaHAJIOB CBSI3U OT €MHUYHOTO OTKa3a HE0OX0IUMO
UX pe3epBUpOBaTh. PezepBupoBanne HEU30EKHO BEIET K BOSHUKHOBEHUIO
KOJIBLIEBBIX YYaCTKOB CETH - 3aMKHYThIX MapuipyToB. Ctannapt Ethernet,
IIPeIyCMaTpPUBAET TOJBKO IPEBOBUAHYIO TOIOJIOTHIO U HE AOMYCKAET KOJBLEBBIX,
TaK KakK 3TO MPUBOJUT K 3aLIMKIMBAHUIO [TAKETOB.

B xommyTaTopax PSW peannzoBana nojnaepxka npotokosia Spanning Tree
Protocol (STP, IEEE 802.1d), koTOpbIil O3BOJIIET CO3/1aBaTh KOJbLIEBbIE MAPIIPYThI
B ceTsix Ethernet. IlocrosinHo ananu3upys koudurypanuto cetu, STP
ABTOMATUYECKHU BBICTPAUBAET IPEBOBUIHYIO TOMOJIOTHIO, IEPEBOAS N3OBITOUHBIE
KOMMYHUKAIIMOHHBIE JINHAU B pe3epB. B cirydae HapyleHHs LIETOCTHOCTH
IOCTPOEHHOM TakuM 00pa3zoM cetu (Hampumep, oopsiB onTuku), STP B cuntannble
CEKYH/Ibl BKJIIOYAET B pa00OTy HEOOXOANMbIE PE3EPBHBIEC IMHUU, BOCCTAHABINBAS
JPEBOBUIHYIO CTPYKTYpPY CETH.

Kpowme Toro, B kommyTtaropax PSW peannzoBana 6osee moiHas
Pa3HOBHUIHOCTH JAHHOTO MpoTOoKoJa - Rapid Spanning Tree Protocol (RSTP, IEEE
802.1w), MO3BOJISAOIIAS] CHU3UTh BPEMS IIEPECTPOMKH CETH JO HECKOJIBKUX
musucekyH . [Ipu ucnons3oBanuu RSTP 0OpbIB onTHKY TPUBOAUT K
KPaTKOBPEMEHHOMY 3aMHUPaHUIO0 KAPTUHKHU OT BHJIEOKaMephl (MeHbIIe 1 cex.) ¢
MOCJIETYIOUIUM BOCCTAHOBJIEHHUEM HOPMaJIbHOU PabOTHI.

Crnenyer yuntsiBath, 4To cTanaapT IEEE8802.w He pekoMeHayeT NpeBbIIATh
7 KOMMYTaTOpPOB B KOJIbLIe IIPU CTaHAAPTHBIX ITapaMeTpax nporokosia RSTP.
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Hacrpoiika RSTP

C nenbio ympouieHus npoiecca HacTpoiKu, OoJbIas 4acTh HapaMeTpoB CKphiTa. B
oOmieM ciayyae He TpeOyeTcsl U3MEHSTh BCE MEPEMEHHBIE, IOCTATOYHO BKIIOYUTh
RSTP u yxazate npuopuret mocta (Bridge Priority), ecnu 310 TpeOyercs.

Bridge settings

RSTP State RSTP
Bridge Priority (1-32768) 32768
| Advanced Settings Show |

Puc. 5.3.18.2 ba3zoBas Hactpoiika RSTP

Ecnu tpebyercst moay4YuTh JOCTYI KO BCEM JIOCTYITHBIM NIEPEMEHHBIM
Hactpoiriku RSTP, To HaxkmuTe Ha kHONIKY «Advanced Settings Show».

Bridge settings
RSTP State RSTP ~
Bridge Priority (1-32768) 32768 ¥
TX Hold Count (1-10) 6
. Bridge Max Age (6-40) 20
. Bridge Hello Time (1-2) 2

Forward Delay Time (4-30) 15

Port settings
Port State Port Priority . Cost Auto cost Edge 2P
1 Enable ~ 128 « 200000 il Auto - Auto
2 Enable ~ 128 = 200000 il Auto - Auto
3 Enable + 128 - 200000 il Auto b4 Auto ¥
4 Enable + 128 « 200000 = Auto - Auto -
b Enable + 128 « 20000 = Auto - Auto -

6 Enable ¥ 128 ¥ 20000 [ Auta b Auto ¥

Puc. 5.3.18.1 Pacimpennas Hactpoiika RSTP

JlocTyIiHBIE 71 peTaKTUPOBAHMS TICPEMECHHBIC:

* RSTP State - pesxxum pabotsl BeikiitoueHo, STP unu RSTP.

* BPDU Forward

* Bridge Priority - npuopuret Mmocta (KOMMyTaTOpa), YyCTAaHABIMBAETCS C
marom 4096 (1-32768). Heo6xoaum niist onpeaesienus: Root Bridge
(kopHEBOro KOMMyTaTopa). KopHeBbIM KOMMYTaTOPOM CTAHOBUTCS TOT, Y
KoToporo 3HaueHue Bridge Priority mensbie.

* TX Hold Count - orpannyeHrne MaKCUMaJIBHOTO YKcIIa nocbltaeMbix BPDU
nakeToB B cekyHay (1-10).

* Bridge Max Age - Bpems 0’KUJIJaHUSI MOCTa B CEKYHaX, [0 UCTCUCHUIO
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KOTOPOT'O OH CaM BBICBUIAET COOOIIICHUE O TIEpeCTPOCHHUH ceTH (6-40 cexyH).
* Bridge Hello Time - nepuon pacceuiku BPDU nakeroB B cekynaax (1-2
CEKYH]I).
* Forward Delay Time - 3a5iepkka rnepexojia COCTOSIHUIA MOPTOB U3 COCTOSIHUS
npocaymuBanus (Listening) u o0yuenus (Learning) B cocTosiHue niepaadu
(Forwarding) (B cexynmax) (4-30).

Hacrtpoliku noptos:

* RSTP State - Bxitouenue noprta B npotokos1 STP/RSTP. Ecnu e tpebyercs
oOecreynBath MOAAECPKKY KOJIBIEBOM TOMOJIOTMHU Ha ONPEAeIEHHOM MOPTY, TO
ATOT MOPT MOXHO BBHIKIIOUUTH U3 paboThl RSTP. Ognako, yutute, 4To eciu
IIPU 3TOM JIaHHBIA MOPT CTAHET PE3EPBHOM JIMHUEN, TO BO3MOKHO
BO3HUKHOBEHUE 3AIIMKIIMBAHUM [TAKETOB U BO3HUKHOBEHUS IITOPMA.

* Port Priority - npuoputer nopta (0-240) mensiercst ¢ marom 16.

* Cost - croumocTts iytu mopta (1-200000000). ITpu HaMUYMK HECKOIBKUX
aIbTEPHATUBHBIX MYyTEW BCETJ]a BEIOUPAETCS TOT, Y KOTOPOTO CyMMa
CTOMMOCTEHN MyTH MUHUMaNbHA. CTOMMOCTh MOPTA 3aBUCUT OT €0
poIycKHOM criocoOHocTH, 1t mopTa FastEthernet — 200000, ans mopra
GigabitEthernet — 20000.

* Auto cost - aBBTOMaTUYECKU BBIOMPATH CTOUMOCTh IMyTH 1OpTa. CTOUMOCT
IyTH BBIOUPAETCS UCXOS U3 MPOIYCKHON CITOCOOHOCTH mopTa. Ecnu ramouka
HE YCTaHOBJIEHA, CTOUMOCTh TTyTH OepeTcs u3 mosst Cost .

* Edge - pyuHoe uiam aBTOMaTH4ECKOE OnpeesieHue rpaHnuHoro nopra. Edge
port — 3TO TaKOW MOPT, KOTOPBIM HANIPAMYIO COEAUHAETCSA C CETMEHTOM CETH,
/1€ CO3JaHue METIN SABJISIETCS HEBO3MOXKHBIM. [Ipumepom norpaHndHOrO
OpTa MOXKET CIY>KUTb MOPT, HAMIPSAMYIO COEAMHIEMBIN ¢ paboyell cTaHIueN.
[TopThel, KOTOpBIE CKOHPUTYPHUPOBAHBI KaK MTOTPAaHUYHbIC, IEPEXOISIT B
COCTOSIHUE TIPOJIBUKEHUS TAKETOB HEMEJICHHO, MHHYSI COCTOSIHUS
POCIyIIMBAaHUS U u3yuyeHus. [lorpaHu4HbIN NOPT TEPSET CBOM CTATyC cpaszy
&e, Kak Toyibko oH nmpuHsu1 BPDU-nakeT, craHOBACH MPU ATOM OOBIYHBIM
OPTOM spanning tree.

* PTP - pyuHO€ 1 aBTOMaTU4YECKOE ONPEACIEHUE COCTMHEHNS TOYKA-TOUKA,
oOecrieuynBaeT OBICTPBIN MEPEX0l B PEXKUM TPOJABMKEHUS MakeToB. P2P-
NOPT UCHOJIB3YETCS ISl COEIMHEHUS C IPYTUMH MOCTaMHU.

[Ipu nactpoiike napameTpoB Forward Delay Time, Bridge Hello Time,
Bridge Max Age HeoOXOJMMO BBINOJHEHUE CIEITYIONIETO YCIOBUS:

2*( Forward Delay Time - 1) >= Bridge Max Age >= 2*(Bridge Hello Time + 1).

ITocne Hactpoitku RSTP npokoHTposupyiite pe3yabTaT (OpMHUPOBAHUS TOMOJIOTUN
Bo BKIagke RSTP Status.
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5.3.19 Hacrtpoiika IGMP
IGMP — IGMP Snooping

IGMP Snooping state | Disabled

[ Apply ] | Advanced Settings Show |

Puc. 5.3.19.1 Cokpamennas Hactpoiika IGMP Snooping

IGMP snooping pazpaboTan 1151 IpeIOTBPAILICHHS IIIUPOKOBENIATEIBLHON
(broadcast) perpancisiuu multicast Tpadrka KOMIBIOTEPAM-TIOTPEOUTEIISM,
KOTOPBIE SIBHO HE 3asBHJIA O CBOCH 3aMHTEPECOBAHHOCTH B HEM. DTO TIO3BOJISICT
KOMMYTaTOpaM MCKITI0YaTh TaKoW TpauK U3 TMOTOKOB, HAIIPABIISIEMBIX Yepe3 MOPTHI,

K KOTOPBIM HE MOAKJIIOUEHO ero noTpeduTesne, TeM caMbIM CYIIECTBEHHO CHUXAs
Harpy3Ky Ha CeTb.

B obmiem cnydae nns 3aaeiictoBanusi IGMP snooping HE0O6X0AUMO €ro JUIIh
BKJIFOUHUTH, B CBSI3M C 3THM OOJIbHASI 9aCTh HACTPOEK CKpbITa. |15 TOr0, 4TOOBI
0TOOpPa3UTh BCE HACTPOUKH, KIMKHUTE HA KHOTIKY «Advanced Settings Show»

IGMP Snooping state
Send IGMP Query
Query Interval 60

Query Response Interval

Group Membership Time

Other Querier Present Interval

Port | Port State

1

S| lh | de | | ka2
[CAI I CA A TS Y

Puc. 5.3.19.2 Pacimupennas Hactpoiika IGMP Snooping
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* IGMP Snooping state - coctosinue npotokona IGMP

* Send IGMP Query — nocsuats General Query. (Bo3M0XHO OTKIIFOUHTH
otnpaBky General Query)

* Query Interval - uaTepBan BpeMeHN MEXy OTIIpaBkoil coobmenuit Query (1-
255 cexyHnn). [To ymomuanuto 60 cekyHI.

* Query Response Interval - MakcumanbHOE BpeMsI OKHAAHUS OTBETA OT XOCTa
Ha OTHpaBKy nepuoaudeckux oommx Query. (1-25 cexynn). [To ymomyanuo
10 cexyH.

*  Group Membership Interval - uatepBan BpeMeHU B TEUEHUE KOTOPOTO
Mapuipytusarop oxuaaet nonydenus IGMP Report. Ecnu on He Obut
MOJIyYEH, TO MapIIPyTU3ATOP CUUTAET, YTO B JAHHOM CETH OOJIbILIE HET
XOCTOB, KOTOpbIe NpuHaiexar rpymmne.(1-255 cekynn). Ilo ymomuanuto 250
CEKYH/I.

* Other Querier Present Interval - eciiu kommyTtaTop Non-Querier, To eciii OH
B TEUCHUHU HTOTO MHTEpBaJia He nmony4yrs Query, To OH HAaUMHAET CUYUTATh ce0s
Querier. 1o ymonyanuto 255 cexyH.

* Port State - aktuBHocTs IGMP Snooping Ha BEIOpaHHOM HOPTY.
YcranoBneHHbIl yeKOoke pazpemiaet padoty IGMP Ha nopTty, a CHATHIM
NEPEBOJIUT MOPT B OOBIYHBIN pexuM paboThI (T.€. MOPT OyAeT BOCIPUHUMATD
BECh MYJIbTUKACTOBBIN TpadUK KaK MIUPOKOBEIIATEIIbHbIN)

Ipumeuanue: IGMP Snooping pabotaer Tosbko ¢ TpadhuKoM U3 management
VLAN .

[TpocMOTpETh CIUCOK TEKYIIUX TPYHIT MHOTOAJIPECHON PACCHUIKU MOMKHO
nocMmotpeTh Bo BkIagke IGMP — IGMP Group List
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5.3.20 Hactpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — npoTokos1, KOTopbIii
UCIIOJIb3YETCs 1711 yNPaBJIEHUS U MOHUTOPUHTIA 33 CETEBBIMU ycTpoiicTBaMu. C
nomoIpio npotokona SNMP, nporpammMHoe obecriedeHue MOXKET MOTydaTh JOCTYT
K UH(QOpMaIU, KOTOpasi XpaHUTCS Ha YIIPaBIsEMbIX YCTPONUCTBAX (Hampumep, Ha
koMMyTaTope). Ha ynpasnsiembix ycrpoiictBax SNMP xpanut unpopmainio oo
YCTPOMCTBE, Ha KOTOPOM OH paboTaeT, B 0aze JaHHBIX, KOTopas Ha3biBaeTcsa MIB.

KommyTtarop nogaepxkusaer SNMP vl u SNMP v3.

5.3.20.1 Hacrpoiika SNMP vl

State

Traps server [P address |192 |155 |G |1D4 |
Version

Read Community [public |

Write Community |private |

Puc. 5.3.20.1 Hactpoiika SNMP vl

* State - cocTosiHuE.

* Traps Server IP address - IP anpec cepBepa, Ha KOTOPBIA OTHPABISIOTCS
SNMP Traps.

* Version - Bepcus nporokosa SNMP.

* Read Community - coo0111eCTBO TOJBKO JIJIsl YTEHUS, CTPOKA
ucronb3yromiascs Ay ayreHtudukaruu B SNMP vI. Taxke Read
Community ncnons3yercs 11 ornpaBku SNMP Taps.

* Write Community - coo0111€CTBO JIs 3aIIMCH, CTPOKA UCTIONB3YIOIIASCS IS
ayteHTu(ukanuu B SNMP v1.

SNMP Traps OyayT nochlIaThCs TOIBKO MPU HACTYIUICHUH TEX COOBITHH,
KOTOpBbIE YKa3aHHbI BO BKIagke Event List
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5.3.20.2 Hacrpoiika SNMP v3

SNMP v3 o6ecnieunBaeT 60siee BRICOKHI YPOBEHb O€30MMaCHOCTH TIO
cpaBHenuto ¢ SNMP v1.

State

Traps server IP address |192 |1BS |G |1D4 |
Wersion

Security Level

Engine ID |SDDD1 F888077DSCBT7TIEADEF4B
User Name |user |

Auth Password | soee |

Priv Password | soee |

Puc. 5.3.20.2 Hactpoiika SNMP v3

st nHactpoitku SNMP v3 ycraHoBHTE nepekiitouaTeab Version B MOJ0KEHNUE
«SNMP v3».

SNMP v3 no3BoJisier riOKO HacTpauBaTh YPOBEHb 0€30M1aCHOCTH.
Br16op ypoBHS ocyiiecTBisieTcs nepekitouarenem «Security Level»:

* NoAuth,NoPriv - aBropu3zanus Toipko no crpoke User Name u 6e3
mdpoBanus. (pexum aHanoruaeHr SNMP v1)

* Auth,NoPriv - pabota ¢ ucrnosb30BaHUEM aBTOPHU3ALIMU MO MAPOITIO
Auth Password (meroq HMAC-MD5-96), Ho 6e3 mudpoBaHus.

e Auth,Priv - paGoTta ¢ ucnonp3oBaHrEeM aBTOpPHU3ALUU 110 Tapoao Auth
Password (metom HMAC-MD5-96),u ¢ mudpoBaranem AES-128 mo
kitouy Priv Password.

Engine ID - unentudpukarop B SNMP v3. Jlns kaxaoro kommyraropa Engine ID
YHUKaJIeH, OH reHepupyetcs Ha 6aze MAC anpeca ycrpoiictBa. To ecTh ero He
TpeOyeTCst UBMEHSTh, HO TPU HEOOXOJUMOCTH MOKHO YCTAHOBUTH COOCTBEHHOE
3HAUYCHHUE.
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5.3.21 ®uasTpanus no MAC-aapecam
Security — MAC Address Filtering
B xommyTtaropax TFortis ecTh BO3MOKHOCTh BKIIFOUNTH (prusbTparuio mo MAC-

aJpeCaM Ha IIopTax.
Ports Settings

Port | State
1 Normal

Secure: MAC filtration
g Secure: Port shutdown

Secure: Temporary port shutdown
3 Normal v
4 |[Normal v
5  |[Normal v
6 | [Normal v|

Puc. 5.3.21.1 Hacrpoiika pexxuma paboTsl mopra

B pexxume Normal, nopTt pabotaer B HOpMalIbHOM pEXUME, IPOU3BOIS
KOMMYTAITUIO MAaKEeTOB Kak 00bIYHO, Mponyckast itoosie MAC ajapeca.

[Tpu nepeBojie mopTa B COCTOSHHUE Secure, I0CTYN Yepe3 3TOT MOPT OyAeT
BO3MOX€EH TOJBKO ¢ Toro MAC azapeca, KOTOpbIH BPYyUHYIO MTPOMKCAH B TAOIUIE
MAC Address Table — ctincke pazpeménasix MAC agpecoB. Takxke ecTb
HECKOJIbKO BAPUAHTOB IOBEICHHUS IIPU ITPOXOKICHUN YEPE3 TIOPT HEPAZPEIIEHHOTO
MAC agpeca:

* Secure: MAC Filtration — eciu Ha mopty oOHapyxeH HepazpemeHubii MAC
azapec, To O01okupyetcs Tosbko 3ToT MAC aapec, u mopT nmpoAoKaeT
paboTars.

* Secure: Port shutdown - eciu Ha nopty oOHapyxeH HepazpeméHHbiii MAC
aapec, To MopT OJOKUpPyeETCs, epeaada JaHHbIX Yepe3 HEro NpeKparaeTcs.

* Secure: Temporary port shutdown - eciivu Ha nopTy 0OHapyKeH
Hepazpeménubii MAC aznpec, TO OpT BPEMEHHO OJIOKUPYETCSl Ha 5 MUHYT,
nepeaaya JaHHbIX Yepe3 Hero npekpamaercs. [1o ncreuenunto 3Toro BpeMeHu,
NOPT MEPEBOIUTCS BHOBb B COCTOSIHUE Tlepenaun. Ecim HepaspemeHabiit MAC
OCTaJICSl, TO MOPT CHOBA OJIOKUPYETCSI.

Jlo6aBnenue HoBoro paspeménnoro MAC aapeca npousBoautcs B Tabnuie Add
New MAC Address. /{is atoro yka3siaetca MAC agpec u Homep nopra.

Add New MAC Address
MAC Port

| | | [Port1 v]

Puc. 5.3.21.2 Jlo6aBnenue HoBoro MAC aapeca u tabimna MAC aapecoB
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5.3.21.1 Cnucoxk 3a0a0xkupoBannbix MAC-aapecos

Security —Blocked MAC Address

[Tpu Brirouennu pyuknun Guibrpanuu MAC aapecos, B Tabnuiie 0yayT
otobpaxkarbcss MAC aapeca yCTpOHCTB, KOTOPBIE TBITATUCH OCYIIECTBUTD JOCTYII
OJIMH W3 3aIUIIEHHBIX TIOPTOB KOMMYTATOPa, U TPU ITOM HE OBLTH BHECEHBHI C
CIIUCOK Pa3peIIEHHBIX JIJIs1 ATOTO MOpPTa.

Port | MAC address

1|4

DC:2B:2A:B3:55:79

D0:27:88:1C:33:B5

54:04:A6:A0:B2:76

00:15:70:CB:6D:33

00:1A:92:67T:A8:B5

08:00:27:DF:51:B0O

24:A4:3C:D4:EA:B4

54:42:49:97:C0:50

00:00:00:00:00:00

Puc. 5.3.21.3 Cnucoxk 3a6nokupoBanubix MAC agpecos

J1J1s CBOEBPEMEHHOTO HHPOPMHUPOBAHUS aJIMHHUCTPATOPA CETH O TOTBITKAX
nocrtyna ¢ HeuzBecTHbIX MAC anpecoB, HEOOXOUMO HACTPOUTH 3TO coObITHE. J{7st
storo B pazzene Events — Event List yctanosute ranouky MAC Filtering

MAC Filtering

|{4}Warning V|

Puc. 5.3.21.4 Hactpoiika coObITHS
W nanee Hactpoiite m000i npoTokos nHpopmuposanus (Syslog, SNMP-Trap

uu SMTP)
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5.3.22 Hacrpoiika 0e301acHOro cTapTa BUJeoKaMep

Special Functions — Comfort Start

Comfort Start - be3onacHslii cTapT Buaeokamepsl. Hanbonee KpuTHUHBIM
MOMEHTOM B pabOTe BUAECOKAMEPHI SIBIISETCA €€ 3aIyCK PU HU3KOM TeMneparype.
Jlnst obecneyeHust KOM(OPTHBIX YCIOBUH 3aIlyCKa BUIEOKAMEPHI B XOJIOIHOE BPEMsI
rojia peKOMEHAyEeTCs MIPEABAPUTENLHO 3alIUTATh HArPEBATEIIbHBIN JIIEMEHT
TEPMOKOXKyXa U TOJIBKO MOTOM BKIIFOUUTH BUIEOKAMEPY. Y CTAHOBIIEHHAS rajioyka
oOecreunBaeT 3a/iep KKy 1o BkiodeHuto PoE nist Buneoxkameps! Ha 1 wim 2 yaca
1ocje Nnojadyu NUTaHusl Ha KOMMYTAaTop.

OobOpaTture BHMMaHue!
Jannast GyHKIMS TOCTYMHA TOJIBKO Ha YIUYHBIX KOMMyTaTopax PSW

Oob6paTutre BHMMaHKeE!

Jannast GyHKIMs paboTaeT TOJBKO MPU UCIIOJIb30BAHUU TEPMOKOKYXOB
TFortis TH-02 u TH-03

Soft start time - BIOOp MIUTEIBHOCTH PaOOTHI MPEIBAPUTEIIFHOTO IIPOTPEBA.
Ecnu Temneparypa Bo3tyxa He omyckaercs Hke MuHyc 30°C, pekoMeHyeTcst
yCTaHaBJIMBATh NPOrpeB 1 yac, mpu OoJiee HU3KOU TeMIepaType yCTaHaBINBATh
pEKOMEHAyeTCs 2 yaca.

Manual start - npyHY IUTEIBHOE BKIIIOYEHUE BUICOKAMEDPDI, HE TOKUAASICH
3aBepIICHUS LHUKJIA IPOrPEBa.

Soft start time 1Hour =

Port Comfort start PoE status Manual start
1 OFF

2 OFF | Start |

3 OFF \ﬂl

4 OFF | Start |

Puc. 5.3.22.1 Hactpotika 6e30macHOro crapta Kamep
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5.3.23 HacTpoiika KOHTPOJI 3aBHCAHHUS BUIeOKaMep

Special Functions — Auto Restart

OO0parute BHUMaHMe!
JanHas (yHKLIMS TOCTYNHA TOJIBKO Ha YIUYHBIX KoMMyTatopax PSW

Jannas GpyHKUIMS peJHa3HayeHa JUIsl aBTOMAaTHYECKOro Iepe3amycKa
BHJICOKaMEPHI IIPU €€ 3aBUCaHuU. [lepe3anyck oCyecTBIseTCs TOIBKO B TOM
ClIy4ae, Korja Kamepa nuTaercs 1no npotokonbHomy PoE. ABroMmarnueckas
nepe3arpyska He BO3MOXKHA, €CJIU MUTaHUE OCYIIECTBIISIETCS IO OECIIPOTOKOIBHOMY
PoE (Passive PoE), nu6o nuranue nomaércs ot croponHero PoE unxekropa.

Port | Auto restart mode | Value Manual restart

1 Min Speed: /0 Kbps

2 :[192 |[168 ][0 1[33 | |[ Restart
3 -
s :

Puc. 5.3.23.1 Hactpoiika KOHTpOJIS 3aBUCAHUS KaMep
Auto restart mode - KpuTepuil 3aBUCaHUS.

Cy1ecTByeT Tpu KpUTEpHUS:
* Link - nponaganue curnana Link oT BueokaMepbl.
* PING - oTcyTCcTBUE OTBETOB Ha Cly)KeOHBIE 3anpockl Ping.
* Speed — HHU3Kasi CKOPOCTh Ha MOPTY.

IIpu ucnonwzoBanuu kputepus Ping ykaxure I[P anpec kamepsl.

[Ipu ucnonw3oBanuu kputepus Speed yKaKuTe MUHUMAIIbHBINA TOPOT CKOPOCTHU Ha
nopty. CkopocTh ycTaHaBnuBaerca B Kour/cek.
Manual restart - npuHyAUTENbHAS IIEpe3arpy3Ka BUIEOKaMEPHI.
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5.3.24 ArpernpoBaHue KaHAJIOB

Ports — Link Aggregation

JanHasi pyHKUMA ellé He peain30BaHa!

KommyTtatopsr TFortis SWU moanep:kuBaroT co3gaHue 10 5 arperupoBaHHBIX
KAaHAJIOB, COJIepKaIlIuX OT 2 10 8 mopToB. O0beAMHEHNE (PUZHUECKHUX TOPTOB
KOMMYTaTOpa B arperupoBaHHbIA KaHaJI [MO3BOJISIET YBEIUUUTh MTPOITYCKHYIO
CIOCOOHOCTh MeX 1y KomMmyTaTopamu B N pa3 (rae N — uncio nopToB B rpymnre), a
TaK)K€ YBEJIUYUTh OTKa30yCTOMYMBOCTh CUCTEMBI. ATPETUPOBAHKE SIBIISIETCS
CTaTUYECKUM, a 3HAYUT TpeOyeT pyuHOH HACTPOUKH.

Add Trunk
ID | State Master Port | 1 2 3 4 5 6 7 8 9 10 |11 (12 |13 (14 |15 |16

1 Enabled - 1 - v v

Add

Puc. 5.3.24.1 Co3nganue arperupoBaHHOTO KaHaia

Jlsist 00beIMHEeHHSI TPYTINBI OPTOB B arperMPOBaHHbIA KaHAI HEOOXOAMMO B Ta0IUIE
Add Trunk BeiOpaTh 00beUHSAEMBIE TTOPTHI U CPEAN HUX yKa3aTh MacTep-IMopT.

* State — coctosnue Tpanka. [l aktuBauuu ycraHosute Enable

*  Master Port — macrep-nopt. Mactep nopT AOJKEH MPUHAIIEKATH CIIUCKY
BBIOpAHHBIX B IPYIIIY TOPTOB

e Add — no6aBieHrne HOBOW T'PYIIIIBI

[Tocne noGaBiieHust HOBOM TpyIbl, oHa mosiBUTCS B criicke Trunk List.

Trunk List
Trunk ID | State Master Port | Ports
1 Enabled 1 12 | Edit || Delete

Puc. 5.3.24.2 Cniucok arperupoBaHHbIX KaHAJIOB

OkoHYaTETbHOE MPUMEHEHNE HACTPOEK MPOUCXOAUT MOCIIE HAKATHUS HA KHOIIKY
Apply.
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5.3.25 3epkasiupoBaHue NOPTOB

Ports — Port Mirroring

KommyTtaTtop SWU nonnepxuBaeT 3epkanupoBanue Tpaduka c
ONpeAEIEHHBIX TOPTOB HA LIEJIEBOU MOPT.

State | Enabled ~

Target Ports

Port 1

[39]
[F8)
i
n
(=)}
1
[#a]
e
—
(=]
—
—
—
(3]
—
L")
—
P
—
(.
—
(=)}

1 - N~ R~ N~ |N-*~- N~ | HN-~- N~ | N-~- N~ | N-~- N~ | N-~- N~ | N=~- N~ |N-*~-

Puc. 5.3.25.1 Hacrpoiika 3epkanupoBanus Tpaduka c 2 nopra Ha 1-i

e State - BKJIIOYEHHE 3€PKATUPOBAHUS, 10 YMOTUAHUIO (DYHKIIHS
3epKaJIMPOBAHUS OTKJIIOYEHA.

* Target Port — 1ieneBoit mopTt, Ha TaHHBIN MOPT OY YT AyOIUPOBATHCS TAHHBIC
C IOPTOB-UCTOUYHUKOB

* Ports — MOPTHI-UCTOYHUKH, TTOPT MOJIJEPKUBAET HECKOJIBKO PEKUMOB:

o N (Normal) — mopt paboTaet B 0OBIYHOM PEKHUME, 3ePKAUTUPOBAHUE
OTKJIFOYEHO.

© R (Rx) — Ha 1eneBoii NopT NepechUIatoTCs TOIbKO NPUHUMAEMbIE 3TUM
ITIOPTOM ITAKETHI

© T (Tx) — Ha HeJIeBOM MOPT MEPECHUIAIOTCS TOJIBKO OTIIPABIISIEMBIE C 3TOTO
[OpTa MAKETHI

© B (Both) — Ha 1iesieBo#t mopT NMepechUIaAIOTC KaK TPUHUMAEMBbIE 3TUM
MIOPTOM, TaK ¥ OTIIPABJISEMBIC C 3TOTO MOPTA MAKETHI
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5.3.26 Tpancasiuus coObITHII Ha 0/10KkU MHTerpanuu Teleport

Special Function — Teleport

baoxk unrerpanun TFortis Teleport-1 npenHasHadeH st UHTErpauuu
koMmyTaTopoB TFortis PSW ¢ oxpaHHbIMH crucTeMaMu 0€3011aCHOCTH.

OaHo u3 npumenenunit ycrpoiicrsa Teleport-1 - 3To TpaHCIALMSA TPEBOKHBIX
curHasioB ot kommyTtatopoB TFortis PSW (BckpbsiTue mkada, oTcyTcTBHe
coenunenus ¢ IP-kamepoit u np.) B 1100Y10 OXpaHHYIO CUCTEMY, HAlpUMED B
"bonua". biok uHTErpanyu UMEET pesieHbIE BBIXObI, HA KOTOPBIE TPAHCIUPYETCS

COCTOAHHC BXOO0B THUIIA ((CYXOﬁ KOHTAKT» U3 KOMMYTATOpa.

KommyTatop TFortis PSW
B wkay CrossBox-1

Butas napa

— BONC

|:> WaeRd bl curHanuaaw

KommyTatop TFortis SWU-16 Bnok uHTerpa m Curnan-10
TFortis TELEPORT-1 WCO «Opuon=

Puc. 5.3.26.1 CtpykTypa cetu

Hactpoiika cBsi3u kommyTtaTtop PSW «—— Onok unterpanuu Teleport
IIPOU3BOJIUTCS B HECKOJIBKO IIIATOB:

1. Coznanue cnucka ¢ yaaja€HHbIMU yCTPOMCTBaMU.
Add New Remote Device

Name
Type Teleport-1 ~

IP Address

Puc. 5.3.26.2 Jlo6aBieHre HOBOro yAaJI€HHOIO YCTPOUCTBA
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Name — TEeKCTOBOE OMUcaHue, HeoOA3aTENbHBIN MTapaMeTp, CIY>KUT JHUIIIb JIJIS
yI00CTBa HACPOUKHU

Type — Tun ynanéanoro ycrporictsa (Teleport-1 wim Teleport-2)

IP Address - IP agpec ynan€énnoro ycrporcTsa

JloGaByiieHHBIE YCTpOMCTBA Oy IyT OTOOPaXEHBI B CITUCKE YIAIEHHBIX YCTPOUCTB:

Devices List

Name | Type IP Address

1 Teleport-1 | 192.168.0.3 | | Info || Edit || Delete |

Puc. 5.3.26.3 Cnucok yaajJeHHBIX yCTPOHCTB

2. [IpuBs3ka 10KaIbHOTO BXOJa WIIM COOBITHSA K BBIXOAY yAaNEHHOTO YCTPOMCTBRA.
31ech MPOUCXOAUT HACTPOITKAa COOTBETCTBUS, HA Kakoi BbIxoJ Teleport'a
TPAHCIIMPOBATH COCTOSIHUE BXO/IA.

Inputs

Active | Remote Device | Remote Port | Inverse | Current State

1| ¥ 192.168.0.3 v | Outl ~ v Open
2 Open
Events

Active | Description | Remote Device | Remote Port | Inverse | Current State
1 UPS Open

2| ¥ AutoRestart | 192.168.0.3 v | Out2 ~ Open

Puc. 5.3.26.4 Coucok BX0OI0B U COOBITHI

Inputs - HacTpoiiKka TPaHCIALNHU BXOJ0B

* Active - akTUBHOCTb. Eciin rajodka yCTaHOBJIEHA, TO BXOJl aKTUBEH U €TI0
COCTOSIHUE PETPAHCIUPYETCS HA YAAIEHHOE YCTPOIMCTBO

* Remote Device - ynan€HHOe yCTpONCTBO

* Remote Port - HoMep BbIX0/1a YAAIEHHOTO YCTPOMCTBA

* Inverse - HHBEpPTUPOBATH COCTOSIHME BX0a. T.€. KOoraga BX0OJ Pa30OMKHYT,
BBIXO/Jl YIaJIEHHOIO YCTPOMCTBa OYAET 3aMKHYT U HA00OPOT.

* Current State - Texyllee COCTOSIHAE BX0/1a
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Events - HacTpoiika TpaHCISIIUU COOBITUI

* Active - akTUBHOCTb. Eciu rajiouka ycTaHOBJI€Ha, COOBITHE PETPAHCIUPYETCS
Ha BBIXOJ YAAIEHHOTO yCTPOUCTBA

* Remote Device - ynai€HHoe ycTpoiicTBO

* Remote Port - HOMep BbIX0/1a YAAIEHHOTO YCTPOMCTBA
* Inverse - nHBEpCUS

e Current State - TekyIiiee COCTOSSHUE COOBITHUS
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5.3.27 KabeabHblii TecTep

Diagnostic Tools — Virtual Cable Tester

Kommyrtaropsr TFortis monnepkuBatoT (yHKIUIO TPOBEPKU LEIOCTHOCTH
ka0ens Ha “meanbix”’ moprax Fast Ethernet. /laHHBIN TeCcT MO3BOJISET ONPEAEIUTD
THUII OBPEKIeHUS (0OPBIB MIIM KOPOTKOE 3aMbIKAHUE) IS KaXKJI0M Maphbl, a TaKxKe
yKa3aTh pacCTOSTHUE OT KOMMYTAToOpa JI0 MECTA MOBPEXKIACHUS.

®u3nyeckuil MPUHIMUIT TECTUPOBAHKS OCHOBAH HA TOM, YTO KOMMYTATOP
NOCHIIAET MPOOHBIN ANEKTPUUECKUI HMITYJILC MO KaOelo, U Ha OCHOBAaHUU BPEMEHU
3aJIep’KKU U (paze MPUHITOr0 OTPAXKEHHOTO CUTHAA ONPEeIIAeT JUCTAHLUIO 10
NOBpeXeHus U ee Tun. [Ipu 3TOM Ha BpeMs Mponasaer CBs3b U JIMHK Ha
TECTUPYEMOM IOPTY.

Ecnu xabenb 1emnplii, 1 Ha JAPYTroi CTOPOHE MOJIKII0UEHO UCIPABHOE CETEBOE
YCTPOMCTBO, TO OIpeAeTIeHHE JUIMHBI Kabelsi HEBO3MOXKHO, T.K UCXOs U3 MPUHIUIIA
paboThI, MPOOHBIN CUTHAI OyIeT TEPMUHUPOBATHCSI KOHEUHBIM YCTPONUCTBOM U HE
OyIeT oTpakeHHsI.

TecTupoBaHue MPOUCXOAUT HAXKATUEM HA KHOIIKY I10J] COOTBETCTBYIOILIUM
noptoMm B pazzaene Diagnostic. [Tpu aTom, nocine Tecta, B Tabaune oToopas3sTcs
pe3yabTarhl Tecta Jyis nap 1-2(6eno-opaHxeBbiii — opaHkeBbiit) u 3-6 (6eno-
3CJICHBINA — 3€JICHBIN ).

HononuurensHo B komMmyTatopax SWU tectupyrorcs napsel 4-5, 7-8.

[Tocne TecTupoBaHUsl BOBMOXHBI CIIEIYIOIINE PE3YIbTaThI:
1. Short - KopoTkoe 3ambIkaHue MEXIy Mapamu
2. Open - OOpsIB WK Kabelb HE MOIKIII0YCH
3. Good - OTcyTCcTBHE MOBPEKIACHUS

["apaHTHpOBaHHAs TOUHOCTh ONPEIECIICHUS JJIMHBI KaOelsl TECTEPOM
cocTasiseT + 2 Merpa. [loaToMy BO3MOYKHA CUTyalHsi, KOT1a IPA TECTUPOBAHUHI
3aBeI0MO LIesI0ro Kabesns, ;ymHa nap 1-2 u 3-6 Oyner pazau4yHoi. ITO MOXKET ObITh
CBSA3aHO C Pa3IUYHBIMU (PAKTOpaMU: HEOJHOPOAHBIE XaPAKTEPUCTUKN METHBIX
IPOBOJHUKOB, Pa3IN4Hasl NIOTHOCTh CKPYYUBAHUS Map, UHAUBUAYaJIbHbIE
ocoOeHHOCTH KomMmyTaTopa PSW.

Jj1s OBBIILIEHUS] TOYHOCTH U3MEPEHUN, MOYKHO MTPOU3BECTH KAIMOPOBKY
Ka0eIpHOro TecTepa.

J1J1s 3TOro MOAKIIIOUUTE K KaTuOpyeMoMy MOpTy KOMMyTaTopa Kabesb AJITUHON
HE MEHee 2 MeTpOB (IIPH ATOM OCTaBbTE BTOPOI KOHEIl KaOes He TMOAKIIOUCHHBIM ),
B WEB unrepdeiice B paznene Calibrate HanpoTuB HY>XKHOTO MOPTA YKAKHUTE JUIUHY
MOAKJIIOYEHHOT0 Kadesst B MeTpax U Haxxkmute Set. [Ipu 3ToM npoxoauT TecT u
PacCUMTHIBAETCS MOMPABOYHbINA KOA()(PHUIIMEHT.
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Calibrate
Port Actual distance
1 Set
2 Set|
3 Set
4 Set|
Diagnostic
Distance Status
Port :
Pait 1| pair 3.6 | Pair 1-2 | Pair 3-6
5 [ Y AU R I — Test
R A I — Test
3 e - - — Test
I A I — Test

Puc. 5.3.27.1 Untepdetic kabenpHOTO TEcTEepa

5.3.28 Ynauaénubiii Ping
Diagnostic Tools — Ping

IP address O | | |

Puc. 5.3.28.1 Untepeiic ynanennoro PING

PING — YTunuta 1151 IpoBepKu coeuHeHui B ceTsax Ha ocHoBe TCP/IP.
JlanHas yTunuTa oTnpasiseT 4 naketa o 32 Gaiita Ha ykasanHbid [P agpec u
KOHTPOJIUPYET UX BO3BPALLCHUE.

[Ipu nomonm JaHHOW YTHIMTHI BBl MOXKETE «IIPONMHIOBATHY) KaMEPY
HEIMOCPEJICTBEHHO ¢ KOMMYTaTopa. ITO MOXKET TOHAI0OUTHCS JJIS PEIICHUS
npo0iem.
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5.3.29 CraTucTtuka KOMMYTaTOpa

KoMmmyTaTop mpegocTaBisieT pa3InyHy0 CTaTUCTHICCKYIO HH(GOPMAIIUIO, OHA
MOXET OBITh T0JIC3HA IIPH PEIICHUHU ITPOOJIEM ¢ CEThIO U €€ aIMUHUCTPUPOBAHUEM.
5.3.29.1 CrarucTuka no nopram
Statistics — Port Statistics

Port | RX =

1 | 32554633 (12.5 Mbps) | 813082841 (0.2 Mbps)
2 | 814091622 (0.2 Mbps) | 33850997 (12.5 Mbps)

3 | 0(0.0 Mbps) 0 (0.0 Mbps)
4 | 0(0.0 Mbps) 0 (0.0 Mbps)
5 |0.0Mbps) 0 (0.0 Mbps)
6 | 0(0.0Mbps) 0 (0.0 Mbps)

Puc. 5.3.29.1.1 Craructuka no nopram

CraTucTHKa 10 IPUHATHIM U OTHPABICHHBIM JaHHBIM O KaXKIOMY HOPTY
KOMMYTaTopa.

* RX - HenoBpexaeHHbIC TaHHBIC, IPUHATHIE HA OPT (B OaiTax).

* TX - HenoBpeXJACHHbIE JaHHbIE, OTIPABIICHHBIE C MOPTa (B OalTax).

Ipumeuanue . Bece cueTunku 32-X paspsaHbIe, OHU OOHYJISIOTCS IO TOCTHKEHUIO
3HaueHud 4294967295.

ITo Haxxaturo kHONKU «More info» MOKHO MPOCMOTPETH OoJiee MOAPOOHYIO

CTaTUCTUKY MO KOHKPETHOMY MOPTY (CM. Puc. 5.3.24.1.2)
& Port Info - Internet Explorer e - 7 EI_‘Q

|€ http://192.168.0.1/info/port_info.shtmi?port=0

Port #1

Speed Statistics

RX Speed TX Speed
86
74
61
49

Port Statistics PoE Status

TS
4

RX good bytes 13704359

RX bad bytes 0 Type A | Type B
TX bytes 322641771 State |OFF | OFF
Collision bytes 0 Voliage

RX discards packets | 0 Current

RX filtered packets Power

TX filtered packets | 41247

Puc. 5.3.29.1.2 IlogpoOHas craTHCTHKA IO IOPTY
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5.3.29.2 Cratucruka PoE
Statistics — PoE Status

Port | Status | Mode | Power

1 OFF -

=)

OFF ---
3 OFF ---

4 ON PcE A | 11303 W

Total Power 11.303 W
Puc. 5.3.29.2.1 Cratuctuka PoE

Ha nanHoii Bkiaake oroOpaxaercs nHpopmanus o HHxeKTupoBanuu PoE u
TEKyLIeH MOIIHOCTH AJisl Kakaoro nopra. Cratyc u notpedsisieMasi MOLTHOCTH
YKa3bIBa€TCs TOJIBKO U1l IIPOTOKOJIBHOrO POE.

Ooparure BHUMaHue!
Jannast GyHKIMS TOCTYMHA TOJIbKO Ha yau4yHbIX POE kommyTtaropax PSW

* Status - ctatyc PoE. (ON/OFF)

* Mode - Tun nutaHus: TAN A - TUTaHUE niepeaaeTcs no napam 1-2, 3-6. Tun B
- IUTaHue nepenaercs no mnapam 4-5, 7-8.

* Power - oTnaBaeMas MOITHOCTH poTokoJbHOTO POE (BT).

* Total Power - cymmapnas MomHOCTh (BT), 17151 KOppeKTHOW paboThI He
JIOJDKHA MPEBBINIATH OFOKET MOIIIHOCTH.
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5.3.29.3 ARP Tadauna
Statistics — ARP Table

Crpanuna conepxut ARP k311 nporieccopa KoMMyTaTopa, IpeICTaBICHHBII B BUIE

TaOJINLIBI.
Ne | IP address MAC address
1 | 192.168.0.101 84:C9:B2:47:00:28
2 |192.168.0.166 D0:27:88:1C:33:B5
3 |192.168.0.236 20:1A:06:8A:62:89
4 |192.168.0235 9C:93:4E:18:24:7F
5 |192.168.0.128 00:1A:92:67:A8:B5
6 |192.168.0.79 CC:5D4E:4C:11:AC
7 |192.168.0.124 22:1B:64:EA:0F:00
8 |192.168.08 00:1A:92:67:A8B1
9 |192.168.024 00:0F-EA:61:93:56
10 | 192.168.0.10 20:CF-30:C3:4A:C2

Puc. 5.3.29.3.1 ARP Ta6numa
5.3.29.4 MAC Tabauna
Statistics — MAC Table

Bxrnaaka comepxut Tabiauily KoMmMmyTanuu: cooTBeTcTBue MAC-opT.

Ne | MAC address Port
1 | 00:00:AA-C1:8E:98 4
2 | 00:15:70:CB:6D:33 4
3 | 00:1A:92:67:A8:A9 4
4 | 00:1A:92:67:A8:B1 4
5 | 00:1B:FCF5:82:5E 4
6 | 00:1D:60:1E:78:BC 4

Puc. 5.3.29.4.1 MAC rtabnuua
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5.3.29.5 DNS Taoauna
Statistics — DNS Table

Bxnaznka conepxut pe3yasTaT padoTsl MpoTokoiaa DNS: cooTBETCTBME UMEHHU XOCTa
u ero IP anpeca.

Ne | IP address Dotnain name

1 217.69.139.160 smitp.mail.ru

Puc. 5.3.29.5.1 DNS Tabaunmna

5.3.29.6 CucremMHbIi KypHaJ (J10T)

Statistics — Log
Bxuagka conepkurt jor paboTel kKoMMyTaTtopa. Ha ogHOI cTpaHuiie BEIBOIUTCS
10000 3amnuceit, s MEPEKIIOYEHUS HA CIECAYIONIYIO CTpaHuIy HakMuUTe Next.
Jlnst coxpanenus yiora B txt daitn, Haxxmute Download log as file.

Log

Next | Download log as file |

- 90392: STP topology changed

- 90392 Start after reset

©15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
- 90934: Start after reset

- 90934: STP topology changed

©15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
©91423: STP topology changed

© 91424 Start after reset

©15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
:91913: STP topology changed

©91913: Start after reset

:92151: Start after reset

:92151: STP topology changed

©15/07/2014 10:01:40: Web-interface authentication: Ok
:15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping

192647 Start after reset
- AYEAT- QTD tanalant shanacad

Mo -1l W kWK = O

—
[ -

[ S
Y )

Puc. 5.3.29.6.1 Jlor

5.3.30 OonoBaenune 11O
Update/Backup — Update Firmware

Kommyrtarop PSW nognep:xusaer oonosnenue [10. [Tocneansis sepeus [10
BCerjia JOCTyMnHa Ha caite tforis.ru.

st oonosienus [10 ckauaiite apxuB ¢ npomuBkoid. Pazapxusupyiite. @aiin ¢
MPOILIMBKON UMEET pacluIupeHue *.img

> PSW2GPLUS011-08092014.img
& PSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 5.3.30.1. ®aiin *.img
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B Be6-untepdetice 3aiinure Ha Bkiaaky Update Firmware u Beibepute (aiin
MPOIIMBKH KHOMIKOU O030p.

Current Firmware version: 00.01.01
File:

Puc. 5.3.30.2. Haxumaem O630p

Current Firmware version: 00.01.01
File: D:\Pub\npowmekn PSW 2C
Upload

Puc. 5.3.30.3. BriOupaem daiin *.img

Haxmute knonky Upload, noxaurecs noka aitn ckonupyercst Bo
BHYTPEHHIOIO MMaMsITh YCTPOMCTBA.

Current Firmware version: 00.01.01

File: D:\Pub\npownekn PSW 2C[ OBaop... |

Firmware loaded . . . ... ...

Puc. 5.3.30.4. Joxunaemcs 3arpy3ku ¢aiina

[Tocne Toro, kak ¢aiin 3arpy3uics, Haxkmute Update 111 0OHOBICHUS WU
Cancel 119 OTMEHEIL.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.30.5. Haxumaem Update

[Tocne naxatusa Update HauneTcs mporiecc oOHoBIeHH. [Ipu He
Iepe3arpyKanTe KOMMYTATOP U HE OTKIIFOYANWTE NMUTAHUE.

Updating firmware, please wait

Puc. 5.3.30.6. XKnem okoH4aHus Mpoliecca NpOIIUBKI
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IIpumeuanue: Taxke KOMMYTaTOp MOJIEpKUBaeT 0OHOBIIeHUE Yepe3 Telnet ¢
BHentHero TFTP cepepa. bonee moapo6HO cM. pazaen «Ynpasnenue uepe3 Telnety

5.3.31 CoxpaHeHue ¥ BOCCTAHOBJICHHE HACTPOEK
Update/Backup — Backup/Recovery
KommyTaTopsl PSW nonep:xuBatoT BO3MOXHOCTh COXPAHEHHS TEKYIIIMX

HACTPOEK KOMMYTaTopa B (ailil KOHPUTypaluu, ero pelakTUPOBaHHUs, a TAKKe
BOCCTaHOBJICHHSI HACTPOEK U3 (ailia.

5.3.31.1 CoxpaHeHue HACTpPOeK B (a1
B 6oxoBom mento Beibeputre Update/Backup — Backup/Recovery

Backup/Recovery

1. Backup settings

Download users settings as file:

| Download a file |

2. Recovery settings

Upload settings file

| OBzop... || Upload

Puc. 5.3.31.1.1 Hutepdelic coxpaHeHUs: U BOCCTAHOBICHUS HACTPOEK

B nynkre 1 Haxmurte knonky «Download a file». Byner npennokeHo coXpaHUTb UK
OTKPBITH (haiisi, COXpaHsIeM.

OTKpbITh MK coxpaHuTe PSW_settings_backup.bak vz 192.168.0.17

OTKpLITE CoxpaHuTb ~ OTtmeHa

Puc. 5.3.31.1.2 Coxpanenue ¢aiina HaCTpOeK

5.3.31.2. BoccraHoBJIeHHEe HACTPOEK U3 (aiiia

Ecnu TpebyeTrcst BOCCTaHOBUTH paHee COXpaHEHHBIE HACTPOWKH U3 (paitsa, TO BO
Biiaake Update/Backup — Backup/Recovery Beioupaem B mynkte 2 (Recovery
settings) ¢aiin kondurypanuu *.bak u Haxxumaem «Upload» 11 3arpy3ku.
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CoobuweHune c Beb-cTpaHnUbl M

! Write successful and reboot...

—

Puc. 5.3.31.2.1 Tlepe3arpy3ka koMMyTaTopa

[Tocne 3arpy3ku (aiina, ycTpoiCTBO mepe3arpy3uTcs, U HaCTPOKu OyayT
MIPUMEHEHBI.

5.3.31.3 PepaktupoBanue ¢aiisia KoHpurypauuu

N3menenue daiina KOHPUTrypaluu MOXKET ObITh TTOJIE3HBIM, KOT/Ia Y TPYTIIIBI
YCTPOMCTB CXOKHE HACTPOUKH, B 3TOM CIy4ae MOKHO CO3/1aTh JJIs1 3TUX YCTPOWCTB
yHUBEpCAIbHBIN (haiiyl KOHDUTYpALIUU U Y KAXKIOTO YCTPOUCTBA MEHSTh TOJIBKO
HeOoMbII0 Habop mapameTpoB, HarpuMmep [P anpec, a npyrue napameTpsl yxe
OyyT 3amucaHbl U3 ¢aiia KOHPUTypaIuu.

®aitn koHPUTYpaIK, TEHEPUPYEMBIF KOMMYTATOPOM IIPU COXPAaHECHUHU
HAcTpoeK B ¢aiiy, mpeacTaBiseT co0oi daiin ¢ pacimmpenneM *.bak ¢ HacTpoiikamu
B TEKCTOBOM BHJIE.

JlaHHbIi Qailll MOKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CrpykTrypa 3anuceil UMeeT CTpOro ornpejeneHuyto Gopmy 3anucu. B obmiem Buje
OHA BBITJISIJIAT TaK:

#<ums nepemenHou>=|<3HaueHue nepemeHHOU>|
Hanpumep: #IPADDRESS=[192.168.0.1], roe nepemennoit IPADDRESS

cooTBeTcTBYeT 3HaueHue 192.168.0.1

Onucanue HaCTPOeK ¢ 1eoaTHRIMU MTapaMeTpamu npecrasieHo B Tabmure 5.3.2.
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CHHTaKCHC KOMAH/BI

Ta6muma 5.3.2. Ilepemennbie ¢aiina KoHGUTYpATUH

Onucanune

#IPADDRESS=[192.168.0.

IP agpec kommyTaropa

#NETMASK=[255.255.255.

Macka noacetn

#GATEWAY=[255.255.255.

IIH03 110 YMOJIYaHHIO

#USER MAC=[c0:11:a26:0:

nonb3oBarenbckuit MAC aapec

#DNS=[255.255.255.255]

IP anpec DNS cepsepa

#DHCPMODE=[0]

pexum pabotsl DHCP (0 — BeIKITIOUEH, 1
— DHCP kineHT)

#LANG=[0]

s3bIK HHTEp(deiica (0-anrmuiickmid, 1 —
PYCCKHI)

#HTTP_ USERNAME= ]
#HTTP PASSWD=[]

JIOTUH Y NapoJjb AJisl yYETHOM 3alKCH 10
yMoJyaHuio (rmpasa goctyna Admin)

#USER1 USERNAME=[]

Mg nonwp3o0BaTens

#USER1_PASSWD=[]

[Taponp s yueTHOM 3anucu

#USER1_RULE=[0]

[IpaBa notyna (0-y4yeTHast 3anuCh
otrkroueHa, 1| — Admin, 2 — User )

#SYSTEM NAME=[ ]

OIIMCaHue yCTPOMCTBA

#SYSTEM LOCATION=[]

MECTOPACIIONOXKEHUE YCTPOHCTBA

#SYSTEM CONTACT=]

KOHTAKTHBIC JaHHBIC

#PORT1 STATE=[1]

cocrosinue mopta Nel (1- Bki/0-BbIKIT)
AHaIOTUYHO ISl APYTUX TIOPTOB.

#PORT1 SPEEDDPLX=[0]

CKOpOCTh U ayruiekc Ha mopty Nel. (0 -
auto, 1 — 10 half, 2 — 10 full, 3 —

100 half, 4 — 100 full, 5 - 1000 full),
aHAJIOTUYHO JJIS IPYTUX MOPTOB.

#PORT1 FLOWCTRL=[0]

Flow Control na mopty Nel (0-disable, 1 -
enable), aHAJIOTUYHO JIJIsT IPYTHUX TTOPTOB.

#PORT1 _WDT=[0]

BKJIFOUEHHE aBTOMATHYECKON
nepe3arpy3ku BUAECOKaMeEph,
MOAKIIOUEHHOU K 3TOMY mopTy (0-
BBIKJIIOUEHO, | — mepe3arpyska no
nponagaHuto curnana Link, 2 —
nepe3arpyska o HeoTBety Ha Ping),
3— nmepe3arpyska o HU3KOH CKOPOCTH),
aHAJIOTUYHO IS IPYTUX MMOPTOB.
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#PORT1 IPADDR=[0.0.0.0]

IP anpec kamepsl, MOAKIIOUYEHHON K
nopty Nel, mpu akTUBHOM (PyHKIIUH
nepe3arpysku 1o Ping'y, aHagoruyHo s
JPYTUX MOPTOB.

#PORT1_WDT SPEED=[0]

HuxHUl opor CKOpocTH Ha IOPTY IPHU
aKTUBHOU (DYHKIIMH Tepe3arpy3Ku 1mo
CKOPOCTH JJis mopTa 1, aHanoruyHo AJist
npyrux nmopto. B Kout/cek.

#PORT SOFTSTART TIME=[1]

JUTUTETHHOCTh TIPOTPEBA TEPMOKOKYXOB
Ul PYHKIIMK KOM(OPTHOTO 3amycKa
Bujeokamep (1 — 1 gac, 2 — 2 yaca)

#PORT1 SOFTSTART=[0]

BKJTFOUEHUE PYHKIIMH KOM(OPTHOTO
crapta juist mopta Nel (0 — BBIKIIIOUEHO,
| - BKJIIOYEHO), aHAJTOTUYHO JJISI IPYTUX
MIOPTOB.

#PORT1 POE=[257]

ynpasienue PoE Ha nopty Nel (257 —
BKJIFOUEHO, () - BBIKIIIOYEHO), aHAJTOTUYHO
JUISL IPYTUX TIOPTOB.

#SFP1_MODE=[0]

Pexxum padotel mopta SFP1(0- forced, 1 —
auto), anasornuHo ajs nopra SFP2.

#SMTP_STATE=[0]

BKJItOUeHue npotokona SMTP (0 —
BBIKJIIOUE€HO, 1 — BKIJIFOUEHO)

#SMTP_SERV_IP=[0.0.0.0]

IP anpec SMTP cepsepa

#SMTP_TO1=[] MIOYTOBBIN ajpec moyyaress |
#SMTP_TO2=[] HIOYTOBBIN apeC MOTydaress 2
#SMTP_TO3=[] MOYTOBBIH aJpeC MOTydaTesns 3
#SMTP FROM=]

IIOYTOBBIN aJIpeC OTIPABUTEIIS

#SMTP_ SUBJ=[TFortis PSW-2G4F]

3aroJIOBOK IIMCbMa

#SMTP_LOGIN=[]

JIOTHUH AJIA AOCTYIIA K ITIOYTOBOMY AIIUKY

#SMTP_PASS=[]

IMapoJjb A A0CTYIIA K ITIOYTOBOMY AIIHUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

JIOMEHHOE UMsI TIOYTOBOTO CepBeEpa

#SNTP_STATE=[0]

coctostHue npotokosia SNTP

#SNTP_SETT SERV=[0.0.0.0]

IP anpec SNTP cepsepa

#SNTP_SERV_ NAME=] ]

Homennoe ums SNTP ceppepa

#SNTP TIMEZONE=[0]

yacoBoi nosic, otHocutenbHo UTC (ot
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-12 no +13)

#SNTP_PERIOD=[10]

NEPHUOJI CHHXPOHU3ALMH ¢ cepBepoM (1,

10 umu 60 MUHYT )

#SYSLOG STATE=[0]

COCTOSIHHE MpOTOKoJa Syslog

#SYSLOG SERV TP=[0.0.0.0]

IP angpec Syslog cepsepa

#EVENT LIST LINK T=[12]

COOBITHE IO N3MEHEHHIO JTUHKA CIIUCKE

EventList (7 — BBIKJIFOUEHO)

#EVENT LIST POE T=[7]

coObITHE MO u3MeHeHuto crcryca PoE B

cnucke EventList (7 — BBIKITIOUEHO)

#EVENT_LIST STP T=[7]

Coopnitue STP B cimcke EventList (7 —

BBIKJTFOUCHO)

#EVENT LIST ARLINK T=[12]

coowrtre B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ARPING T=[12]

cobsiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST SYSTEM T=[7]

cobpiTre B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST UPS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ACCESS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST MAC T=[12]

coowiTre B ciucke EventList (7 —
BBIKJTIOUEHO)

#DRY CONTO STATE=[1]

BKJIIOUCHHUE JIATUUKA BCKPBITHUS (111

PSW-2G+ u PSW-2G6F+)

#DRY CONT1 STATE=[1]

BKJIIOUEeHHE cyxoro koHTakTa 1 (0 -
BBIKJ., 1 - BKJ) - Sensor 1

#DRY CONT1 LEVEL=[1]

YPOBEHBb CpabaThIBaHUS aBAPUU IS
KOHTakTa |

(0 — mo pa3mbikanuio, | — 1o
3aMBIKaHHIO)

#DRY CONT2 STATE=[1]

BKJIFOUEHHE cyXxoro koHTakTa 2 (0 -
BBIKIL., | - BKJ)

#DRY CONT2 LEVEL=[1]

YPOBEHb cpabaThIBaHUS aBapUH IJIs
KOHTaKTa 2

(0 — o pa3mbikanuto, 1 — mo
3aMBIKAHUIO)
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#PORT1 RATE LIMIT RX=[0]

OTpaHUYCHHUE CKOPOCTH IpHUeMa MopTa
Nel B Kourt/cek. (0 - BBIKIIOUEHO
OTpaHUYCHHE), aHATIOTUIHO IS JPYTUX
MOPTOB.

#PORT1 RATE LIMIT TX=[0]

OTpaHUYEHHUE CKOPOCTH Mepeaun mopTa
Nel B Kout/cek. (0 - BEIKITIOUEHO
OTpaHUYEHUE)

#Q0S STATE=[0]

BKIrOUeHHEe Mexanu3ma QoS (0-
BBIKJIFOYEHO, 1-BKJIFOYEHO)

#Q0S POLICY=[0]

pexuM padoThl maHuposiuka (0 —
B3BElICHHAs IpropuTe3anus, 1 —
KECTKasi IPUOpUTE3aLH)

#QO0S_COS=[[1] [0] [0][1][2][2][3]
[31]

cootBercTBUE COS npuoputeTa u
ouepenn 00CITyKUBaHUS

cootBercTBHE TOS nmpuopurera u
ouepenn 00CITy KUBaHUS

#QOS_TOS=[[0] [0] [0] [0] [0] [0] [O]
(01017011021 02]01] 022 02T01] (2]
I A A I A A A I W IR I
(L1011 (1)) 011 (2] (2] (2] ([2][2]
(21 02] (2] [2])[2][2][2])([2][2][2]
(21 02] (2] [2])[2][2][2])(2][2][3]
(31031031 [3]1[31[3][3]]
[1

BKiroueHne CoS Ha nmopty Nel,
aHAJIOTUYHO I APYTUX TOPTOB.

#PORT1 TOS STATE=[1]

BKimroueHne ToS Ha mopty Nel,
aHAJIOTUYHO JJISI IPYTUX ITOPTOB.

#PORT1 QOS RULE=[1]

Bb1I00p npuoputeTHoctu CoS unu ToS (0
— CoS npuopurerneit, | — ToS
MPUOPUTETHEN ), AaHATIOTUYHO I IPYTHUX
MOPTOB.

#PORT1 COS_PRI=[0]

MIPUOPUTET MO YMOITYAHUIO JIJIS TIOPTA
Nel, ananoruyno aJig Ipyrux nopTos.

#VLAN MVID=[1]

VID VLAN"a ynpasnenus (Management
VLAN)

#VLAN NUM=[1]

yuciao HacTpoeHHbIX VLAN

#VLAN1=[[1][1] [default][2][2][2]

(21 02][2][2])([2][2][2]]

3anuck ¢ HacTpoiikam VLAN

#VLAN TRUNK STATE=[0]

VLAN Trunking (0 — BeIk;IIO4Y€EHO, 1 -
BKJIIOYEHO)

#VLAN PORT1 STATE=[0]

Hacrtpoiika mopra 1 VLAN Trunking
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(0 - VLAN Trunking Ha nopty
BBIKJIIOYEH, | - BKIIIOUEH)

#STP STATE=[0]

BKJIFOUeHUe npoTokona STP (0 —
BBIKJTIOUEHO, | — BKIJIFOUYEHO)

#STP MAGIC=[65217]

Bcerma 65217

#STP_PROTO=[2]

npotokoi (0 — STP, 2 — RSTP)

#STP BRIDGE PRIOR=[32768]

Bridge Priority

#STP_MAX AGE=[20]

Bridge Max Age

#STP_HELLO TIME=[2]

Bridge Hello Time

#STP_FORW DELAY=[15]

Forward Delay Time

#STP MIGRATE DELAY=[3]

Migration Delay Time

#STP_TX HCOUNT=[6]

TX Hold Count

#STP PORT1 CFG=[[1][1][128]
[200000] [10]]

3amuch ¢ HacTpolikamu nopta Nel,
AHAJIOTUYHO VISl APYTUX IIOPTOB.

#BPDU_FORWARD=[1]

dbopBapauar BPDU nakeToB nipu
otkiroueHoM mporokoie STP/RSTP (0-
OTKJIFOYEHO, | — BKJIIOYEHO)

#PORT1 VCT ADJ=[100]

K03 PULIMEHT KOpPEKLINU KaOeTbHbIM
Tectepom A1 mopTta Nel, aHamorunyHo
JUISL IPYTUX TIOPTOB

#PORT1 VCT LEN=[0]

JUTMHA JIMHUY TSI KaOeJTbHOTO TecTepa
Ju1st mopta Nel, aHaIOTUYHO JUIs APYTHX.

#SNMP_STATE=[0]

BitoueHne SNMP (0 -Beikitoueno, 1 —
BKJIIFOUEHO)

#SNMP SERVER=[0.0.0.0]

IP ampec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust mporokosa SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP COMMUNITY1l=[public]

COO6HI€CTBO YTCHHA

#SNMP_COMMUNITY2=[private]

COOOIIIECTBO 3aIlUCH

#SNMPV3 USER1 LEVEL=[0]

YpoBens 6e3omacaocT (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=]

Nms mons3oBateis g SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password mist SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password s SNMP v3
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#SNMP3 ENGINE ID=[]

Engine ID nnst SNMP v3

#IGMP_STATE=[0]

Britouenne IGMP (0 — BeikitoueHo, 1 -
BKJTFOUYEHO )

#IGMP QUERY MODE=[1]

Brxrouenne ormpaBku IGMP General
Query (0 — BBIKJIIOYEHO, | - BKIIOUYEHO )

#IGMP PORT 1 STATE=[1]

BKiroueHue nopra Nel B mporokon IGMP,
aQHAJIOTUYHO JJIsI IPYTHUX ITOPTOB.

#IGMP QUERY INTERVAL=[60]

IGMP Query Interval

#IGMP_QUERY RESP INTERVAL=[10]

IGMP Query response Interval

#IGMP_GROUP MEMB TIME=[250]

Group Membership Time

#IGMP_OTHER QUERIER INTERVAL=[25
5]

Other Querier Interval

#TELNET STATE=[1]

BKiroueHue Telnet (0 — BeIkTIOUEHO, 1 —
BKJIFOUYEHO)

#TFTP_MODE=[0]

BkitoueHue TFTP (0 — Beikitoueno, 1 —
BKJTFOUYEHO)

#TFTP_PORT=[69]

UDP noprt TFTP

#PLC_EM MODEL=[0]

Mognenp cueTurKa 3JeKTPO3IHEPTUr

#PLC_EM BAUDRATE=[5]

Ckopocts nopta RS485 (0-300, 1-600, 2-
1200, 3-2400, 4-4800, 5-9600, 6-19200 )

#PLC_EM PARITY=[0]

Yérnocts RS485 (0-Disable, 1-Even, 2-
0dd)

#PLC_EM DATABITS=[8]

Yuciio OUT JaHHBIX

#PLC_EM STOPBITS=[1]

YuC10 CTOMOBBIX OUT

#PLC_EM PASS=[]

Nnentuduakrop (JTIOTUH) U1
MOJKIIFOUEHUS K CUETUUKY
AIIEKTPOIHEPTUN

#PLC_EM ID=[]

[TapoJib 15t MOAKITFOYEHUS K CUETUUKY
BJIEKTPOIHEPTUU

#PLC_OUT1 STATE=[0]

Cocrosinue Beixona | uist miaaTel
pacmmpenus (0-short, 1-open, 2-logic)

#PLC_OUT1 ACTION=[0]

[HevictBue miis Beixoaa 1 npu
cpabaTbeiBaHuU Jorudeckoro yciaonus (0-
short, 1-open, 2-impulse)

#PLC_OUT1 EVENT1=[0]

CoOsnrtre 1 mig Berxona 1 uis rraTel
pacmnpeHus
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#PORT1_MACFILT=[0] Bxirouenue ¢puibtpannu MAC aapecos
Ha opty 1 (0-Normal, 1-Secure: Mac
Filtration, 2-Secure: Port shutdown, 3-
Secure: Temporary port shutdown)

#MAC_BIND_ENRTY1l ACTIVE=[0] 3anuch Nel TabuIbl paspeméHHbIX
MAC anpecos (1-3anuch akTUBHA)

#MAC_BIND_ENRTY1 MAC=[0:0:0:0:0: 3ammuce Nel TaGnuisl pa3peiéHHbIX
0l MAC aapecoB (MAC anpec)

#MAC_BIND ENRTY1 PORT=[0] 3amuch Nel TabuIbl pasperméHHbIX
MAC anpecor (Homep nopra)
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5.3.32 Copoc HACTpO€eK Ha 3aBOJACKHE YCTAHOBKH
Reboot/Default — Factory Default

Keep current network settings
Keep current username & password
Keep STP settings

Puc. 5.3.32.1 COpoc HacTpoeKk KOMMyTaToOpa

[Tpy HEOOXOIUMOCTH BO3MOXHO OCYILECTBUTH COPOC HACTPOEK HA 3aBOJICKUE
ycTaHOBKH. [Tpu 3TOM cOpOC MOKHO OCYIIECTBIIATH BHIOOPOUHO:

Keep current Network settings — COpoc ¢ cOXpaHEeHHM CETEBBIX HACTPOEK:
IP, MAC, Gateway,Mask

Keep current username & password — COpoc ¢ coxpaHEeHHUEM HaCTPOEK
noctyna: Username, Password

Keep STP settings — C6poc ¢ coxpanenuem Hactpoek STP/RSTP.

5.3.33 Ilepe3arpy3ka
Reboot/Default — Reboot

[Tpu HEOOXOIUMOCTH KOMMYTATOP MOKHO JUCTAHIIMOHHO MEepPE3arpy3uTh.
CymecTByer 1Ba BapuaHTa Iepe3arpy3Ku:
* Reboot CPU - [lepe3arpy3ka TOIbKO HOpoOIIECCOpa.
* Reboot All - ITonnas nepe3arpyska (mepe3arpyska mnpoieccopa, PoE,
KOMMYTAaI[MOHHOM YacTH)

| RebootMCU | | RebootALL |

Puc. 5.3.33.1 I[lepe3arpy3ka koMMyTaTopa
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5.3.34 /lonoiHMTEIbHASA IJIATA PACIIMPEHUS

B 3aBHCHMOCTH OT KOMIUIEKTA MOCTaBKH, B YIUYHBIX KomMmyTaTtopax TFortis
PSW MosxeT ObITh yCTaHOBIIEHA JAOTIOTHUTENbHAS IJIaTa PACIIUPEHUS, KOTOpas
yBeIUYHUBACT (QYyHKITMOHAT YCTPOUCTBA.

B Hacrosmmit MoMeHT koMMyTaTtopsl TFortis MOXET KOMIUIEKTOBATHCS OJTHOM U3
nByx Bepcui matel: PLC-01 u PLC-02.

[Inara pacuupenus PLC-01 umeet cieayroniue nuHTepdench:
« 2 peneinbix Boixosa (250V, 10A)
« 1 Beixoa RS485 nnsa nmoakirodeHus kK nprudbopam ydéTa 3JIeKTPOIHEPTHUH.

[Tnata pacmupenuss PLC-02 umeer cieayromue nHTephEnch:
« 3 BXOJa, TUIA «CyXOW KOHTAKT»
« 1 peneiinbiii Beixon (250V, 100MA)
« 1 Bexog RS485 ms monkimodenus K mpuOopaM ydéra 3JIeKTPOIHEPTUH.

5.3.34.1 ughpoebie 8xo0blI
Special Function — Inputs/Outputs

B 3aBucumMoCTH OT MOJIENIN IUIATHI PACIIUPEHHUS], OHA MOXKET KOMILIEKTOBATHCS
1u(POBBIMH BXOJAMU THIIA «CyXOW KOHTAKT». BX0/bI MOTYT HCIOIB30BATHCS NS
MOIKTFOYESHUS PA3IMYHBIX JATYMKOB, paOOTAIONINX HA 3aMbIKAaHUE WJIA Ha
pa3MbIKaHHE, HATPUMED JTATYUK BCKPBITHS, JATYUK JABUKECHUS U JIP.

Jjig Ka>K70ro BX0/1a MOKHO HaCTPOUTH aBapUIHOE COCTOSIHUE, TIPU KOTOPOM
Ha cepBep OyAeT OTHPABISTHCS COOOIICHHE.

Inputs (on option board)

State Alarm State Current State
Input 1 | [Enable V|| |Short V|| Open
Refresh
Input 2 | |Enable V|| |Short V|| Open
Input 3 | [Enable /|| |Short V|| Open

Puc. 5.3.34.1 Hactpoiika BX0/10B
» State - pa3penienue padoTsl Bxoja. JlJist Toro, 4ToObl OTIPABIISIIUCH
coo01ieHust 00 U3BMEHEHUH COCTOSIHUS BX0/1a, ycTaHoBuTe B Enable.
Coobmienue Oyet oTpasiieHo, eciu State ycraHoiieHo B Enable, u
npousonuio coBnageHue Alarm State u Current State, a Takke ycTaHOBJIEHA
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rasiouka Inputs/Outputs Bo Bkiagke Events List.

Ecnu ctout Disable, To n3MeHeHuEe COCTOSTHUE BXOJ]a HE OYIET BHI3bIBATH
reHEpaIuio COOBITHH.

* Alarm State - cocTosiHME BX0/1a, KOTOpOE cunTaeTcs apapuitHeiM( Open -
pa3zoMKkHyTO€E cocTosinue, Short - 3amkHyTO€ coctosinue, Any Change —
cOOBITHE TeHEPUPYETCA MPH JIFOOOM H3MEHEHUU BXO/1a).

e Current State - Texylllee COCTOSIHUE BXO/a.

5.3.34.2 PeneliHble ebix00bl
Special Function — Inputs/Outputs

[Inata pacuimpeHus MOKET UMETh | WK 2 pesieiiHbIX BhIXOAa

OoparuTe BHMMaHue: penelbiii Bbixo miatel PLC-02 HU3KOTOYHBIM,
JUTSL TIOAKJIFOYEHHNSI MOIIHOW HArpy3KHU UCIIOJIb3YHUTE BHEIITHUE PEJICVHBIE
DJIIEMEHTHI.

Outputs
Output | Inital State | Current State

1 Short

Puc. 5.3.34.2 Hactpolika peneiHoro Bplxona

JInst kak10ro BRIXOJa MOKHO HACTpOUTh HadalibHOe coctosinue (Initial State), T. e.
TO COCTOSTHUE BBIX0/Ia, KOTOPOE OYyIeT MOCie BKIIOYSHUSI KOMMYyTaTopa.

5.3.34.3 Jloauka
Special Function — Inputs/Outputs

KoMMyTaTop MOKeT paboTaTh Kak MPOCTEUIIINNA JTOTUIECKUN KOHTPOJILIED.
[Ipu cpabaTeiBaHUY BXOJI0B, MOKHO HACTPOUTH MOBEJICHUE BHIXO/A.

Event — coObITHE pU KOTOPOM cpadaThIBaET yclioBUE. ['alouKaMu yCTaHABIMBAETCS
CIIUCOK COOBITHH, BIMSIOUIMX HA BbIXOJI. ECiI BBITTONHSIETCS XOTS OBl OTHO U3
BbIOpaHHBIX COOBITUH (AeHCTBYeT npaBuiio Joruyeckoro «MJIM»), To BeIxox peine
nepeBoauTcs B cocTosiHue Action. Eciu HU 01HO U3 COOBITHI HE MPOU3OIILIO, TO
BBIXOJ] HAXOAUTCSI B UHBEPCHOM COCTOSTHUU.
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CocrossHre Action MOXeET ObITh:
* Open - BBIXOJIBI peJi€ PA3OMKHYTHI

* Short - BBIXOBI pesie 3aMKHYThI

* Impulse - BbIXO/bI pelie U3MEHSAIOT CBOE COCTOSIHME Ha MHBEpCcHOE Ha 10
CEKYyH/I, 3aTeM MEePEKII0YaloTCsl 00paTHO B HAUaIbHOE COCTOSTHHE.

Paccmotpum npumep:

IIpu 3ambikanun BxoA0B Sensor 1 u Input 1 Bo3HMKaeT coObITHE.

Sensors (on main board)

State Alarm State Current State
Sensor 1 | |Enable v| | [Short v|| open
Sensor 2 | |Enable v| | [Short ~|| Open

Inputs (on option board)

State Alarm State Current State
Input 1 | [Enable v|| Short v|| Open
P——
Input 2 | [Enable v|| Short v| | Open
Input 3 | [Enable w| | [Short v| | Open

Puc. 5.3.34.3 Hactpoiika JIoTUKH

Heobxoaumo, 94To0BI pese, KoTOpoe B HOPMAIbHOM PEXKUME 3aMKHYTO —
Pa30OMKHYJIOCH Ipu coObITUH. Y cTaHaBnuBaeM Initial State B Short (3amkHyTO)

U BbIOMpaeM ncTOYHUKHU coObITHi (Sensor 1 u Input 1), a Takke COCTOSHHE BBIX0/1a
(Action)

Outputs
Output | Inital State | Current State

1 Short

Logic

Qutput | Event Action
vl Sensor 1
[] Sensor 2
| Input 1

1 Open W
O] Input 2 [Open V|
[] Input 3

[] System Alarm

Puc. 5.3.34.4 Hactpoiika JIOTUKH
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5.3.34.4 Bbixo0 RS485
Special Function — RS-485

[Inata pacmmpeHust UMeeT BCTPOCHHBIN Bbixoa RS485, npennazHaueHHbIN 1714
MOJIKJIFOUEHHMSI IONOJIHUTEIBHBIX YCTPOUCTB 1o uHTepdeiicy RS485. B nanubiii
MOMEHT NOJIEPKUBAETCS OJKIOYEHHE TOJIbKO TpubopoB yueTta. [lepen
HNOJKIIIOYEHUEM YAAJIEHHOTO YCTPOICTBA, HEOOXOUMO MTPOU3BECTH HACTPOMKY

uHTEpdeiica.
RS485 Settings

Baudrate
Parity

Data Bits

Stop Bits

Puc. 5.3.34.5 Hactporika RS485

5.3.34.5 NModknroyeHue npubopoe y4yéma 3siekmpoaHepauu

B xommyTtarope TFortis npu noAKIt0YEHHOM MJ1aTe PACIIMPEHUS 3aJI0KEH MEXaHU3M
MOJTyYeHHUs MOKa3aHui ¢ mpuoopoB ydeTa o uHTepdericy RS485.

[Ipouiecc nmoaktoueHus: K MpuOOpy yyeTa:
1. DnexTpuyueckoe MoJAKII0UCHUE
2. Hacrpoiika narepderica (CKOpOCTb, YUCIIO OUT JAHHBIX U T. J1.)
3. BriOop Mozenu cueTdunka U MOJIKIIOUYCHUE K HEMY JUTsl TIOJTyYeHHUS TOKa3aHui
0 CYMMapHOM pacxojie, ¥ pacxoe 1mo ogHomy u3 4 Tapudos.

IIpuMeuyanue: B HACTOSIIINI MOMEHT MOJACPKUBAIOTCS CIACAYIONTUE MOJIEIH:
* Duepromepa CE102M

Hacrpoiika noakirouenusi npudopa yuéra

Energy Meter Settings

Model | Energomera CE102M |

Identification

Password

Puc. 5.3.34.6 Hactpoiika nogkiatoueHus npudopa yuéra
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Hacrpoiika npubopa yuéra mpou3BOIUTCS 3aMOTHEHUEM CIIEAYIONMINX TOJEH:
* Model - monens nmpubopa yuéra

* Identification - uapenTudukarop ycrpoiicrea
e Password - maposibp nocrymna

Ecnu unentudukarop ycrpoiictBa 1 mapodib JOCTyNa HE 3aJlaHbl, TO
B3aUMOJICHCTBHE CO CUETUYMKOM OYJIET MPOUCXOUTH B O€3MapOIbHOM peKkuMe(ecan
pa3penieHo B HACTPOMKax caMoro CUéTYmKa).

[Tocne noaxroueHus OyIeT JOCTynmHA HHMOOPMAIIKS O MOKa3aHUIX

Energy Meter

Model [Energomera CE102M v/|
State Connected

Total indications | 1.13

T1 1.01

T2 0.12

T3 0.00

T4 0.00

Puc. 5.3.34.7 Tloka3aHust MOTy4EHbI
Model - moaens nmpubopa yuéra
State - coCTOsIHUE MOAKIIFOUEHUS, PE3YIbTAT CYUTHIBAHUS TAHHBIX
Total indications - cymMapHbIe TOKa3aHUs pacxoja 3JIEKTPOIHEPTUn
T1, T2, T3, T4 - noka3anus 1o Tapudy
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5.4 YnpaeneHue 4epe3 Telnet

Telnet ucnonp3yeTcs A7 yJaIEHHOTO YIIPABJICHUS CETEBBIM 000PYI0BaHUEM
nocpeACcTBOM KoMaHAHOH cTpoku. Telnet ucnonb3yer nmpotokon TCP u mopt 23.
B xommyTtaropax TFortis mo ymonuanuto Telnet Bkimtouen. Ilo xkenaHuto ero MoxHoO
BBIKJIIOYUTh: B MEHIO BbIOpaTh Basic Settings — Telnet

Telnet Settings

State | Enable «

Apply

Puc. 5.4.1 Hacrpoiika Telnet

Telnet moamepKUBaET ClIEAYIONINE AOMOJTHUTEIbHbIE PEKUMBI:

1. CoxkpameHnble KOMaHAbI. J[0CTyIIHa BO3MOKHOCTh paOOThl ¢ KOPOTKUMU
KOMaH1amMu (He TpeOyeTcsi BBOJUTh KOMaHIy /10 KOHIIA).

IIpumep: ecnu TpeOyeTcst BBECTU KOMaHAy config ports 1-2 state enable, To ee
MOKHO COKPaTUTh JO MUHUMAJIIbHBIX: €O po 1-2 st en

2.ABTOIONOJTHEHHE KOMaH1. Bo3MoXHOCTE o HaxkaTuio Kiasuinu TAB
JOTIOJIHSATH BBEIEHHYIO KOMAHIY.

ITpumep: Ecnu BBecTu con, HaxkaTh TAB, To koMaHaa 10MOJHUTCA 110 config

3. Uctopus komana. JloctynHa uctopust BBeIEHHBIX KoMaH . [lepexitoueHne
ocymectBisiercs knasuimamu BBEPX, BHU3

[ToaknroyaTbCs K yCTPOHUCTBY MOKHO IIPH IMOMOIIH JTF000 TEpPMHUHAIILHON
IPOrpaMMbl, B JAHHOM JIOKYMEHTE HAacCTpokKa OyJeT pacCMOTPEHA Ha IpUMEpPe
Microsoft Telnet. [Togkirouaemcs ucnosnb3ys koManay "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaxtoueHUs: MOTpeOyeTCsl BBECTU JIOTUH U NapoJib. (JloruH u naposis
st Telnet'a Takue xe, kak u 11 noctyna kK WEB untepdeiicy) Ecnu norun u
napoJb He ObUTH 3a7aHbl, TO JIBa pa3a nmoApsa Haxmute Enter.

TFortis PSW - Industrial Switch
Command Line Interface

Copyright(C) 2014 "Fort-Telecom”™ Ltd. All rights reserved.
User Name>

Ipumeuanue: ecinu 30 pa3 moapsia JOTUH/TIAPOIIH ObUTA BBEACHBI HEBEPHO, TO
noctyn k Telnet'y 6iokupyercst Ha 1 yac.
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CumBon # v UMs yCTPOICTBA 03HAYAIOT, YTO Ay TCHTU(UKAIIKS MPOIILIA YCIIEIITHO U
KOMMYyTaTOp Tiepemnien B pexkuM korpurypuposanus. (I[Ipasa gqoctyna - Admin)

TFortis PSW-2GU4F# _

Ecnu Ob111 BBEIEHBI IOTHH/TIAPOJIb YYETHOM 3aIUCH ¢ OTPAaHHYEHHBIMU MTPaBaMu, TO
MBI TIEPENJIEM B PEXKUM HIEOCMOTEa. (HEaBa I[OCTiHa - User)

Crmcok KOMaHI MOXHO ITOJIYUYUTDH UCITIOJIb3Ys KOMAaHIAY «?» nnu «help»

B kadecTBe apryMeHTOB KOMaH/ UCTIOIb3YETCS PsiJl YCIOBHBIX 0003HAYCHUH:

o <IP> - IP agpec B popmare XX.XX.XX.XX

* <STATE> - coctosiHuE, MOKET IPUHUMATh 3HaueHus enable niu disable

* <VALUE> - m000¢€ 11e710€ 3HaKOBOE HJIN O€33HAKOBOE YUCIIO

e <STRING> - TekcTOBas CTpOKa

* <PORTLIST> - cnucok mMOpTOB B BHJI€: HAYAJbHBIH_MOPT-
KOHEYHBIH_MOpT, 1100 MOPT.
Ipumep: s nopros 1,2,3 : «1-3» ; TOJIBKO AJIsI OMHOTO MOPTA 2 : «2%»

IIpouecc nacrpoiiku nocpeactom Telnet'a mMpoUCXOIUT B HECKOIBKO IIATOB:
1. IIpu momonym oJMHOXKECTBA KOMaH U3 rpyIibl config ycTaHaBiauBaeTcs
Tpebyemasi KOHPUTYypaIus
2. Ota KoH(UTypalus COXpaHIeTCs B MaMsITh KOMaHJIOM save, MOcJie Yero
HACTPOVKHU NPUMEHAITCA

Oo0paruTe BHUMaHHeE:
Ecnu nmocie ycraHOBKH MapaMeTpoB YCTPOMCTBO OyIET Mepe3arpyKeHo
0e3 mprUMeHEHUsI KOMaH/Ibl Save, TO HACTPOMKHU HE COXPaHSTCS.
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5.4.1 NMpnmep HACTPOUKMN

Jlnst npumepa pacCMOTPUM IIPOLIECC HACTPOUKH KOMMYTATOPA.
[TycTh HamM TpeOyeTcsl YCTAaHOBUTH CIAEAYIOIINE HACTPOUKHU:
* [P anpec 192.168.0.100
e [lmro3 192.168.0.1
» Jlo6aBum VLAN 2 ¢ TerupoBanubiM optom Gigabit Ethernet 1 (Port 5) u
HererupoBanHbiM Fast Ethernet 1 (Port 1)
* Hactpoum xomboptaslit ctapt Ha nopty Fast Ethernet 1 (Port 1)
* HacTponm aBTOMaTH4YECKYIO ITepe3arpy3Ky 3aBUCIIMX KaMep Ha NopTy 1 mo
kputepuii PING (IP agpec 192.168.0.13)
* Bximouum nporokon RSTP Ha nedontHbx HacTpoiikax

Wrak, moaxroyaeMcsi K yCTPOKUCTBY, €CJIM YCTPOUCTBO €IIe He OBbLIO
ckoHpurypuponano, To ero IP agpec 192.168.0.1 1 1oruH 1 maposs Il TOCTyIIAa HE

3aaHBbl.
Microsoft Telnet> open 192.168.0.1

[Iepexonum K pexuMy yIpaBiICHUS
TFortis PSW-2GHFH _

Memnsiem IP anpec komannoii config ipif System ipaddress 192.168.0.100
TFortis PSW-2GY4F# config ipif System ipaddress 192.168.0.100
System IP config: 192.168.0.100

TFortis PSW-2G4F# _

JloGaBmsem nuiro3 1o ymondanuio: config ipif System gateway 192.168.0.100

Fortis PSW-2G4F# config ipif System gateway 192.168.0.1
System Gateway config: 192.168.0.1

Jlo6aBnssem VLAN 2.
Jlst aToro cuavana ygansem nopt 1 n3 VLAN 1

TFortis PSW-2G4FH# config vlan vlanid 1 add forbidden 1-1
ULAN: add forbidden ports

ITopt GE1 (mopt 5) B VLAN 1 nenaem TerupoBaHHBIM
Fortis PSW-2G4F# config vlan vlanid 1 add tagged 5-5

LAN: add tagqed ports

Teneps nobasmsiem HeterupoBanubiid mopT 1 B VLAN 2
TFortis PSW-2GY4FH# config vlan vlanid 2 add untagged 1-1

ULAN: add untagged ports
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JloGaBisiem TerupoBanHbiil mopT 5 B VLAN 2
Fortis PSW-2GY4FH config vlan vlanid 2 add tagged 5-5

LAN: add tagged ports

Komannoii show vlan npoBepsieM npaBuibHOCTh KOHPUTYpALIAHN:

TFortis PSW-2G4FH show wlan
1
default
Static
5
2 34

2
ulanz2

Static

5

1

Teneps akTuBUpYyeM (QYHKIMIO KOM(DOPTHOTO cTapra jyis nopra 1
TFortis PSW-2GY4FH# config comfortstart portlist 1-1
Comfort Start: add ports

HacTtpoum Ha 3TOM Xe mopTy 3aiuTy OT 3aBucaHus kamepsl (192.168.0.13) no
kputepuro PING
Fortis PSW-2GY4FH config autorestart port 1-1 state ping

Autorestart config: state ping

Fortis PSW-2GY4F# config autorestart port 1-1 host 192.168.0.13

Autorestart config: host addr 192.168.0.13

[Tepeiinem k HacTpoiike RSTP. [Tockonbky pemmim UCnoyib30BaTh MapAMETPHI 110
YMOJTYaHUI0, TO HEOOXOIMMO JIMIIb BKJIFOUUTH MPOTOKOJ ¥ BEIOpATh BEPCHIO.
TFortis PSW-2G4F# config stp state enable

STP State: enable

TFortis PSW-2GU4FH# config stp version rstp

STP Uersion: RSTP

Bcé, HacTpoiika 3aBepliieHa, Tenepb COXpPAaHsIEeM HACTPOUKHU

TFortis PSW-Z2GY4FH save
Settings saved successfull

TFortis PSW-ZG4FH reboot
Rebooted. . ..
conhect closed

TFortis PSW-2G4F#

MNogknoHeHHe K y3ny YTepAHo.

HaxMurTe nobyle Knasuwmy. . .
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5.4.2 Onuncanme komaHg Telnet

KoMMyTaTopbl moaepxuBaroT cienyomuid Habop komany ais Telnet:

1. I'pynna xomann config:

ipif — ceTeBbie HacTpoiiku (IP agpec, Mmacka nmoaceTH, MUTO3)

ports — HacTpolKa MopToB (CKOPOCTh, ayruieke, PoOE)

igmp_snooping — HacTpoiika IGMP

stp — HacTpoiika npotokosioB STP/RSTP

snmp — HacTpoiitka SNMP

syslog — HacTpoiika Syslog

vlan — HacTpoiika VLAN

sntp — HacTporika SNTP

smtp — HacTpoiika SMTP

comfortstart — HacTpoiika GyHKIIHH KOM(DOPTHOTO BKIIOYCHHS KaMep
autorestart — HaCTpolKa PYHKIIUU KOHTPOJIS 3aBHCAHUS KaMep

dry cont — HacTpoiika CyXux KOHTaTpOB

user_account — HaCTpOIlKa UMEHHU IOJIb30BATEN s/ apOJIs

tftp — mactpoiika TFTP

events — HaCTpPOMKa COOBITHIA

802.1p — Hactpoiika QoS

scheduling_mechanism — Ttun paboTs! 1aHupoBIIKKa B Q0S
dscp_mapping — nactporika npuoputera DSCP B QoS

bandwidth _control — HacTpolika orpaHuYeHuss CKOPOCTH MOPTa
description — 3aaHue ONMCAHUS YCTPONCTBA.

mac_filtering — punprpanus no MAC agpecam

inputs — HaCTpoOMKa BXOJOB IJIAThl paCIIUPEHUS

outputs — HaCTpOMKa BBIXOJOB IJIAThl PACIIUPEHUS

15485 — nactporika RS485

aggregation — HaCTpoiika arperupoBaHHbIx kaHanoB (s TFortis SWU)
mirroring — HacTpoiika 3epkanupoBanus noptos (st TFortis SWU)
teleport — HacTpoiika TPaHCISIMKA BXOIOB U COOBITUI Ha OJIOKHU MHTETPpaIIH
Teleport

2. I'pynna xomanna show

switch — cBogHas uHpopmarus o0 ycTpoiicTBe

ports — uHbOpMAIIHS IO TOPTaM

igmp_snooping — uHdpopmanus o pabore IGMP Snooping
stp — uHpopmarus o nporokosie STP/RSTP

snmp— uHdopMaius o nporokosae SNMP

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 86



T Fortis

* syslog - uadopmanus o mporokone SYSLOG

* vlan — undopmanus o HactpoeHHbIX VLAN

* sntp — uHpopmarus o npotokose SNTP

* smtp— undopmariius o nporokoje SMTP

* firmware— uHdopMaIHs 0 TEKyIIei BEPCUH MPOIIUBKU

* packet— cTaTHCTHKA MO MEPEIAHHBIM/TIOIYIYCHHBIM ITaKeTaM Ha MOPTY

e fdb — Tabnuia koMMyTauu

» arpentry — ARP tabnuma kommyTaTtopa

* autorestart — nHpopmarus o GpyHkIuu Autorestart

* comfortstart — nuadopmanus o dynkuuu Comfortstart

e dry cont — uHpopMaIKs O COCTOSIHH CyXUX KOHTAKTOB

* tftp — undopmarnus o nporokone TFTP

* events — MHQOpPMaLKA O HACTPOEHHBIX COOBITUSAX

* 802.1p — undopmarus o 6a30BbIX HacCTporkax QoS

* scheduling mechanism — tun pa6ots!l mianupoBiMKa B QoS

* dscp_mapping — pacnpenenenune DSCP metok no ouepensim B QoS

* bandwidth control — uadopmarys 0 OrpaHUYEHUN CKOPOCTU Ha TIOPTY

* poe - unpopmarnus o PoE

* config — oToOpaxkeHue Bcel KOH(UTypallud KOMMYTaTopa

* mac_filtering — unpopmanus o punsrpannu no MAC anpecam

* inputs — nH(pOpMaALKM O BXOJAX IUJIAThl pACIIUPEHUS

* outputs — uHOpMaLIK O BBIXOAAaX IUIAThl PaCIIUPEHUS

* 15485 — uadopmanus o HacTpoiike RS485

* aggregation — uHQOpMAIIU 0 HACTPOUKE arperuPOBAHHBIX KaHAJIOB

* mirroring — HHGOPMAIIHS O HACTPOUKE 3ePKATUPOBAHUS TTIOPTOB

* teleport — uHpoOpMaIMs 0 HACTPOMKE TPAHCISALMK HA OJIOKH UHTErPALIUU
Teleport

3. OGHoBIIeHME TPOIIMBKY U 3arpy3ka koHpurypamuu ¢ TFTP cepsepa
download

4. Coxpanenue HacTpoek u cuctemHoro jgora Ha TFTP cepep
upload

5. YTunura Ping

ping

6. YTunura quardoctuku xkabens (KabenbHblit TecTep)
cable_diag

7. CoxpaHeHHEe U IPUMEHEHNE HACTPOEK
save
8. [lepezarpy3ka
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reboot

9. BeIBOJ1 cripaBKH 110 KOMaHIaM
help v ?

6. BBIXOJ1 U3 peknuMa yrnpasienus Telnet
exit

5.4.3 I'pynna config
5.4.3.1 Cemeevie nacmpoiixu (config ipif)

1. IP agpec kommyTaropa.
config ipif System ipaddress <IP>
Ipumep: config ipif System ipaddress 192.168.0.100

2. Macka noJiceT KOMMYTaTopa.
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nutro3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotst DHCP kiuenTa
config ipif System dhcp <STATE>
Ipumep: config ipif System dhcp enable — sxnrouen pescum DHCP
KAUeHma

5.4.3.2 Hacmpoiiku nopmog (config ports)

1. Cocrosinue nopra. (IIopT MOKHO TPUHYIUTENBHO BBIKJIFOUUTB)
config ports <PORTLIST> state <STATE>
[Ipumep: config ports 1-1 state disable
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2. CKOpOCTb Ha MOPTY
config ports <PORTLIST> speed <SPEED>
<SPEED> Mo:keT NpMHUMATH CJIeAYOLIHE 3HAYCHUS
* auto
* 100_full
* 100_half
e 10 _full
e 10_half
Ipumep: config ports 1-6 speed auto

3. Kontpons nmotoka (Flow Control)
config ports <PORTLIST> flow_control <STATE>
Ipumep: config ports 1-2 flow control enable

4. Yapasnenue PoE (Power ower Ethernet)
config ports <PORTLIST> poe <STATE>
Ipumep: config ports I-1 poe disable

5. Pexxum pabotsl mopta SFP. (Tonbko st moptoB ¢ SFP cioTom)
config ports <PORTLIST> sfp_mode <SMODE>
<SMODE> M0X€eT TpUHUMATh 3HAYEHUS
e auto — pexxum coBMecTuMocTu ¢ obopyaoBanueM CISCO u psgom
TPYTUX
» forced — ocHOBHOI1 pexuM, paboTaeT ¢ OOJBIIMHCTBOM 000PY/I0BAHUS.
dopcupoBaHHHOE MOAHATHE JIMHKA MPU 0OHAPYKEHUH CUTHAJA 110
ONTHKE
Ipumep: config ports 6-6 sfp _mode auto

5.4.3.3 Hacmpoiika mynomukacma (IGMP Snooping)

1. Bxmrouenue IGMP Snooping
config igmp_snooping state <STATE>
Ilpumep: config igmp snooping state enable

2. CIMCOK OPTOB, HA KOTOPBIX aKTHUBEH CHYIIHHT
config igmp_snooping portlist <PORTLIST>
Ipumep: config igmp snooping portlist 1-6

3. Query Interval - uaTEpBa BpEMEHU MEXTYy OTIPABKOM COOOIICHUM
Query (B cexyHaax)

config igmp_snooping query_interval <VALUE>

Ipumep: config igmp snooping query interval 60
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4. Query Response Interval - MakcuMaabHOE BpeMs OKUIaHUS OTBETA OT
X0CTa Ha OTMPAaBKy nepuoandecknx oomux Query. (1-25 cexynn)

config igmp_snooping query_response_interval <VALUE>

IIpumep: config igmp snooping query response_interval 10

5. Group Membership Interval - unTepBasl BpeMeHU B T€UEHHUE KOTOPOTO
MapipyTuzatop oxunaer noixyyenuss IGMP Report. (1-255 cekynn)
config igmp_snooping group_membership_time <VALUE>

Ipumep: config igmp snooping group _membership time 255

6. Other Querier Present Interval - ecniu kommyTtatop Non-Querier, To eciu
OH B TEYEHUU ITOTO MHTEPBAJIA HE MOJy4rsl Query, TO OH HAYMHAET CUHTATh
cebs Querier.

config igmp_snooping other_querier_present_int <VALUE>

Ilpumep: config igmp snooping other querier present int 255

7. Send IGMP Query — BO3MOKHOCTbh OTKJIFOYUTH OTIPABKY KOMMYTaTOPOM
coobmienuit General Query

config igmp_snooping send_query <STATE>

Ilpumep: config igmp snooping send_query disable

5.4.3.4 Hacmpoiiku STP/RSTP

1. Bximrouenue STP/RSTP
config stp state <STATE>
Ilpumep: config stp state enable

2. Beibop Bepcun npotokoia STP wiu RSTP

config stp version <VERSION>

<VERSION> MOX€T NpUHUMATh CJICAYIOIIHME 3HAUYCHMUS:
1. stp
2. rstp

IIpumep: config stp version rstp

3. IIpuopurer (Bridge priority)
config stp priority <VALUE>
Ipumep: config stp priority 32768

4. Bridge Hello Time
config stp hellotime <VALUE>
Ipumep: config stp hellotime 2
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5. TX Hold Count
config stp txholdcount <VALUE>
Ilpumep: config stp txholdcount 6

6. Bridge Max Age
config stp maxage <VALUE>
Ipumep: config stp maxage 20

7. Forward Delay Time
config stp forwarddelay <VALUE>
Ilpumep: config stp forwarddelay 15

8. Bxntouenue nponycka BPDU nakeros (BPDU Forwarding)
config stp forward_bpdu state <STATE>
Ilpumep: config stp forward bpdu state enable

5.4.3.5 Hacmpoiika SNMP

1. Bkitouenne SNMP
config snmp state <STATE>
Ipumep: config snmp state enable

2. IP anpec cepepa (st SNMP Traps)
config snmp host <IP>
IMpumep: config snmp host 192.168.0.1

3. Crpoxa coobmiectBa urenus (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read community public

4. Ctpoka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write community private

5. Bepcus npotokona (Ilonnepxxuaercss SNMPv1 u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ipumep: config snmp version 1

6. Yposens 6e3omacHoctu (Security Level) ans SNMP v3
config snmp level <VALUE>
raie <VALUE>:

0 - NoAuth, NoPriv

1 — Auth, NoPriv

2 — Auth, Priv
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IIpumep: config snmp level 2

7. ms nonb3oBatens st SNMP v3
config snmp user name <STRING>
IMpumep: config snmp user name administrator

8. Auth Password st SNMP v3 (Heobxoaum eciii BEIOpaH YPOBEHb
oe3onacHoct Auth,NoPriv uimu Auth,Priv)

config snmp auth_pass <STRING>

Ilpumep: config snmp auth_pass test

9. Priv Password nnst SNMP v3 (Heo6xoauM eciiu BbIOpaH ypOBEHb
oe3omacHoctu Auth,Priv)

config snmp priv_pass <STRING>

Ilpumep: config snmp priv_pass test

9. Engine ID nns SNMP v3, yHuKanbHbIN UACHTUPUKATOD
config snmp engine id <STRING>
Ipumep: config snmp engine id 8000442303C01146050001

5.4.3.6 Hacmpoiixa Syslog

1. Bxmtouenue Syslog
config syslog state <STATE>
IIpumep: config syslog state enable

2. IP appec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.7 Hacmpouxa VLAN

1. HoGaBnenue u penaktupoanrne VLAN
1.1 JlobGaBneHue u peqakTUpoOBaHUE TETMPOBAHHBIX TOPTOB B VLAN
config vlan vlanid <VALUE> add tagged <PORTLIST>
<VALUE> - nomep VLAN a 1151 pe1akTUpOBaHUS
<PORTLIST> - criicok MopToB, K KOTOPBIM 3TO MPUMEHUMO
Ipumep: config vian vianid 1 add tagged 1-3

1.2 JIoGaBieHue 1 peJakTUPOBAHUE HETETMPOBAHHBIX MTOPTOB
config vlan vlanid <VALUE> add untagged <PORTLIST>
<VALUE> - nomep VLAN"a 17151 peAaKTUpOBAHUS
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO MPUMEHUMO
Ipumep: config vian vianid 1 add untagged 4-4
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1.3 JIoGaBieHue u peakTUpoBaHUE MOPTOB, HE uieHOB VLAN
config vlan vlanid <VALUE> add not_ memb <PORTLIST>
<VALUE> - nomep VLANa 17151 peAaKTUPOBAHUS
<PORTLIST> - cnucok nopToB, K KOTOPHIM 3TO MPUMEHUMO
Ilpumep: config vian vilanid 1 add not_memb 5-6

2. Ynaneuue VLAN
config vlan vlanid <VALUE> delete vlan
Ipumep: config vian vianid 2 delete

3. [lepenmenoBeiBanne VLAN

config vlan vlanid <VALUE> name <STRING>
Ilpumep: config vian vianid 2 name my vlan?2
[TepeumenoBeiBaeT VLAN ¢ VID 2 B «my_vlan2»

4. YcranoBka Management VLAN

config vlan mngt_vlan <VALUE>

Ilpumep: config vian mngt vian 2

N3mensier Management VLAN Ha 2

5. Hacrpoiika VLAN Trunking

5.1 Brirouenne mexannsma VLAN Trunking
config vlan vlan_trunking state <STATE>
Ilpumep: config vian vlan_trunking state enable

5.1 Hacrpoiika noptoB B VLAN Trunking
config vlan vlan_trunking ports <PORTLIST> state <STATE>
Ilpumep: config vian vian_trunking ports 1-2 state enable

5.4.3.8 Hacmpoiika SNTP

1. Bkitouenune SNTP
config sntp state <STATE>
Ilpumep: config sntp state enable

2. IP anpec SNTP cepsepa
config sntp primary <IP>
IIpumep: config sntp primary 192.168.0.1

3. Hacogoii nosic (otHOcuTenbHO UTC)
config sntp timezone <VALUE>
Ilpumep: config sntp timezone +6
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5.4.3.9 Hacmpoiika (hynkyuu komgpopmmuozo cmapma euoeoxkamep

1. Bpems nporpeBa Tepmokoxyxa (1 wnu 2 yaca)
config comfortstart sstime <VALUE>
IIpumep: config comfortstart sstime 2

2. Bxurouenue GyHKIIUN HA TOPTax
config comfortstart portlist <PORTLIST> state <STATE>

Ipumep: config comfortstart portlist 1-4 state enable

5.4.3.10 Hacmpoiika ¢hynkyuu 3augumosl om 3a6UCanus

1. Bximrouenue GyHKIIMU Ha MTOpTax
config autorestart port <PORTLIST> state <AR STATE>

rie <AR STATE> npuHumaer ciieayronue 3HaueHus:
* disable
e link
* ping
* speed
Ipumep: config autorestart port 1-4 state link

2. IP agpec xkamepsl Ha opTy (mpu BeiOpanHOM criocode o PING'y)
config autorestart port <PORTLIST> host <IP>

Ilpumep: config autorestart port 1-1 host 192.168.0.13

3. MunuManbsHas CKOpocTh Ha opTy (Tipu BeIOpaHHOM MeToze Speed) B

Ko6urt/cexk.
config autorestart port <PORTLIST> min_speed <VALUE>

Ilpumep: config autorestart port 1-1 min_speed 3

5.4.3.11 Hacmpoiika cyxux Konmakmoe (yugpoewie 6xo0wt)
B cucreme komaH IPUCYTCTBYIOT BXOJbI C OPAAKOBBIMU HOMepamu 0-2.

* Bxon 0 — paTumk BCKpbITUS KpbIIKU Ha ycrpoiictBax TFortis PSW-
2G+ u TFortis PSW-2G6F+ . Henb3s U3MEHUTh YPOBEHb
cpabaTbhIBaHUs BXOJA.

* Bxoa | — OCHOBHOM BXO/I, UCTIOJIB3YETCS JIsl TTOJKJIFOUCHUS JATYUKOB
MOJIb30BATENIS, HA TJIATE KOMMYTATOpa UMEET MAPKUPOBKY «Sensor 1»

* Bxoa 2 — IONOJHUTENBHBIN BX0]I, MOXKET HUCIOIb30BAThCS TAKXKE IS
MOJKJIIOYHMS TATYUKOB, HO HE UMEET 3allUThl, Kak Bxon 1, Ha miate
KOMMYTaTOpa UMEET MapKUPOBKY «Sensor 2».

B O6HI€M ClIydac JIid BXOoAdd IMMPUMCHHUMEI CIICAYIOMINC KOMAH/IbI:

1. Pa3pemenue paboTsl BXoja (T.€. cpadaThIBaHUE BX0/1a TPUBOIUT K
BO3HUKHOBEHUIO COOBITHSA, KOTOPOE MOXKET PACChUIATHCS 3aJaHHBIM CITIOCOO0M,
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Harpumep Syslog)

config dry cont <NUM> state <STATE>
rjae:

<NUM> - HoMep BXOJ1a

<STATE> - cocTosiHue

Ilpumep: config dry cont [ state enable

2. Be1bop cocTosiHUA BXOJ1a, KOTOPOE CUUTAETCS aBAPUUHBIM, U IPU KOTOPOM
MPOUCXOUT (POPMUPOBAHKE COOBITHUS
config dry cont <NUM> alarm_level <STATE>
rje:
<NUM> - nomep Bxopa (0-2)
<STATE> - cocTosiHue, COCTOSIHHE, CUUTAIONICEC ABAPUUHBIM:
e short — 3aMKHyTOE COCTOsSIHUE
* open — Pa3sOMKHYTOE COCTOSIHUE

Ilpumep: config dry cont I alarm_level connected

5.4.3.12 Hacmpouka TFTP
1. Bkntouenune TFTP
config tftp state <STATE>
Ilpumep: config tfip state enable

2. Hactpotika UDP nopra (ITo ymomuanuto mopt - 69)
config tftp port <NUM>

IIpumep: config config tfip port 69

5.4.3.13 Hacmpoiika coovimuii

HacTtpauBatorcst Te cOOBITHSA, KOTOPbIE HEOOXOIUMO OTIPABIIATH HAa CEPBEP
MoHuTopuHra. [Ipn ncnonp3zoBanuu MpoTokona Syslog TOMOTHUTENHHO
YKa3bIBA€TCSl YPOBEHb BAXKHOCTU COOBITHUSI.

nepemenHas <STATE> npunumaer 3nauenue enable/disable

nepeMeHHass <NUM> yka3bIBaeT ypoBeHb BaxxHOCTH (..7
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1. u3MeHeHue cTaTyca JIMHKa
config events port_link state <STATE> level <NUM>

Ipumep: config events port_link state enable level 4

2. n3meHenue craryca PoE
config events port poe state <STATE> level <NUM>

Ipumep: config events port poe state enable level 4

3. u3mMeHeHue tomnonoruu B nporokonax STP/RSTP
config events stp state <STATE> level <NUM>

Ilpumep: config events stp state enable level 4

4. nponaJ TMHK NpH akTUBHOM (yHKunKu Auto Restart
config events ar_link state <STATE> level <NUM>

Ipumep: config events ar link state enable level 4

5. ynanenHoe ycrpoiictBo He oTBeTHI0 Ha PING nipu aktuBHON (QyHKIIMH

AutoRestart
config events ar_ping state <STATE> level <NUM>

IIpumep: config events ar ping state enable level 4

6. HU3Kask CKOPOCTh HA MOPTY MpU akTUBHOU (pyHKImMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ilpumep: config events ar speed state enable level 4

7. HU3Kas CKOPOCTh HA MOPTY MpHU akTUBHOU (pyHKIMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ilpumep: config events ar speed state enable level 4

8. COOBITHSI CUCTEMBI
config events system state <STATE> level <NUM>

Ilpumep: config events system state enable level 4

9. cobwiTust MOy Oecniepedoiinoro nutanusi (UPS)
config events ups state <STATE> level <NUM>

Ilpumep: config events ups state enable level 4
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10. cpabaTeiBaHUE CyXHUX KOHTAaKTOB
config events dry_cont state <STATE> level <NUM>

Ilpumep: config events dry cont state enable level 4

5.4.3.14 Hacmpoiika yuemHblx 3anuceil noav3oeameneil

1. Co3nanue HOBOTO MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nons3oBatens (Makc. 20 CHUMBOJIOB),
<PASSWORD> - naposnb (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:
 admin_rule
e user_rule
Ilpumep: config user account add username password admin_rule
Co3maeM y4eTHYIO 3alliCh aIMHHUCTPATOPa C UMEHEM «Uusername» u mapoyieM
«password»

2. PegaktupoBaHue JaHHBIX MMOJb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nonb3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD> - naposns (makc. 20 CHMBOJIOB),
<MODE> - ypoBeHb 11paB:

e admin_rule

e user_rule
IMpumep: config user account add username password user _rule
VY co3maHHON yYETHOM 3aMKcH «username» W3MEHWIU MpaBa aoctyna (Ha
User)

3. Y ianenue noap3oBaTes

config user_account delete <USERNAME>

rie <USERNAME> - ums nons3oBatens (Makc. 20 CHMBOJIOB)
Ipumep: config user account delete username

VY nanunu ydeTHYIo 3auch «username.

5.4.3.15 Hacmpoiika QoS
1. Bkinrouenue mexanuzma QoS
config 802.1p state <STATE>
Ilpumep: config 802. 1p state enable

2. Hactpoiika npuoputeta o ymoadanuto (Default priority)
config 802.1p default priority ports <PORTLIST> <NUM>
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rae <NUM> - npuopurer 0-7
Ipumep: config 802.1p default priority ports 1-3 7

3. Hactpoiika npuopuretoB CoS

config 802.1p user_priority <NUM1> <NUM2>

rae <NUM1> - Homep npuopurera (0-7),

<NUM2> - Homep ouepeau odciyxuBarouid 3ot npuopuret (0-3)
Ipumep: config 802.1p user priority 5 2

4. Tun paboThI MJIAHUPOBIIMKA
config scheduling mechanism <MODE>
rane <MODE>:
. strict - Strict priority - makeTsl ¢ 60J71€€ BBICOKUM TPHUOPUTETOM
OyayT 00pabaThIBaTHCS IEPBBIMU
. weight_fair - Weighted fair priority - makeTsI ¢ pa3HbIM
MIPUOPHUTETOM 00padaThIBAIOCs KOMMYTATOPOM B COOTHOIICHUH 8:4:2:1

5. Hacrpoiika npuoputetoB ToS (DSCP)

config dscp_mapping dscp_value <NUM1> queue <NUM2>

rae <NUM1> - 3aauenue metku DSCP 0-63,

<NUM2> - HoMmep odepeau o0caykuBaromuii 3ToT mpuoputet (0-3)
IMpumep: config dscp_mapping dscp _value 61 queue 3

6. Hactpolika orpaHuueHUs] CKOPOCTH Ha OPTAX
config bandwidth_control <PORT_LIST> <MODE> <NUM>
rae <PORT_LIST> - crimcok nopros,
<MODE> - HanpaBneHue OrpaHUYCHHUS:
* rx_rate — OrpaHM4cHuE npuémMa
* tx_rate — orpaHuyeHUE IIepeaadu
<NUM> - 3Hauenue ckopoct B Kout/c. 0 — eciau HeT orpaHuyeHusl.

5.4.3.16 Hacmpoiika onucanus ycmpoiicmea
1. HacTpolika Ha3BaHUs YCTPOMCTBA

config description name <STRING>
Ilpumep: config description name psw-2g4f

2. HacTpoOMKa MECTOPACIIONIOKEHUS YCTPOHUCTBA
config description location <STRING>

IMpumep: config description location servernaya
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3. HaCTpoOKa KOHTAaKTOB 00CTYKUBAIOIIEH OpraHu3aluu
config description location <STRING>

Ipumep: config description company superpuper-telecom

5.4.3.17 Hacmpoiixa ¢punempayuu no MAC adpecam

1. Hactporika cocTostHus nopra
config mac_filtering port_state <PORTLIST> <MODE>
rae <PORT_LIST> - cnucok nopros,
<MODE> - pexum paboThsl opra:
* normal - Normal
* mac — Secure: MAC Filtering
e port — Secure: Port Shutdown
* port_temp — Secure: Temporary Port Shutdown
Ipumep: config mac_filtering port state 1-3 mac
2. Mo6asnenne MAC anpeca K CIUCKY pa3pelIEHHBIX
config mac_filtering add <PORT> <MAC>
rae <PORT> - nopr,
<MAC> - MAC aapec
Ipumep: config mac_filtering add 1 00:11:22:33:44:55

3. Ynanenne MAC azpeca U3 cnucka pa3peniéHHbIX
config mac_filtering del <PORT> <MAC>

rae <PORT> - nopr,

<MAC> - MAC aapec

Ipumep: config mac filtering del 1 00:11:22:33:44:55

5.4.3.18 Hacmpoiika 6x0006 niamwl pacuiuperus

1. Bxirouenue Bxona
config inputs <INPUT> state <STATE>
rae <INPUT> - Homep Bxoaa,
<STATE> - cocTosiHHE BXOJa:

e enable — BXox akTUBEH

e disable — BX01 HeakTUBEH
IIpumep: config inputs 1 state enable
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2. 3ajjaHne aBapuHHOIO COCTOSIHHS

config inputs <INPUT> alarm_level <STATE>

rae <INPUT> - Homep Bxona,

<STATE> - coctosinue BXoja, MpH KOTOPOM BO3HHKAET COOBITHE
* open — pa3oOMKHYTOE
e short — 3amKHyTOE
* any — npu J1000M U3MEHEHHH BXOAa

Ipumep: config inputs 1 alarm_level short

5.4.3.19 Hacmpoiika 661x0006 niaamol pacuiupeHus

1. YcTaHoBKa HaYaIbHOTO COCTOSTHUS BBIXO/IA
config outputs <QUTPUT> state <STATE>
rae <OUTPUT> - Homep BbIXO/a,
<STATE> - cocTosiHHE BBIXOJIA:

* short — 3amKkHyTOE

* open — pa3oOMKHYTOE

* logic — noruka
Ipumep: config outputs 1 state logic

2. YcTraHoBKa cIMcka cCOOBITHI I BBIXOJA
config outputs <OUTPUT> events <EVENTS>
rae <OUTPUT> - Homep BbIXOJ1a,
<EVENTS> - cincok coObITHiA, TpH cpabaThIBAHUU KOTOPBIX BBIXOJT MEHSET
CBOE COCTOSIHUE
e sensorl — cyxoi KOHTakT 1
* sensor2 — Cyxoil KOHTaKT 2
e inputl — Bxo0x 1
* input2 — Bx0j 2
e input3 — Bxox 3
JIJ1st 0THOrO BXOJ1a MOKET OBITh YKa3aHO HECKOJIBKO COOBITUI
Ipumep: config outputs 1 events sensorl inputl input3

3. YcraHoBKa JIUCTBUSA 711 BBIXO/1a MPU HACTYIUICHUH COOBITUI
config outputs <OUTPUT> action <STATE>
rae <OUTPUT> - Homep BbIXO/aA,
<STATE> - cocTosiHu€ BbIX0OJa, B KOTOPOE OH MEPEUIET MPU HACTYILJICHUH
COOBITHI
* open — pa3MbIKaHHE
* short — 3ambIkanue
e impulse — ummynbc (uTenbHOCTh 10 cekyHn)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 100



T Fortis

Ilpumep: config outputs I action short

5.4.3.20 Hacmpoiixa RS485

1. CkopocTh nopta

config rs485 baudrate <BR>

rae <BR> - ckopocTts, BeiOupaetcs u3z 300, 600, 1200, 2400, 4800, 9600,
19200

Ipumep: config rs485 baudrate 9600

2. IIpoBepka Ha YETHOCTH

config rs485 parity <PARITY>

rae <PARITY> - npoBepka Ha YETHOCTH
» disable — npoBepka oTKIIIOUCHA
* even — yer
e odd — Heuer

Ilpumep: config rs485 parity even

3. YUucno OUT JaHHBIX

config rs485 databits <DATABITS>
rae <DATABITS> - yncio OUT JaHHBIX
Ipumep: config rs485 databits 7

4. Yucno cTOnoBBIX OUT

config rs485 stopbits <STOPBITS>

rae <STOPBITS> - uncio cTOIOBEIX OUT
Ipumep: config rs485 databits 1

5. Beibop Mozaenu a5ekTpocuéTunka
config rs485 model <NUM>

20e <NUM> - nomep mooenu (I — Suepeomepa CE102M)
Ilpumep: config rs485 model 1

6. YcraHoBka uneHTudukaTopa

config rs485 identification <STRING>

20e <STRING> - uoenmughuxamop

Ilpumep: config rs485 identification www.energomera.ru
6. YcraHoBKa nmaposns

config rs485 password <STRING>

20e <STRING> - uoenmughuxamop

Ilpumep: config rs485 password 777777
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5.4.3.21 Hacmpoiika azpe2upoéanus Kanaaioe

OyHKIHS TOIJICPKUBACTCS TOJIBKO Ha KoMMmyTaTtopax TFortis SWU
1. Co3naHre HOBOM IpyMIIbl ArPErUPOBAHHBIX OPTOB

config aggregation add <NUM>

rae <NUM> - Homep 3anucu (1..5)

Ilpumep: config aggregation add 1

2. YaneHue rpymnibl arperupoOBaHHBIX TIOPTOB
config aggregation del <NUM>

rae <NUM> - Homep cymiectByronieit 3amucu (1..5)
Ilpumep: config aggregation del 1

3.1 CocTosiHME aKTUBHOCTH TPYIIIIbI
config aggregation trunk <NUM> state <STATE>
riae <NUM> - nomep 3anucu (1..5)
<STATE> - coCTOSIHE aKTUBHOCTH I'PyIIIBI
* enable — rpynmna akTuBHa
* disable — rpynna HeaKTUBHA
Ilpumep: config aggregation trunk 1 state enable
3.2 Hacrtpouka macTep-nopra Jyisi TpyIIIbl
config aggregation trunk <NUM> master <PORTLIST>
rae <NUM> - Homep 3anucu (1..5)
<PORTLIST> - HoMep nopta Macrepa
Ilpumep: config aggregation trunk 1 master 14

3.3 Hactpolika nopros, 4I€HOB I'PYIIIIbI

config aggregation trunk <NUM> ports <PORTLIST>
rane <NUM> - nomep 3amnucu (1..5)

<PORTLIST> - Homepa nopToB

Ilpumep: config aggregation trunk 1 ports 10-15

5.4.3.22 Hacmpoiika 3epranupoeanus nopmoe

OyHKIUS TOAIEP)KUBAETCS TOJIbKO Ha KomMmyTaTopax TFortis SWU.

1. BrirodyeHue pyHKIUHU 3€pKATUPOBAHUS
config mirroring state <STATE>
rae <STATE> - cocTosHuEe aKTUBHOCTHU MPOTOKOJIA
* enable — 3epkaMpOBaHUE BKJIIOUYECHO
* disable — 3epkalipOBaHUE BBIKIIOUEHO
Ilpumep: config aggregation trunk 1 state enable
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5.4.4 I'pynna show

Bo3MmoskHBIE KOMAHIBI:

switch — cBogHast unopmanus 06 ycTpoiicTse

ports — uHpopMaLKs MO MOPTaM

igmp_snooping — uHpopmarus o padbore IGMP Snooping

stp — undopmarus o nporokosie STP/RSTP

snmp— uHpopmarus o nmpotokosie SNMP

syslog - uadopmanus o nporokosie SYSLOG

vlan — uadopmanus o HactpoeHHbIXx VLAN

sntp — uHpOpManus o npotokosie SNTP

smtp— uHpopmaius o nmporokoie SMTP

firmware— uHpOpMaIUA 0 TEKYIIEH BEPCUH MPOIITUBKU

packet— cTaTHCTHKA MO MEepeJaHHBIM/TIOIYYCHHBIM [TaKeTaM Ha MOPTY
fdb — tabnuia koMmmyTaIuu

arpentry — ARP tabnuia kommyTtaTopa

autorestart — uHpopManus o pyHkuun Autorestart

comfortstart — undopmanus o pynkuu Comfortstart

dry cont — uHoOpmaIUs 0 COCTOSTHU CyXHUX KOHTaKTOB

tftp — undopmarus o nporokosie TFTP

events — nH(OpMAIUS O HACTPOCHHBIX COOBITHSIX

802.1p — uHpopManus o 6a30BbIX HacTpoiikax QoS

scheduling mechanism — Tun paboTs! IaHupoBIuKa B QoS

dscp mapping — pacnpeaenenne DSCP meTok o ouepensim B QoS
bandwidth _control — uadopmaiysi 0 orpaHUYEHUN CKOPOCTH HA TIOPTY
poe — undopmariusi o PoE no Bcem nopram

config — MPOCMOTp MOJIHOM KOH(UTYpaIuu

mac_filtering — undopmanus o punsrpanun no MAC agpecam
inputs — nH(MOpPMaIK O BXOAaX TIATHI PACIIUPEHHUS

outputs — nH(pOpPMAIKS O BBIXOAaX IJIAThl PACIIHPCHUS

15485 — unopmanus o HacTporike RS485

Bce koman bl B 3TOM rpyIine MOKHO pa3eilnuTh Ha HECKOJIBKO MOAIPYIII:
* [Ipocmotp undopmaruu o kommyrtarope (Croga BXOJAT TaKue
NepeMEeHHbIe, KaK cTaTucTuka nopros, ARP-tabnuia, Bepcus
MIPOIITUBKH, BpeMsI up-time)
* [IIpocmotp HacTpoek kommyTaropa (IIpocMOTp TEKyIIMX HaCTPOEK
KOMMYTAaTopa.)
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5.4.4.1 IIpocmomp ungopmayuu o Kommymamope

1. BeiBoa cBOIHOM HHGOPMAIIUH O YCTPOUCTBE U €ro KOH(PUTYpAITUU

show switch
Device type: TFortis PSW-1G4F
MAC Address: CO:11:A6:05:00:00
IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0
Default Gateway: 255.255.255.255
Firmware Uersion: 00.01.01
Bootloader Uersion: 01.00

Number : 0
Description:

Location:
Contact:
i Od. Sh. Om. 14s
disable
disable
disable
disable
ULANT, ULANZ
disable
Auto Restart: disable

2. BeiBox undopmarnuu no nopram (CocrosiHue, TUHK, CKOPOCTb, AYIUICKC,
PoE)

show ports — 1151 Bcex nopToB

show ports <PORTLIST> - TonbKO 17151 TOPTOB U3 CIIMCKA

State: enable
Speed/Duplex: 100 Full Duplex
Link: Up

PoE : Off

2

State: enable
Speed/Duplex: 100M Full Duplex
Link: Up

PoE: Off

3

State: enable
Speed/Duplex: ---
Link: Down
PoE: OfFf

3. BoiBog nHGOpMaLIMK O BCTPOCHHOM MIPOTPaMMHOM 00eCTIeYeHU U
KOMMYTarTopa

show firmware
irmware UVersion: AR .01 .01

Bootloader Uersion: 01.00
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4. BeiBog Tabnuiiel kommyTtaruu (FDB)

show fdb
AC Address Aging Time: 330

Fortis PSW-1G4F#show arpentry
ARP Aging Time: 120

MAC Address

.168.0. O0:1D:60:1E:
.168.0. 18.CF:5E:DTV:
.168.0. O0:0E:2E:71:
.168.0. BR:1A:92:67:
.168.0. B8:00:27:DF:

6. BBIBOJI CTAaTUCTHKY 11O MepeJaHHBIM/IPUHATHIM JIAHHBIM Y€pe3 MOPThI
(BXomsImue / UICXOISAIINE ITAKETHI)

show packet — 1 Bcex mopros

show paket <PORTLIST> - TonbKO Ji7151 IOPTOB U3 CIHCKA

TFortis PSW-1G4F#show packet

good bytes: 765703
good bytes: 119191
discards packets:

filtered packets:

filtered packets:

128041
28146

RX discards packets:
RX filtered packets:
TX filtered packets:
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7. BeiBog cratuctuku PoE 1o Bcem mopram
show poe — 17151 Bcex mopToB
show poe <PORTLIST> - ToabKO JIJ11 TOPTOB U3 CIKHCKA

PoE A PoE B
32.296 W

5.4.4.2 IIpocmomp nacmpoexk Kommymamopa

1. BeiBog undopmaimu o padote IGMP Snooping (aKkTHBHOCTb, TTOPTHI)

show igmp snooping
TFortis PSW-1G4FHshow 1gmp_snooplng
IGMP Snooping State: disable

IGMP Snhooping Ports: 1 2 3 456
2. BeiBog undopmaniuu mo npotoxory STP

show stp

TFortis PSW-1GUFHshow stp

STP State: disable
STP Uersion: RSTP
Max Age: 20
Hello Time: p
Forward Delay: 15

TX Hold Count: &

3. BeiBoa undopmanuu no nporokory SNMP
show snmp

Jns SNMP vl:
TFortis PSW-Z2GeF+Hshow snmp
Command: show snmp
State: enable
version: 1

Server IP: 2.0.0.0
Read community: public
Write community: private
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Jnst SNMP v3:

TFortis PSW-2G6F+#show snmp
Command: show snmp

SNMP State: enable
SNMP version: 3

SNMP Server IP: 0.0.0.0

SNMP Engine ID: 8000A42303CO011A6050001
Security Level: Auth,Priv

User Name: test

Auth Password: test

Priv Password: test

4. BeiBoJ nH(pOpManuu 1o NpoTokoiy Syslog

show syslog
TFortis PSW-1G4F#show syslog

Syslog State: disable
Syslog Server: B.0.0.0

5. BeiBox Hactpoek VLAN
show vlan all — Be1BO1 criicka Bcex VID

show vlan 1 — BeiBog nHpoOpMaluu no KoHKpeTHOoMYy VID
P3W-1G4F#show wlan
1
Default
Static

3456

2
ULAN Mame: 2
ULAN Type: Static
Tagged Ports:
Untagged Ports: 1 2

6. BeiBoa undopmanuu o Hactpoitke SNTP
show sntp

Fortis PSW-1G4F#show sntp
SNTP State: disable

SNTP Server: 0.0.0.0
urrent Time: PO:00:00
urrent Date:
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7. BeiBoa undopmanuu o Hactpoitke SMTP
show smtp
Fortis PSW-1G4F#show smtp
State: disable
Server IP: 0.0.0.0

Server Name:
Server Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:

8. BriBo uH(opmaIuu o HacTpoike (PyHKIIUU 3aITUThI OT 3aBUCAHUS
show autorestart

TFortis PSW-1G4F#show autorestart

Auto Restart: Enable

Port 1: Mode - link

Port 2: Mode - Ping, IP - 192.168.0.10
Port 4: Mode - Speed, Limit - 3 Mbps

9. BriBog nHbOpManuu 0 HaCTporKe PyHKIIMKA KOM(OPTHOTO cTapTa
BUJICOKaMeP
show comfortstart

PSW-1G4FH#show comFortstart
Comfort Start Ports: 1 2
Soft start time: 1 Hour

10. BeiBo1 nH(pOpMAITUK O HACTPOMKE CyXUX KOHTAKTOB
show dry_cont

Fortis PSW-1G4F#show dry_cont
. State: Enable, Alarm state: Connected, Current state: Connected

. State: Enable, Alarm state: Connected, Current state: Open
. State: Enable, Alarm state: Connected, Current state: Open
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11. BeiBox nagopmaruu o Hactpoiike TFTP
show tftp

TFortis PSUW-1G4FHshow tftp

TFTP State: Enable
TFTP Port: B89

12. BoiBos1 HUH(pOpMAITUU O HACTPOUKE CIHUCKA COOBITHIMA

show events
Fortis PSW-1G4F#show euvents

vent List:

Port.link State Enable,Level 4
State Disable.Level T
STP/RSTP State Disable.,Level T
Autorestart.Link State Enable,Level 4
Autorestart.Ping State Enable,Level Y4
Autorestart.Speed State Enable,Level 4
State Disable,Level 7
State Enable,Level 4
Access control State Enable,Level 4

13. BeiBoa undopmarniuu o QoS
13.1.Cocrosinue
show 802.1p state

TFortis PSUW-1G4FH#show 802.1p state
QoS State: Disable

13.2. Undopmanus o NpuopUTEeTaX MO YMOTUYAHUIO
show 802.1p default priority

TFortis PSUW-1G4F#show 802.1p default_priority
1: Priority 0
: Priority @
Priority 0O

Priority 0O
Priority O

2
3:
4: Priority 0
5 .
6
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13.3 Uadopmanus o npuoputerax CoS
show 802.1p user_priority

TFortis PSW-1G4F#show 802.1p user_priority
1ori 0, Queue
Queue

Queue

Queue
Queue
Queue
Queue
Queue

13.4 Tun pa®oThI TUTAHUPOBIIIMKA
show scheduling mechanism

Fortis PSW-1G4FH#show scheduling_mechanism

Scheduling mechanism: lWeighted fair priorit

13.5 Uudopmanus o npuoputerax ToS (DSCP)
show dscp_mapping
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TFortis PSW-1GH4F#show dscp_mapping

0, Queus
1, Queue
, Queue
, Queue
, Queue
, Queue
, Queue
, Queue
, Queue
., Queue

, Queue

, Queue

, Queue

, Queue

. Queue

, Queue

- = 00000200

13.6 Uadopmariust 06 OrpaHHYEHUN CKOPOCTH

DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP

16,
17,
18,
19,
20,
21
22,
23,
24,
25,
26,
27,
28,
29,
30,
31

Queue
Queue
Queue
Queue
Queue

, Queue

Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

, Queue

show bandwidth_control

TFortis PSW-1G4FH#show bandwidth_control

RxLimit
RxLimit
RxLimit

RxLimit

RxLimit
RxLimit

limit

1 DSCP
1 D3SCP
1 DSCP
1 D3SCP
1 DSCP
1 D3SCP
1 DSCP
1 DSCP
1 DSCP
1 DSCP
1 DSCP
1 DSCP
1 D3SCP
1 DSCP
1 D3SCP
1 DSCP

L TxLimit
L TxLimit
L TxLimit
L TxLimit
L TxLimit
L TxLimit

MMNMNMNNNNNNNNNNNNRN

WiwiWikWwWwwWwiWwNNNNNNN N

14. BeiBoa moHOM KoHPUTyparuu kommyTaropa. (BeiBoa ocymiecTBisieTcs B

TOM K€ BHJIE, YTO U MIPU COXPAHEHUH (pailia KOHPUTypalu, ONMCaHHbIN B

pasnene 5.3.27.3)
show config
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HEVENT _LIST_ACCESS_T=[12]
Dry contact settings

HDRY _CONTO_STATE=[1]

HDRY _CONT1_STATE=[1]

HDRY _CONT1_LEVEL=[1]

HDRY_CONT2_STATE=[1]
HDRY_CONT2_LEVEL=[1]

QoS settings
HPORT1_RATE_LIMIT_RX=[0]

15. Undopmarus o Hactpoiike ¢punbTpanuu no MAC aapecam
15.1 CocTosiHre mopTOB
show mac_filtering port_state

15.2 Cnucok paspeménubix MAC anpecos
show mac_filtering allowed

15.3 Cnucok 3ab6iokupoBanabix MAC anpecos
show mac_filtering blocked

16. Uudopmartiist 0 COCTOSIHUY BXOJIOB Ha MJIaTe PACIIUPEHUS
show inputs

Command: show inputs
Input® State: Enable, Alarm state: Short, Current state: Open

Inputl State: Enable, Alarm state: Short, Current state: Open
Input2 State: Enable, Alarm state: Short, Current state: Open

17. Uudopmaiiust 0 COCTOSITHUM BBIXOOB Ha IJIaTE paCIIUPEHUS
show outputs

Command: show outputs
Outputd State: Short
17. Nudopmarus o HacTpoiike RS485 Ha miiare pacimupenust
show rs485 settings

: show rsi485 settings
Baudrate: 9600

: Disable
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5.4.5 Oonosiaenue I1O yepe3 TFTP

Kommyrtaropsr TFortis PSW nognep:xuBatot oOHOBIIeHHE npomnBKH yepe3 Telnet,
ncnoiib3yro BHemHU TFTP cepsep.

Komanpa na obnosnenue I10:
download firmware fromTFTP <IP><PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyTtb 110 ¢aiina npommBKu

PaccmoTpum niporiecc oOHOBIIeHHS 60J1ee ToAPOOHO.

1. Bo-niepBriX HEoOxoaumMo yoeauthest, uto TFTP cepBep 3aryiieH, u 3amycTUTh €ro,
eciu He 3amyiieH. [Ton OC Windows 10cTaTO4HO pacipoCTpaHEHHBIM
npuiokeHuem sBisiercst mporpamma Ttpd32. U na npumepe Tftpd32 u 6ynem
paccMaTpuBaTh NPOIIECC OOHOBJICHHUS.

JucTpuOyTUB JOCTYIIEH Ha CailTe:

http://tftpd32.jounin.net/tftpd32.html
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3anyckaem B pexxume TFTP-cepsepa

& Tftpd32 by Ph. Jounin o (5
Current Directory ]ﬁﬁ‘?‘ | Browse
Server interfaces ] 192163.0.104 _vJ Showe Dir

Tftp Server | Log viewer |

peer file start ime | progress

o ne 13
About I Settings | Help

Kax Bugum TFTP-cepBep Oyaet noctynen mo aapecy 192.168.0.104, a kopHeBas
nupekTopus cepsepa D:\Pub

2. ITomentaem (aityi MPOIIUBKY B KOPHEBYIO JUPEKTOPHUIO CEpBEpPA

‘ » KomnsroTep » JflokanbHblid anck (D:) » Pub » 1

DUATL ™ Aobaeuie B Dnbanoteky ~ O6wwmiA gocTyn ~ 3anwuca
paHHoe = Hma

By2Kn L pswupdate407-013-25122014.img

paeHue mecTa

3. Ha cTopoHe cepBepa y Hac BCE rOTOBO, IEPEXOJUM K HACTPOMKaM KOMMYTaTOpa.
ITo ymonuanuro npotokos TFTP Ha kommyTtaropax PSW oTkiroues,
BKJIIOYAEM €r0 KOMaHJIOMU:
config tftp state enable

Fortis PSW-1G4F#config tftp state enable

FTP config: state Enable
[Toanep:kka mpoTokoia BKIOUUTCSA. JJi TOro, 4To0bl COXPAaHUTH B
SHEPrOHE3aBUCUMOM MaMSITH 3Ty HACTPOMKY BBINOJIHAEM KOMaH]ly Save, NHaye

IIOCJIE TIepe3arpy3Ku 3Ta HACTPOWKA HE COXPAHUTCSL.
Fortis PSW-1G4F#Hsave

Settings saved successfully

[IpoBepsiem, uro kommyTtarop «Buaut» TFTP cepep. i 3T0ro MoxHO
IIPOINIMHI OBAaTh

ping 192.168.0.104
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TFortis PSW-1G4FHping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1GUF#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq:=2

Reply from 192.168.0.104 bytes=32 seq=3

Reply from 192.168.0.104 bytes=32 seq=Y4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)

4. Ilepexomum K
OOHOBJICHHIO.
BBoaum komaHy:
download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs npouecc 3arpy3ku (aiiyia BO BHyTPEHHIOIO MMaMsITh KOMMYTATopa, a 3aTeM

U IIpOLIECC OOHOBJICHUS
Fortis PSW-1G4FHdounload Firmware_fromTFTP 192.168.0.104 1/PSWupdated07-013-251
22014 . img
Downleocad file:1/PSWupdatel07-013-25122014.1img
Fortis PSW-1GY4F#
Downloading compleat.

pdating start, wait...

OfgKMoYeHHe K Yy3ny YTepsHo.

[Tocne yero koMmmyTaTop nepeiaeT k ooHoBIeHUto [10 U nepe3arpy3urcs, pu 3TOM
Telnet coequuenne npepBETCS.

IIpouecc oOHOBIIEHHS 1IUTCS 0KOJI0 1 MUHYTHI. [lociie yero MoxHO CHOBa
noakounTcs yepes Telnet u mpoBepuTh, BEpCUIO MPOIIKUBKHY, YOS IUBIINCH, YTO

O0OHOBJICHHUE MPOIILIO YCIEIIHO.
TFortis PSW-1G4FH# show firmware
Firmware Uersion: 00.01.03
Bootloader Uersion: 01.00 5.4.6 Coxpanenue

U 3arpy3Ka

KoH(purypauuu u jgora yepe3 TFTP

KomMmyTatopsl PSW nognepxuBaroT BO3MOKHOCTh COXPAaHEHHUS TEKYILIUX HACTPOEK
KOMMYyTartopa B (paitn KoH(pUryparuu, ero peJakTUpPOBaHUs, a TAKKe
BOCCTaHOBJICHHSI HACTPOEK U3 (paiiia.

5.4.6.1 Coxpanenue konghuzypayuu

Coxpanenue koHpuUrypamuu npoucxoaut Ha ykazanublii TFTP cepep
upload cfg toTFTP <IP><PATH>

rae <IP> - [P anpec TFTP cepsepa

<PATH> - ums u nyTh (paitsia KoHpurypauuu
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TFortis PSW-1GY4FHupload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config. txt
TFortis PSUW-1G4F#H

Uploading. ..
Uploaded compleat.
5.4.6.2 Boccmanoenenue konguzypayuu

Boccanornenue kondurypamnuu npoucxoauT ¢ ykazanaoro TFTP cepsepa
download cfg fromTFTP <IP> <PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyTth 110 daitna KoHPUTrypauu

Fortis PSW-1G4F#download cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psuw_config. txt
Fortis PSW-1GHF#H. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak KoHGUTypalus OyIeT yCTaHOBJIEHA, KOMMYTAaTOp Nepe3arpy3uTcs ¢
HOBBIMH HACTPOMKaAMHU.

5.4.6.3 Coxpanenue cucmemnozo n10za

B HexkoTophIx cityyasix ObIBaeT HEOOXOUMO COXPAHUTH JIOT pabOThl YCTPONUCTBA IS
€ro MOCJeIyIOIIEero aHaan3a.

upload log_toTFTP <IP> <PATH>

rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyT1b 110 Qaitna KoHPUrypanuu

5.4.7 CoxpaHeHue HACTpOeK

[Ipoucxonut coxpaHeHHEe HACTPOEK B IHEPTOHE3aBUCUMYIO MaMSITh.

Save
TFortis PSW-1GY4F#save

Settings saved successfully

5.4.8 Ilepe3arpy3ka

[Ipoucxoaut nepesarpys3ka KoMMyTaTopa
reboot

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 116



T Fortis

Fortis PSW-1G4F#reboot
Rebooted. . ..
onhect closed

Fortis PSW-1G4F#

OgKNiHeHHe K Y3ny YTepAHo.

5.4.9 Bbixoa u3 pexxuma ynpaBJieHUsA

[Ipoucxoaut BeIXOA U3 pexuMa yrpasienus Telnet
exit
Fortis PSW-1G4FHexit
Fortis PSW-1G4F#

OAKMNIOHeHHe K Y3ny YTepaHo.

5.4.10 Inarnoctudeckue QyHKIUMN

5.4.10.1 Ymunuma Ping

[103BOJISIET «IIPONIMHTOBATHY YAAIEHHBIN y3€T
ping <IP>

rae <IP> - IP axgpec y3na

B cnyyae ecnu y3en 10CTyneH:

TFortis PSW-1G4F#ping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1GY4F#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192 .168.0.104 bytes=32 seq=2

Reply from 192.168.0.104 bytes=32 seq=3
Reply from 192.168.0.104 bytes=32 seq=4
Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)

Ecnm y3en He gocrynes:
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TFortis PSW-1G4FH#ping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

TFortis PSW-1G4F#Ping statistics for 192.168.0.11
Packets: Sent = 4 Received = 0, Lost = 4 (100 % loss

5.4.10.2 Kabenvnulit mecmep
cable_diag ports <PORT_LIST>
<PORT_LIST> - nopt, Ha KOTOPOM NMPOU3BOAUTCS JUATHOCTHKA

KaGenbHbIil TECTEp TPUMEHSIETCS 11 KOHTPOJIS 32 IEJIOCTHOCThIO Ka0ess
UTP/FTP na noprax Fast Ethernet.

KommyTaTopst PSW nonnepxuBaroT yHKIIMIO TPOBEPKH 1IETOCTHOCTH
kabens Ha noptax Fast Ethernet. JlanHBIi TECT MO3BOJSET ONPEACTUTD TUIT
NOBPEXI€HNS (0OpBIB WIM KOPOTKOE 3aMbIKAHHE) JUISl KaXKI0M Naphbl, a TAKKe
yYKa3aTh paCCTOSIHUE OT KOMMYTATOPA JI0 MECTa IMOBPEKIACHHUS.

Pu3NYECKN PUHIIUI TECTUPOBAHUS OCHOBAH HA TOM, YTO KOMMYTATOP
MOCBIIAET MPOOHBIN ANEKTPUUECKUN HMITYJIbC MO KaOelo, U Ha OCHOBaHUU
BPEMEHU 3aJIEPKKHU U (ha3e MPUHATOIO OTPAKEHHOTO CUTHAJIA OPEIEISET
JVCTaHIIMIO 1O IOBPEXKACHUS U €€ TUIl. [Ipu 3ToM Ha BpeMs MpomnajgaeT CBsI3b
Y JIMHK Ha TECTUPYEMOM MOPTY.

Ecnu xabenb 1iemnblii, 1 Ha JAPYTroi CTOPOHE MOJIKII0UYEHO UCTIPABHOE CETEBOE
YCTPOWCTBO, TO OMpe/IeTICHUE JITUHBI KaOeJsi HEBO3MOXKHO, T.K UCXOJIS U3
MPUHITUTIA paOOThI, TPOOHBIN cUTHAT OYyJET TEPMUHUPOBATHCS KOHEUHBIM
YCTPOWCTBOM U HE OYIET OTPaKCHHS.

[Tocne TecTupoBaHMsI BO3MOXKHBI CICTYIOIINE PE3YIbTaThI:
Short - KopoTkoe 3aMbIKaHuE MEXKly TapaMu

Open - OOpsbIB nu Kabeb HE MOIKII0YEH

Good - OtcyTcTBUE TOBPEKIAEHUS
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IIpuMepsI pe3yibTaTOB padoThl Ka0eJbHOI0 TecTepa

Pe3ynbTat B ciiyuae oOpbiBa KaOess:

TFortis PSW-2G+#cable_diag ports 1-1
Start cable diagnostic on port 1
TFortis PSW-2G+#

Type

FE Link Down pair 1-2: Open
pair 3-6: Open

PGSYJ'H)T&T B CJIY4aC KOPOTKOT'O 3aMbIKaHUA:

Fortis PSW-2G+#cable_diag ports 1-1
Start cable diagnhostic on port 1
Fortis PSW-2G+#

Type

FE Link Down pair 1-2: Short 3 M
pair 3-6: Short 3 M

Start cable diagnostic on port 1
TFortis PSW-2G+H#

Type

pair 1-2: Good
pair 3-6: Good
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5.5 YnpaeneHue 4yepe3 USB-kOHCcOJb

B xommyTtaropax TFortis SWU Ha nuiieBoii manenu crpaBa pacrnojaraercs
USB Type-B pazbeMm. J[anHbIi pa3béM MOKET UCIIOIB30BATHCS JJIs MMOIKIIOUCHUS
KOHCOJIH.

Jlist aTOTO JUIst HaYaga HeoOXOIMMO YCTAaHOBUTh COOTBETCTBYIOIIEE panBepa,
JOCTYITHBIC Ha caiiTe http://tfortis.ru

[Tocne dero mpu NOAKIIOYEHNUN K KOMIIBIOTEPY B CUCTEME OOHAPYKUTCS HOBOE
yCTPOMCTBO — BUpTyaidbHbli COM-10OpT.

4.z MNopTsl (COM u LPT)

 -lwr STMicroelectronics Virtual COM Port (COM18)
------ s [1opT NnpuHTepa (LPT1)
- « NocnegoeartentHel nopt (COMIL)

e I_Iﬁﬁllﬂrrﬂl"‘\ll

Puc. 5.5.1 — oOHapykeHO yCTPOHCTBO
Tenepb MoxkHO noAKIIOUATECS K COM18 11100bIM TEpMUHAIOM, HAIPUMED

PuTTY, BbICTaBUB HACTPOUKU:

CKOpOCTb: 115200
OUT JMaHHBIX: 8
CTOII-OUTOB: 1
YETHOCTb: HET

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 120


http://tfortis.ru/

T Fortis

B Hacrpoiikm PUTTY

Paznene:

[=-CeaHe HacTpoiku NnocnegoeaTensHoro coeauHeHns
i JKypHan

i BriSepuTe NocnefosaTensHy TMHWK
-TepMuHan

- KnaenaTtypa TMrHWA OnA NogknoYeHns

comiag

- OcodeHHoCTH HacTpoika cepmAHOR NMHWA
115200

- Brremtmit B CkopocTe (Goa)

-MoseneHne BuThl OaHHBE 8
Koavpoeka
- BelgeneHne Cton 61Tkl 1
Lleetoean cxema
i - Twnepcceinkm
= Coennnerme YrnpaeneHWe NoToKoM
i MaHHbIE
L Mpoken
Telnet
i Rlogin
+-SSH

dem
o

YeTHOCTE |HeT v |

|xon/xoFF |

. Cygterm

Puc. 5.5.2

— HACTPOMKHU COCTMHEHUS

[Tocne noakmtoueHus nepea HaMu OyaeT «4€pHOE OKHO». TepMHHAII HAXOIUTCS B

TaK Ha3bIBACMOM «ANAIrHOCTUUCCKOM» PCIKHNME.
—— — |IEI -QK-I

BE - PuTTY - — —

Puc. 5.5.3 — oxHo TepmMuHana
Jlns mepeBojia B peKUM KOHCOJIM HEOOXO0IMMO Ha)KaTh Ha KJIaBUATYype JaTHHCKYIO
KJIABUIIY «¢». [Tocae yero KoHCoIb nepenaér u3 JMarHoCTUIECKOro pexXuMa B

PEKHUM KOMaHIHOU CTPOKHU.

Puc. 5.5.4 — okHo Tepmunaina B pexxume CLI
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& - putTY b (B [ |

TFortis PSW - Industrial Switch
Copyright(C) 2016 “"Fort-Telecom”™ Ltd. All rights reserved.
User Name>admin
User Passwordy s
PSW-2G+#configl)

6 TexHUYecKasa noaagepxkKa

TexHuueckas NOAEPKKA MO MPOSKTUPOBAHUIO CUCTEM BUICOHAOIIOICHNUS,
BOIPOCAM JKCIUTyaTalluul U HACTPOUKH 000PY10BaHUsI OKa3bIBAETCS:

* 1o tenedony (Bpems ais 3B0HKOB 8-00 — 16-00 mo MOCKOBCKOMY BpeMEHH)
8 800 100112 8

+7 (342) 260 20 30

e 1o e-mail:
suvorov(@fort-telecom.ru
support@fort-telecom.ru

* yepe3 cepuc Help-Desk
http://support.fort-telecom.ru/

* uepes hopyM:

http://www.tfortis.ru/forum/

Bcst TexHMueckas JOKyMEHTAlMs JOCTYITHA HA CalTe:
http://www.tfortis.ru/support/documentaciya/
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@ T Fortis

CO3/IaHUI0 HOBBIX YCTPOMUCTB, BBl MOXETE OTHPABUTH HAM 3aIpoC
http://www.tfortis.ru/contacty/contactinfo/obratnaya_svyaz/
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